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Abstract

This thesis deals with three topics in the field of biometric fingerprint recognition. The
first topic is devoted to the skin structure and various sensor technologies used for the
fingerprint acquirement, namely optical, capacitive, ultrasonic, e-field, electro-optical,
pressure, thermal, MEMS (Micro-Electro-Mechanical Systems) and sweep. This is fol-
lowed by the description of influencing factors which could have an impact on the finger-
print acquirement process. To these factors we count also skin diseases that could be di-
vided into three subcategories, i.e. those attacking the skin color, or papillary line struc-
ture, or both of them. Each skin disease is illustrated by a representative example.

The second topic covers the issues of estimation of fingerprint image quality. At the be-
ginning, important error rates and curves for the evaluation of biometric system perform-
ance are introduced. In the subsequent text, suitable methods for image quality estimation
are discussed (e.g. the methods based on contrast, mean value of grayscale levels, amount
of papillary lines, sinusoidal shape of papillary line crosscut, etc.), followed by the meth-
ods for image quality enhancement (e.g. Gabor filtering, spatial or frequency domain fil-
tering). At the end of this part, some experimental results related to this topic are pre-
sented.

The last topic deals with the liveness detection. At the beginning, some basic risks related
to biometric systems are discussed and the need for liveness detection is explained. This
is followed by the description of all known methods for the liveness detection which
could be suitably used in the fingerprint recognition. At the end again certain experimen-
tal results related to this topic are presented.
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1. Introduction

The beginning of massive use of biometric devices dates from the terrorist attacks on
the World Trade Center in USA. It has been found out that the physical or behavioral at-
tributes, related to the concrete person, are the best way how to confirm the identity of
such person. These attributes are, among others, used in biometric systems to prevent
terrorists and suspicious people to enter states, buildings or computer networks / systems.
Other use is in forensic applications [89] or monitoring systems.

We divide the biometric systems into two main groups — verification or identification
systems [33][60][51][Dra21]|[Dral2] (Fig. 1.2). Verification systems are used for the au-
thorization of a user, i.e. the user claims his/her identity and the biometric system should
confirm or reject such claimed identity, whereas the decision whether the user is who
he/she claims to be is based on the recognition of a biometric attribute. The second group,
identification systems are most often used for forensic tasks, i.e. based on the biometric
attribute the system should find the identity of the user. The difference is not only in data-
base searches, where verification systems do 1:1 comparison (biometric template with the
claimed identity is compared with the actually acquired biometric sample; the result is
one matching score [33][30][31][32] leading to the decision accept/reject), on the other
hand, identification systems do 1:N comparisons (the actually acquired biometric sample
is compared with all biometric templates stored in the database (in total N records); the
result is a candidate list [33][30][31][32], including the best “fitting” templates to the ac-
tual sample), but also in the field of industrial use, error rates, reliability, time consump-
tion, used features, etc.

N
“.':_;: ?

Retina

U Signature Hand Geometry

tric attributes (arranged in accord. with their uniqueness) [Dra21].

EI€ are many biometric technologies, which measure some anthropometrical or be-
attributes of human beings [33][9][69], such as (see Fig. 1.1): face, fingerprint,
£ye retina, DNA [29], hand geometry and veins, finger veins, gait, signature,
: _—I thermogram, ear shape, body odor, etc. Regrettably, some of them do not
=il entropy [Dra21][Dral8][Dra26][Dra28] to recognize a greater amount of
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users. Nevertheless there are certain biometric attributes, which have enough entropy, are
very reliable and show only little changes during the life of an individual — such as DNA,
fingerprint, eye iris, etc. (see background color of the pictures in Fig. 1.1, which corre-
sponds to the entropy, i.e. the ability to recognize respective users).

Verification
My username is User-35. Does my biometric data

match the data stored for that username?

Identification
I am presenting biometric data — what name is associ-

ated with this biometric data?

Verification
The user’s biometric data is compared against his or
her enrolment data

Question

The user’s biometric data is compared against multiple
users” enrolment data

Username Biometric
User-01 1001000...
User-35 0101001...

Answer —— | Yerification
Match / Non-Match

External Identification
System User-35

Fig. 1.2: Verification vs. identification [Dra21].

A good question is — why this work is devoted to the fingerprint recognition. There
are two big subparts in fingerprint recognition (Fig. 1.2) [Dra23][77]:

® Access systems — these are the common systems which are used for the access con-
trol to computer, room, network, etc. Here the systems actually do the verification
(comparison one to one, i.e. the actual biometric sample from the user is compared
only with his template; the user’s identity is known before such comparison) and
therefore are called the verification systems. We can count biometric travel docu-
ments in this category. The access systems could differ by their use, i.e. whether
the systems are used under supervision or without supervision. If the system
Works under supervision, then its misuse can be substantially reduced and there-
fOl‘G its performance can be improved. On the other hand, no supervision leads to
‘Ehe Possible use of fake fingers to cheat the system, misuse/damage of the system
and deterioration of performance and reliability. The functionality is simple — a
USer presents his identity to the system (e.g. by ID card, USB token, PIN, etc.) and
L i his finger to the scanner. His finger is scanned and respective biometric sam-
5 then compared with the stored biometric template under the user’s identity.
'€ Comparison is successful, the user’s identity is either accepted or rejected.
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o Forensic systems — this is that part of biometric systems, where the comparison of
one to many is realized, i.e. the user’s identity is unknown and the system per-
forms the search in the whole database and compares all relevant templates with
the actual biometric sample. Such systems are called dactyloscopic systems (iden-
tification systems only in the case of fingerprints). These systems are often used in
the criminal practice, e.g. in finding of an offender leaving his fingerprint at the
crime scene. The functionality works as follows: the fingerprint is obtained either
from the crime scene (often latent fingerprints) or from a user with unknown iden-
tity (e.g. dead body), features are extracted and the biometric sample is then com-
pared with all biometric templates stored in the database. In the end, a candidate
list is presented, with those candidates who have very similar fingerprints with the
given fingerprint. The real identity may not be in the list, however if yes, then the
starting candidates should correspond to the real identity of the offender.

' The fingerprints are used for the authorization or determination of the claimed user’s
identity. This function of biometric systems could be found in security systems as an au-
thorization part.

The difference between the verification and identification systems lies in time con-
sumption (passing through the whole database is a time-critical operation), in storage ca-
pacity (one biometric template vs. thousands or millions of biometric templates), art of
use (access vs. identity determination) and reliability (access systems confirm the user’s
identity with some probability; identification systems offer the candidate list with the best
corresponding templates). In various situations, there are various requirements with re-
gard to the error rates (i.e. FAR (False Acceptance Rate) /| FRR (False Rejection Rate)
[Dra31][104]), what influences the setting of a threshold and implementation.

A short history of fingerprint reco%nition is presented in the following text. The first
known use of fingerprinting was in 9" century in China, where merchants applied their
fingerprints to documents authenticating a record of debt [119]. In 14™ century Persia
government officials used their fingerprints in the same way as we use signatures today
[119]. Here is the list of significant dates from the history of fingerprints [119]:

® 1684: Nehemiah Grew published the first paper on the ridge structure of skin of
fingers and palms. In 1685, Govard Bidloo and Marcello Malpighi published
books on anatomy which also illustrated the ridge structure of fingers.

® 1788: Johann Christoph Andreas Mayer recognized that fingerprints are unique to
each individual.

* 1823: Jan Evangelista Purkyné, a professor of anatomy at the University of Bres-
l_au? Published his thesis discussing nine fingerprint patterns, but he did not men-
tion the use of fingerprints to identify persons.

' 1853: Georg von Meissner studied friction ridges.
1858: Sir William James Herschel initiated fingerprinting in India.

J 1330 Dr. Henry Faulds published his first paper on the subject in the scientific
._1 Nflture in 1880. Returning to the UK in 1886, he offered the concept to the
Metropolitan Police in London but it was dismissed.
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e 1892: Sir Francis Galton published a detailed statistical model of fingerprint
analysis and identification and encouraged its use in forensic science in his book
“Finger Prints”.

e 1892: Juan Vucetich, an Argentine police officer who had been studying Galton
pattern types for a year, made the first criminal fingerprint identification. He suc-
cessfully proved Francisca Rojas guilty of murder after showing that the bloody
fingerprint found at the crime scene was hers, and could only be hers.

e 1897: The world’s first Fingerprint Bureau opened in Calcutta, India, after the
Council of the Governor General approved a committee report (on June 12",
1897) that fingerprints should be used for classification of criminal records.

e 1901: The first United Kingdom Fingerprint Bureau was founded in Scotland
. Yard. The Henry Classification System, devised by Sir Edward Richard Henry
with the help of Haque and Bose was accepted in England and Wales.

e 1902: Dr. Henry P. DeForrest used fingerprinting in the New York Civil Service.

e 1906: New York City Police Department Deputy Commissioner Joseph A. Faurot
introduced fingerprinting of criminals to the United States.

As you can see, the fingerprint recognition has a far-reaching history and is today ac-
cepted as a reliable person verification and/or identification method. Nevertheless, there
are some parts in fingerprint recognition technology, which haven’t been studied well till
today — and these parts represent the fields of study and goals of this work.

1.1 Goals

This habilitation thesis is focused on a single biometric attribute — a fingerprint. The
biometric systems intended for the processing and recognition of fingerprints are well
known and are described in detail in the literature, e.g. [52][59][14][49]. However, there
are some topics in this field of fingerprint recognition, which are not explored well at the
moment or are often neglected. Three of these topics are the main themes of this habilita-

tion thesis — skin diseases, estimation of the fingerprint's quality and detection of liveness.

'I:he theme of skin diseases belongs to the group of influencing factors to fingerprint
Cquirement and image quality. The users suffering from a skin disease often cannot be
H(j:d into the fingerprint recognition system and therefore could not use such system
ghe future This fact is often neglected — almost always only the error rates and reliabil-
Of biometric systems are discussed, but nobody thinks of disadvantaged users. Skin
S don’t only change the color of the fingertip, but in the worst case attack the pap-
__EIIES_aI_ld the epidermal layer of the skin and therefore destroy the papillary lines
iCture. If the epidermal layer is irrecoverably destroyed, then the papillary lines will
be restored and the user can not use such fingerprint recognition system for the
101€ rest of his life.

uality of a fingerprint is very important, because samples with low quality lead
ITor rates [33][30][31] and could cause false rejection of a genuine user or false
fan offender. The determination of the quality score is not simple — there are
¢S, but the results differ from the quality estimation done by a dactyloscopic




Brno University of Technology
Faculty of Information Technology

]
( ﬂl” . _ Department of Intelligent Systems

expert. The criterion of image quality is applicable especially in dactyloscopic systems
[49] — see the variations among different images of fingerprints in Fig. 1.3.

d) ] e)

Fig. 1.3: Examples of different fingerprints [Dra21]: a) and b) Inked fingerprints; ¢) Latent fin-
gerprint; d) and e) Live-scan fingerprints.

The detection of liveness is crucial in the contemporary fingerprint recognition sys-
tems, as the ability of attackers to make an artificial finger(print) (see Fig. 1.4) and to
cheat the biometric system is very high. There is no need of very expensive or inaccessi-
ble materials or tools; commonly available things are sufficient and the most fingerprint
scanning technologies could be misused. It is very simple to generate an artificial finger-
print [72][Dra02], which has nearly all the same minutiae (or very similar) as the finger-
print of a genuine user being misused.

Fig. 1.4: Examples of artificial fingers [108].

1.2 Organization

S Work is organized as follows: the chapter 2 describes fingerprint acquirement
Ogics, i.e. the functionality of fingerprint scanners and impact of factors which can
_the scanning process. One important part of this chapter are skin diseases,
Ty often represent a neglected factor, however these lead to the rejection of users

S0me problems with their skin.

ter 3 de:al_s with the estimation of quality of fingerprint images. The first part
K descnbes known methods for the fingerprint quality estimation. The sec-
E€voted to the method which is suitable for quality estimation based on papil-
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lary lines, i.e. which is recommendable for dactyloscopic systems. At the end, there are
shown some experiments and results of selected methods used in tests.

The chapter 4 describes all known methods for the detection of liveness of fingers. In
this chapter, there are also described two new and patented methods for detection of live-
ness. At the end of this chapter, there are shown some experiments and achieved results.

The final chapters contain the summary, glossary (abbreviations) and references.




‘ Brno University of Technology
Faculty of Information Technology

ki e |

|

L i =

‘ \

‘ ‘ F Department of Intelligent Systems

2. Fingerprint Acquirement and Influencing Factors

This chapter deals with the acquirement of fingerprints and circumstances which in-
fluence their quality. The acquirement process is limited only to fingerprint recognition
systems, because the whole work is devoted only to the fingerprint related topics.

The fingerprint recognition consists of five main steps (see Fig. 2.1) [59][6][33]
[Dra20]:
e Fingerprint acquirement — the fingerprint is scanned using a sensor (for sensor
technologies see chapter 2.2), i.e. the physical human biometric attribute is digi-
tized and transferred to the computer.

e [mage enhancement — this step is very important for further processing, because
the quality of the fingerprint image could be enhanced here [37]. There are several
methods used for image quality enhancement — edge filters, filtering in frequency
spectrum (after Fast Fourier Transform), Gabor filter, etc.

o Thresholding — the image is normally acquired with 256 gray levels, but we need a
binary representation. Using various thresholding schemes (e.g. adaptive thresh-
olding or regional average thresholding), it is possible to separate papillary lines
(ridges) from background (valleys).

o Thinning or Skeletization — the papillary lines from the previous step have varying
thickness. To make the algorithm for minutiae extraction as simple as possible, we
prefer the thickness of all papillary lines in all parts having only one pixel.

e Minutiae extraction — this algorithm detects and extracts all minutiae found in the
fingerprint. We distinguish between minutiae in verification systems (here are
generally used 2 minutiae — ridge ending and bifurcation [Dra21]) and identifica-
tion (dactyloscopic) systems [89], where many special minutiae are used.

Finge prin |
PPNt Acquirement Image Enhancement Thresholding Thinning Minutiae Exraction

Fig. 2.1: An overview of the fingerprint recognition.

¢ fingerprint recognition technology is well accepted in our society [71]. Finger-
1l]d be used not only for the known user verification / identification tasks, but
2. for Cryptographic key generation [Dra21][Dra22][Dra24][Dra27][Dra29][25][96]
fomputerized patient record [55] or for use with credit cards [66][34] etc.

BNt Acquirement and Influencing Factors
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2.1 Skin Structure

In the process of fingerprint image acquirement, the skin structure on the fingertip is
scanned. Therefore we should know basics of our skin structure to understand better why
for example skin diseases might have an influence on the acquirement process.

Skin is a remarkable organ of the body, which is able to perform various vital func-

" tions. It can mould to different shapes, stretch and harden, but can also feel a delicate
touch, pain, pressure, hot and cold (see chapter 4.2.5), and is an effective communicator
between the outside environment and the brain.

Skin makes up to 12-15% of an adult’s body weight. Each square centimeter has 6

million cells, 5,000 sensory points, 100 sweat glands and 15 sebaceous glands. It consists
of three layers (see Fig. 2.2) [110]: epidermis (the outer layer), dermis (“true skin”) and

subcutaneous (fat) layer.
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Skin is constantly being regenerated. A skin cell starts its life at the lower layer of the
skin (the basal layer of the dermis), which is supplied with blood vessels and nerve end-
ings. The cell migrates upward for about two weeks until it reaches the bottom portion of
the epidermis, which is the outermost skin layer — the papillary lines are placed here. The
epidermis is not supplied with blood vessels, but has nerve endings. For another 2 weeks,
the cell undergoes a series of changes in the epidermis, gradually flattening out and mov-

' ing toward the surface. Then it dies and is shed.

There are six skin functions [110]:

e Sensation — the nerve endings in the skin identify touch, heat, cold, pain and light
pressure.

e Heatl regulation — the skin helps to regulate the body temperature by sweating to
cool the body down when it overheats and by shivering creating “goose bumps™
when it is cold. Shivering closes the pores. The tiny hair that stands on end traps
warm air and thus helps keep the body warm.

e Absorption — absorption of ultraviolet rays from the sun helps to form vitamin D
in the body, which is vital for bone formation. Some creams, essential oils and
medicines (e.g. anti-smoking patches) can also be absorbed through the skin into

the blood stream.

e Protection — the skin protects the body from ultraviolet light — too much of it is
harmful to the body — by producing a pigment called melanin. It also protects us
from the invasion of bacteria and germs by forming an acid mantle (formed by the
skin sebum and sweat). This barrier also prevents moisture loss.

® [Excretion — waste products and toxins are eliminated from the body through the
sweat glands. It is a very important function which helps to keep the body “clean”
from the inside.

® Secretion — sebum and sweat are secreted onto the skin surface. The sebum keeps
the skin lubricated and soft, and the sweat combines with the sebum to form an
acid mantle which creates the right pH-balance for the skin to fight off infection.

Very interesting information about the building of skin structures (papillary lines) and

1 formation could be found in [45].

L.l Epidermis

1€ main function of the epidermis [110] is to form a tough barrier against the out-
d, Wwhile the dermis is a soft, thick cushion of connective tissue that lies directly
> €pidermis and largely determines the way our skin looks. Both layers keep re-
.re'nexiving themselves throughout our life, but the dermis does it more slowly
d‘emus. Under the dermis there is a layer of fat cells, which is known as adi-
: _(Or subcutaneous fat layer). It provides insulation and protective padding for
also provides an emergency energy supply.

- i&‘fqlllrernem and Influencing Factors
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The epidermis consists of five layers [110]:
e Basal layer (stratum germinativum) — this is the bottom layer of the skin. The cells
of this layer are constantly being reproduced, since they contain a nucleus, or seed.
As the cells reproduce, the layers get constantly pushed up into the next layer.
| o The prickle cell layer (stratum spinosum) — called this way because the cells have
spines which prevent bacteria entering the cells and moisture being lost. These
cells also have a nucleus and therefore reproduce.
o Granular layer (stratum granulosum) — the prickle cells lose their spines and be-
come flatter. The nucleus dies, and a protein called keratin is formed. This protein
prevents moisture loss and can be found in skin, nails and hair.

o Clear layer (stratum lucidum) — this layer is for cushioning and protection and can
be found only on the palms of the hands and soles of the feet.

e Horny (cornified) layer (stratum corneum) — the cells here are dead and ready to
be shed (by desquamation). This process speeds up as we age.

2.1.2 Dermis

The dermis [110] is the layer responsible for the skin’s structural integrity, elasticity
and resilience [110]. Wrinkles develop in the dermis. Therefore, an anti-wrinkle treatment
has a chance to succeed only if it can reach the dermis. Typical collagen and elastin
creams, for example, never reach the dermis because collagen and elastin molecules are
100 large to penetrate the epidermis. The curvatures of papillary lines are formed in the
dermis layer, which are then projected to the epidermis layer as real papillary lines.

The dermis is the middle layer [110] of the skin located between the epidermis and
- subeutaneous tissue. It is the thickest of the skin layers and comprises a tight, sturdy mesh
of collagen and elastin fibers. Both collagen and elastin are critically important skin pro-
[eins: collagen is responsible for the structural support and elastin for the resilience of the
: The key type of cells in the dermis is fibroblasts, which synthesize collagen, elastin
d other structural molecules. The proper function of fibroblasts is highly important for
ll skin health. The dermis also contains capillaries (tiny blood vessels) and lymph
des which produce immune cells. Blood capillaries are responsible for bringing oxygen
4 nutrients to the skin and removing carbon dioxide and products of cell metabolism.
ph Pd‘es are engaged in protecting the skin from invading microorganisms. Finally,
EImis contains sebaceous glands, sweat glands, hair follicles and a small number of
'm"u:scle cells. Sebaceous glands, based around hair follicles, produce sebum, an
e_(_:tlve_'substance that lubricates the skin and hair and provides protection by
t_m_-aci.d mantle when mixed with sweat. When sebaceous glands produce too lit-
s 1t is common at older people, the skin becomes excessively dry and more
MHnkling: this could be problematic in fingerprint recognition.
§ nms is thicker than the epidermis, but has fewer cells. It consists mainly of the
5 ft_l'SSue. which is made up of fibers of the proteins collagen and elastin and a
tOUS gelatin-like material called ground substance or extracellular matrix.
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2.1.3 Subcutaneous Tissue

Subcutaneous tissue [110] is the deepest layer of the skin located under the dermis
and consisting mainly of fat cells. It acts as a shock absorber and heat insulator, protecting
underlying tissues from cold and trauma. The loss of subcutaneous tissue in later years,
leads to facial sag and makes wrinkles more visible. To counteract it, a cosmetic proce-

“ dure where fat is taken from elsewhere in the body and injected into facial areas, is com-
mon these days. From the point of view of fingerprint recognition, this layer is not very

important.

2.2 Sensor Technologies for Fingerprint Acquirement

Before we can process the fingerprint image further we need to obtain a digitalized
fingerprint [84][13]. The traditional (dactyloscopic) method uses the ink to get the finger-
print onto a piece of paper. This piece of paper is then scanned using a common (office)
scanner. Nowadays, this method is used only in the case when an old paper-based data-
base is being digitalized, a fingerprint is found on a crime-scene or in law enforcement
AFIS systems. Otherwise modern live fingerprint readers are used. They do not require
the ink anymore; they use different physical effects to acquire the image of a finger.

First of all, we should characterize a digital fingerprint image by the following main

parameters [85]:

® Resolution. The minimum resolution for FBI-compliant sensors is 500 dots per
inch (DPI), and this is also met by many commercial devices. The sensor resolu-
tions lie in the range from 250 DPI to 1,000 DPI.

® Area. The larger the area, the more ridges and valleys are captured, and the more

distinct the pattern becomes. The minimum area size required by FBI specifica-

tions is 1x1 square inches. Many sensors today have an area much smaller than

that, thus making it impossible for the entire print to be captured. A small area

keeps the cost and size down, but does also lead to unnecessary false rejections.

The sensor areas used in contemporary systems start by approx. 0.7x0.7 cm and

end by approx. 10x6 ¢m (for rolled fingerprints or for multi-finger scanning).

Dynamic range (or depth). The number of bits used to encode the intensity value

of each pixel. A grayscale is used and the FBI standard for pixel bit depth is 8 bits.

Some sensors capture however only 2 or 3 bits of information.

* Geomerric accuracy. Can be defined as the maximum geometric distortion intro-

_uced by the acquisition device, and is expressed as a percentage with respect to x

d y directions.

£ ;quglity (see chapter 3). Difficult to measure, especially since it is hard to

ouple it from the intrinsic finger quality or status.

_f’fl_laracteristics mentioned above work together to set the accuracy of the sys-

= of them could be improved by an enhancement algorithm (e.g. image quality).

e first generation scanners used optical techniques [85], a variety of sensing
& used today and almost all of them belong to one of the three families
al. solid-state, and other (e.g. ultrasound). There is another category yet,
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fingerprint acquisition via inking [70][49][27], which is the traditional mode of criminal
fingerprint capture. It is evident that this is inappropriate for fingerprint verification due
to the inconvenience involved with ink, the need for subsequent digitization, and perhaps
the stigma of this type of capture. The type of image acquisition for fingerprint verifica-
tion is also called “live-scan fingerprint capture™.

The main technologies used today are optical and solid-state sensors (mainly capaci-
tive sensors). Solid-state sensors are now gaining great popularity because of their com-
pact size, which facilitates in embedding them into laptop computers, cellular phones,
smart cards, etc.

It should be considered for which type of scanning the sensor is used. We have to dis-
tinguish among three main types of fingerprint scanning purposes:

o Access systems: the finger is scanned on a classical scanner or a sweep scanner,
where only one finger is scanned in a time.

o Systems for visa applicants: there are scanned four fingers simultaneously.
o Dactyloscopic systems: each finger is scanned in addition as a rolled fingerprint.

Nevertheless to the above categorization to only three categories, we will define all

fingerprint scanning technologies as separate methods, because they do use special physi-

' cal effects to obtain the impression of a finger. To the known technologies belong [Dra25]

[47][80][103][113]: optical, capacitive, ultrasound, e-field, electro-optical, pressure sen-

sitive, thermal and MEMS (Micro-Electro-Mechanical Systems). At the beginning of the

sensor technologies description, it should not be neglected the old method of getting an
inked fingerprint — see subchapter 2.2.1.

22.1 Inked Fingerprinting

- This technique is the first used method for taking of fingerprints. The fingertip is put
in touch with a black ink and then pressed to the paper, to leave the impression on the
paper (Fig. 2.3 left) [89][74]. This method has been used for the acquirement of finger-
Prints from a person onto the dactyloscopic card [111] (Fig. 2.4) which has been used for
ual fingerprint recognition (Fig. 2.3 right) or comparison with a fingerprint from a
scene. However, this obsolete method has been displaced with a new one — using
L Electronic fingerprint scanner to acquire the fingerprint in a digitalized form and then
Process it automatically in a computer (so called AFIS).

i  Acquirement and Influencing Factors
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The process of getting an inked fingerprint for dactyloscopic (criminal forensics) rec-
ognition is however a little bit different from the classical fingerprint acquirement known
from the common access systems. This difference could be observed in Fig. 2.4 — in the
two upper rows, there are rolled fingerprints (the finger is laid on one side and rolled to
the opposite side), whereas in the lower part of the dactyloscopic card, there are only
“picked” or “laid” fingerprints, i.e. the finger is only laid to the paper surface, instead of
rolling. The rolling process achieves greater area of the finger (including fingerprint’s
core and delta point [Dra21]), nevertheless, the papillary lines are often blurred what

leads to worse image quality, because there could be an important minutia point in the

place, where the blur is occurred.

P2

Wordrond otaiy paics ipichandl

Ly

Fig. 2.4: Example of a Czech dactyloscopic card without personal data.

2.2.2 Optical Technology
ptical fingerprint capture devices have the longest history dating back to the 1970s
he optical technology is based on the Frustrated Total Internal Reflection (FTIR)
¢. When you place your finger on an FTIR-based optical sensor (Fig. 2.5), the
Wﬂlbe in contact with the protective glass (or prism) surface, while the valleys
lines) will remain at a distance. One side of the protective glass is illuminated
dlfoSe light (a bank of light-emitting diodes (LED) or a film planar light). The
eflected at the ridges and randomly scattered (absorbed) at the valleys. The lack
N from the ridges makes it possible to acquire an image of the fingerprint. In
days” FTIR sensors, a CCD camera was used to acquire the fingerprint image.
FTIR sensors have shrunk considerably in size and cost with the help of the
> tlechnology [85].
S In optical devices have been made recently, primarily in an effort to re-
.,&_Of ’fhese devices. Whereas an optical sensor was housed in a box about
Il in the mid-1990s, smaller devices have recently appeared, with sizes in

- cm [70]. However, it is difficult to make a small enough FTIR device

41nto a PDA or a mobile phone, etc.

1
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Light Source

Fig. 2.5: Optical principle of fingerprint scanners [Dra20].

In the optical technology, there are two further possibilities how to construct an opti-
cal sensor: FTIR with a sheet prism and optical fibers (Fig. 2.6).

g Ridges & Valleys

Ridges & Valleys

[T

i
2 i

Contact

| Fiber-optic

CCD/CMOS

a) b)

Fig. 2.6: Fingerprint sensor using a) FTIR with a sheet prism; b) optical fibers [85].

FTIR with a sheet prism (Fig. 2.6a) [85] sensor uses a sheet prism made of a number
rimlets” adjacent to each other, instead of a single large prism. With the advantage of
*duction, the quality of the acquired images is however lower than traditional FTIR

iniques using glass prisms.

plical fibers (Fig. 2.6b) [85] technique uses a fiber-optic plate instead of a prism
. The finger is in direct contact with the upper side of the plate, while the lower
he plate is tightly coupled with a CCD or CMOS camera, which receives the light
ed through the glass fibers. Since the CCD/CMOS camera is in direct contact with
out any intermediate lens as in the FTIR techniques), its size has to cover
sing area. High costs will thus be the downside of producing large area sen-

technique.

itages [85] with optical sensors include withstanding temperature fluctua-

" \_d_,c_'g_ree), a fairly low cost, resolutions up to 500 DPI, better image quality,

J5S11 111ty of larger sensing areas. Since FTIR devices sense a three-dimensional

: d@'cdt to fool them with a photograph or image of a fingerprint [85]. The

Against electrostatic shock is up to ca 18 kV [Dra25].

tages [85] of optical sensors are their size and problems with latent
s, calluses, and other damage, as well as dirt, grease and other con-
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tamination, can also be a problem with optical scanners [85]. Latent prints are however
still a problem [85]. The average power consumption is ca 50 mA.

Fig. 2.7: Examples of optical scanners (Identix BioTouch® 500; Sagem MorphoSmart Optic 300;
BioLink MatchBook 3.5; Mitsumi SEF-A1F1).

A functionality that has not been available before solid-state sensors is locally adjust-
able, software-controlled, automatic gain control (AGC) [70]. For the most optical de-
vices, the gain can be adjusted only manually to change the image quality. Some solid-
state sensors, however, offer the capability to adjust the sensitivity of a pixel or row or
local area automatically to provide the added control of image quality. AGC can be com-
bined with feedback to produce high quality images over different conditions. For in-
stance, a low-contrast image (e.g. dry finger) can be sensed and the sensitivity increased
to produce an image of higher contrast on a second capture. With the capability to per-
form local adjustment, a low-contrast region in the fingerprint image can be detected (e.g.
- where the finger is pressed with little pressure) and sensitivity increased for those pixel
Sensors on a second capture.

NANOIDENT Biometric Sensor:

Photodiode array
OLED light source

.Exampl'es Qf contactless optical scanners (TST BiRD 3; NEC SA701); functionality
principle of the contactless optic technology by Nanoldent (below).

r = Subcategory of the optical technology — contactless optical scanning. Con-
ers are basc*:d on the optical technology, but in a quite different way than optic
1€ reader unlike conventional fingerprint recognition methods does not require
L between the sensor and the skin surface. The light reflected by the finger
Y @ CMOS sensor which generates the finger image. It is similar to a primi-
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tive photographic technique. Some typical contactless sensors are shown in Fig. 2.8, in-
' cluding the characterization of the principle.

2.2.3 Capacitive Technology

A capacitive sensor consists of a two-dimensional array of micro-capacitor plates
embedded in a chip [85], see Fig. 2.9. The finger skin works as the other side of each mi-
cro-capacitor plate. In this way, variations in electrical charge will appear due to distance
variations from a ridge in the fingerprint to the sensor and from a valley in the fingerprint
to the sensor. These small capacitance differences are then used to acquire a fingerprint

image.

Y\

50 1%
= Cone Metal Plate
% T C, I

Fig. 2.9: Capacitive technology of fingerprint scanning [Dra20].

Even though being widely used nowadays, capacitive sensors do have a number of
disadvantages [85]:

® Small sensor area: It can be questioned whether or not a small image scan area is
enough to accurately identify an individual. The reduction in sensor size does also
require more carefully performed enrollments. A poor enrollment may not capture
the center of the fingerprint, thus forcing the subsequent identification/verification
fingers to be misplaced in the same way. The sensing area can of course be in-

Creased; however it results in a higher cost.
lectrostatic discharge (ESD): Electrostatic discharges from the fingertip can
rate large electric fields that could severely damage the device.

ical corrosion: The silicon chip needs to be protected from chemical sub-
(e.g. sodium) that are present in fingerprint perspiration. Protecting the
irace with a too thick coating will increase the distance between the pixels and
HHEEr too much and make it more difficult to distinguish between a ridge and a
j_"I'herefore, the coating must be as thin as possible, yet not too thin, or oth-
€ it will not resist to mechanical abrasion.
- 7_311_3_01“5 have been designed to capture the fingerprint via electrical meas-
apacitive devices incorporate a sensing surface composed of the array of
Imgdub?ive plates with a dielectric surface. When the user places a finger
- the skin constitutes the other side of the array of capacitors. The rate of

irement and Influencing Factors
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voltage at a capacitor decreases with the distance between plates, in this case the distance

' to a ridge (closer) or a valley (farther).
The resistance against electrostatic shock is up to ca 10 kV [Dra25] and the power

consumption lies in the range from 10 to 15 mA [Dra25].
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Fig. 2.10: Examples of capacitive scanners (Veridicom 5" Sense; Suprema SFM3050; Fujitsu
MBF200; UPEK TouchStrip™ TCS3-TCD4).

2.2.4 VUltrasonic Technology
In an ultrasonic sensor [85] (Fig. 2.11), a transmitter sends acoustic signals toward
the fingertip, and a receiver detects the echo signals which bounce from the fingerprint
surface. The difference in acoustic impedance of the skin (ridges) and the air (valleys) is
- used to measure the distance, thus acquiring an image of the fingerprint. The frequency
range used by these sensors varies from 20 kHz to several GHz. The top frequencies are
used to get the required resolution and to differentiate fingerprints from each other.

T
¥
X
‘ Ridges & Valleys
A |
sound wave pulse  echol echo2 echo 3: ridge detected
a) transmission

Fig. 2.11: Ultrasonic technology: a) Sensor construction [Dra20]; b) Principle [85].

been stated that the improved image quality from ultrasonic sensors results in
€S approximately a factor of 10 better than any other fingerprint sensing tech-
€ market today [85].

_ f electric fields, ultrasound is one of the few technologies that images the
e thf_i_’ﬁ‘r}ger skin, thus penetrating dirt, grease, etc., on the sensor surface and
t@&O}lﬂd technology, though considered perhaps the most accurate of fin-
H0l0gies, is not yet widely used due to its large size and quite high cost.
S a few seconds to acquire an image.
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Nevertheless, there is one strong disadvantage for outdoor use — the technology does

not operate properly at low temperatures.
!
Ultrasonic scanning falls into the contemporary category of fingerprint capture tech-
nologies [70]. An ultrasonic beam is scanned across the fingerprint surface much like
laser light for optical scanners. In this case, it is the echo signal that is captured at the re-

ceiver, which measures range, i.e. ridge depth.

e =l

Fig. 2.12: Examples of ultrasonic scanners (UltraScan; Optel).

2.2.5 E-Field Technology

The problems the optical and capacitive sensors have with dry skin conditions, cal-
luses, cuts, etc. is not the case of electric field sensors [85]. These sensors can create a
fingerprint image from below the damaged surface layer (Fig. 2.13). The variations of the
electric field are measured in the conductive layer, the boundary between the outer layer
of damaged skin and the pristine skin.

e

ACTIVE CAPACITIVE MEASUREMENT
Finger \ ’\
- -

7 V/

— &« &«

] 1 5 1]
Signal  Proteclive Response Signal
coating signal

Fig. 2.13: The principle of the e-field technology [109].

dio-frequency (RF) sensor developed in 1998 creates an electric field from a ring
> Sensing area with which an array of pixels can measure variations in the elec-
Caused by the ridges and valleys in the finger skin. The e-field is made between
?99'-3.relevmt semiconductor. According to the manufacturer, the variations are
the conductive layer of the skin, beneath the skin surface or epidermis. Cells
Her technology are working together to receive a quality fingerprint [Dra34].
hve‘_aspect of this technology, we can name high-quality images with high
. oc Images are better than images done by capacitive or electro-optical sen-
fnology is suitable for most of real applications. These sensors are work-
€n when identifying a person with wet or dry fingers.
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The often mentioned disadvantage is its high susceptibility to electrostatic charges of
ca 8kV [Dra25]. This sensor could be sensitive on disturbance in his RF modulation but
the manufacturers don’t provide any further information.

':@} |
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Fig. 2.14: Examples of e-field scanners (Suprema SFM3000; AuthenTec AES 4000; Validity
VFS202).

2.2.6 Electro-Optical Technology

This sensor technology consists of four principal layers (Fig. 2.15): an isolation layer,
a black coaxial layer, a light-emitting layer (made of polymer material) and a basic layer
(permeable for light). When the polymer material is polarized with the proper voltage, it
emits light that depends on the potential applied on one side. As the ridges touch the sur-
face, and the valleys not, the potential, and thus also the amount of light, will be different.
A photodiode array (embedded in glass) or a CCD/CMOS camera placed under the basic

layer receives the light and generates a digital fingerprint pattern.

’ Isolation layer |
. ‘ Black coaxial layer |

Phosphor layer
emitting light

~®
Q [ Basic layer

Output

i anxn

Fig. 2.15: Electro-optical principle with a CCD-camera [Dra20).

c H?PEICial_ sensors use a light-emitting polymer material together with ordi-
i CMOS Instead of a photodiode array (Fig. 2.16). Images acquired electro-
HE€ N0t comparable in quality with FTIR images [85].
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Fig. 2.16: Electro-optical fingerprint sensor principle [85]

Embedded in Glass

Fig. 2.17: Examples of electro-optical scanners (Ethentica; Testech Bio-i CYTE).

2.2.7 Pressure Sensitive Technology
The sensor surface is made of a non-conductive dielectric material (gel). When pres-
is applied by the finger, a small current, dependent on pressure, is generated (this is

d a piezoelectric effect) — see Fig. 2.18.
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Fig. 2.18: Pressure sensitive technology principle [Dra20].
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Valleys and ridges cause different pressure what results in different values of current.
One of the disadvantages of this technology is the used material which is often not sensi-
tive enough to detect the differences between ridges and valleys. Additionally, the protec-
tive coating blurs the resulting image.

2.2.8 Thermal Technology

Thermal sensors are made of pyro-electric material that generates current based on
temperature differentials [85] (Fig. 2.20). The temperature differential between the skin
(ridges) and air (in valleys) is used to acquire the fingerprint image. Since thermal equi-
librium is reached quickly, it might be necessary to use a sweeping technique when it
comes to thermal sensors. Thermal sensors are not sensitive to ESD, nor do they have any
problems with a thick (10 to 20 pm) protective coating [85].

RAW Scan

Image after
reconstruction

Isolation Pyro-electric
layer cell

Fig. 2.20: Thermal technology principle [Dra20].

The resistance against electrostatic shock is up to ca 16 kV [Dra25] and the average

Fig. 2.21: Example of thermal scanner (Atmel® AT77C104B).

MEMS Technology

1S (Micro-Electro-Mechanical Systems) technology is relatively new and
{technology for fingerprint sensors dates from the last years [103].

possible MEMS technology subpart is the ractile measurement [10][86].
A.l,l_.r,.t?.rln_ent is based on the use of piezo-resistive micro-beams (cantilevers).
uced some improvements to this sensor recently — for details please see
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Fig. 2.22 shows a schematic of the tactile sensor. It contains three lines of sensing
elements placed besides the electronic parts and bonding pads. The process of fingerprint
acquisition with this sensor is presented in Fig. 2.23. First, the user sweeps its finger
along the sensor, placed perpendicularly to the direction of the movement. During this
step, the ridges and valleys that compose the fingerprint will induce deflections in the
different micro-beams of each line of the sensor. The resistance variation of each piezo-
resistive gauge is transformed into the voltage variation. A shift register placed on top of
each row will switch the signal produced by the micro-beams to a transmission line that
feeds the analog amplification chain. After this, the signal is converted to an 8-bit parallel
output.

chematic of the tactile measurement of the fingerprint [10] (left): b) Microscopic
images of real micro-beams [10] (right).

\re and working principle of the device using MEMS arrayed micro-
7-°he!’=l}3t1(_>ally shown in Fig. 2.24a. This sensor has an array of micro-
‘Cavity is formed under each heater element for enhancing heat insula-
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l tion between the heater and substrate. When a fingertip is pressed to the device surface,
heater element in contact with a ridge of human fingerprint (E;) shows less temperature
rise than that which is facing a recess of fingerprint (E;), because the finger acts as a heat

. sink. When a pulsed voltage is applied to each element as shown in Fig. 2.24b, the ele-
ment E; shows less increase in temperature rise than the element E; as schematically

shown in Fig. 2.24b. The proposed type of sensor has an advantage over the conventional

type which has an array of CMOS gates for attachment/detachment sensing and inevitably

containing problems such as stray capacitance and charges on a human body.

Fingerprint sensor
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15 2.24: Fingerprint sensor with an arrayed micro-heater [24]: a) Device structure; b) Sensing
principle.

2.2.10 Touch and Sweep Sensors

Most sensors used today are touch sensors (area sensors). When using a touch sensor,
ply put your finger on the sensor and hold it for a few seconds without moving it.

€ user training is required to use a touch sensor. However, there are a few draw-

- 1touch sensors as well [85]:
- The sensor quickly becomes dirty and must be cleaned. Some users might have
lems with using the device, if it does not look clean.
t bl_:'emS with latent prints exist. Depending on the type of sensing technique,
es have shown that it is possible to reactivate a latent print on a fingerprint

sensor.
QH of the finger may be a problem for recognition. Some matching algo-
do not accept large rotations (e.g. more than 20 degrees) of the finger.

lt}’ to make a compromise between the cost and size of the sensing area.

S &specially true for solid-state sensors, where their cost mainly depends on
thhe'chip die.

ese d:a\ybacks, a new type of sensor was introduced: the sweeping sen-

9 WEEpIng sensors are as wide as a finger, but only a few pixels high.
-Main advantage of sweeping sensors, especially in silicon sensors, is their

e
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' reduced cost. The sweeping consists of a vertical movement only. At the end of the swipe
or “on-the-fly”, the fingerprint image is reconstructed from all the images earlier ac-

|\ quired.
_--\\\\
=2\
2NN\

7N\
7N\

Fig. 2.25: Sweeping sensor principle [109].

The sweeping method was originally introduced in conjunction with thermal sensors,
but it is nowadays used in many different types of sensors. Unlike touch sensors, sweep-
’ i’n_g sensors look clean since each user’s finger “cleans™ the sensor during sweeping. No
problem with latent prints exists with sweeping sensors, and in most cases, the finger ro-
n also does not represent a problem. However, sweeping sensors still have some
drawbacks, such as [85]:

e learning time. It takes a number of tries, before a user gets used to sweeping prop-
erly (i.e. without sharp speed changes or discontinuity).

¢ The interface must be able to capture a sufficient number of fingerprint slices to

- follow the finger sweep speed.

i Rccenslructing of the fingerprint image from slices is a time-consuming process
‘which usually produces errors.

IR EEREREREEREE e

0: Examples of sweep scanners (Digital Persona Firefly; AuthenTec AES2810;
Idex SmartFinger® IX 10-4).
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2.3 Factors Influencing Fingerprint Acquirement

The fingerprint acquirement process is crucial for the subsequent processing of the
fingerprint image. If the quality of acquired image is very poor, the likelihood that it will
be impossible to process the image so that it is followed by a correct decision is quite
high; this situation could lead either to increasing failure to acquire (FTA) / failure to en-
roll (FTE) rates [Dra01][Dra31][9] or to a wrong decision, i.e. false rejection of a genuine
user (FRR — false rejection rate / FNMR — false non-match rate) or false acceptation of an
impostor (FAR — false accept rate / FMR — false match rate) — for more details, see please
[Dra01][Dra31][9]. It is of course possible to determine the quality of a fingerprint image
before further processing (chapter 3), but an improper acquirement technology or strong
influencing factors during fingerprint acquirement generally results in low quality images.

The following subchapters introduce two groups of possible influencing factors
which may be responsible for low quality images. The first group relates to a set of fac-
tors coming from the surrounding environment, including the sensor and the user himself.

- The second group includes skin diseases of palms and fingertips which could make suc-
cessful enrollment [Dra01][Dra31][9] and subsequent verification or identification
[Dra01][Dra31][9] totally impossible.

- The environment which surrounds the fingerprint acquirement process plays an im-
portant role in the image quality. In fact, this is common for many biometric technologies,
1e illumination and background are very strong influencing factors in the face recog-
n technology. If the intensity of illumination and/or the direction of light always
s, then it is nearly impossible to set adequate parameters for the high quality face
ment.
his subchapter, certain known influencing factors for the fingerprint acquirement
ICESS coming from the surrounding environment will be introduced. First of all, specific
ng factors related to respective fingerprint acquirement technology will be pre-
d then discussed. In general, the fingerprint acquirement technologies may have
Ollowing influencing factors (for description of these factors — see please below):

__'c-'-aI technology: surrounding light, electro-magnetic radiation, dirt on the sur-
e, lqtent fingerprints, dry or moist fingers, physical damage, vibrations, non-
Operative behavior of the user and pressure.

‘itive technology: electro-magnetic radiation, dirt on the surface, latent fin-

rnts, dry or moist fingers, physical damage, vibrations, non-cooperative be-
Or of the user and pressure.

und technology: electro-magnetic radiation, vibrations and non-cooperative
or of the user.

<id .-ife_i?hn.ology: electro-magnetic radiation, dirt on the surface, dry or moist
physical damage, vibrations and non-cooperative behavior of the user.

fical lechnology: surrounding light, electro-magnetic radiation, dirt on
. physical damage, vibrations, non-cooperative behavior and pressure.

[}
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e Pressure sensitive technology: electro-magnetic radiation, dirt on the surface,
physical damage, vibrations, non-cooperative behavior of the user and pressure.

o Thermal technology: electro-magnetic radiation, physical damage, non-
cooperative behavior of the user, temperature and pressure.

o MEMS technology: electro-magnetic radiation, dirt on the surface, dry or moist
fingers, physical damage, vibrations, non-cooperative behavior of the user and
pressure.

e Sweep technology (in relation to all above mentioned technologies): electro-
magnetic radiation, physical damage, non-cooperative behavior of the user and
pressure. This is a special case, because only some of the above mentioned tech-
nologies are available in a sweep construction, namely thermal, capacitive, MEMS
and optical technologies. Such sensor has a perfect property — it is self-cleaning,
i.e. no latent fingerprint is left on the surface and a potentially dirty surface is
cleaned after the following scan (this could be considered as unhygienic, but the
same problem exists with standard sensors).

The above mentioned influencing factors could be summarized as follows: surround-
ing light, electro-magnetic radiation, dirt on the surface, latent fingerprints, dry or moist
fingers, physical damage, vibrations, non-cooperative behavior of the user, temperature
“and pressure.
Surrounding light may influence the scanning process of the optical and electro-
optical technology, because it uses a light sensing unit, which is sensitive to the light from
the surrounding environment. The sensor area of common optical sensors is similar to an
age finger size and therefore the area around the finger, where the light from the envi-
ent could come to the sensor camera, is quite small. Nevertheless, if we use the fin-
t scanners which are intended for scanning of more than one finger (e.g. for visa
Icants), for rolled fingerprints (dactyloscopic devices) or contactless sensors, the in-
! e of the light from the surrounding environment can be very strong, as the areas,
‘which such light could enter in the camera, are much bigger as in the previously
oned case. The influence of the light from the surrounding environment on selected
has been tested [Dra34].

clro-magnetic radiation is a problematic factor for all devices, since not only the
elf (its surface) could be influenced, but all other electronic components and
ght be influenced too. It depends on the strength of respective electro-magnetic

uch all the parts of a scanning device are influenced. For example, it has been
l [Dra34] that external magnetic field could lead to the situation that the sensor is
~ 10 locus Pproperly and the resulting image is therefore blurred. The cables which
HI€ device with a main unit (e.g. a computer or a switchboard) are also endan-
ly if there is another wire nearby.

he surface is one of the most common factors. It doesn’t include only dust or
s bllt also latent fingerprints which are discussed in the next paragraph. In
Sittinvolves ink, dust, metallic dust, clay, excrements (e.g. at outdoor instal-
wh.e-re birds are often sitting), fat, various liquids and many others.
_be unintentional but other may be caused by non-satisfied or non-
€IS, what is hard to prevent. Conductive materials and liquids are very
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problematic for capacitive and e-field sensor technologies and bigger particles are prob-
lematic for almost all technologies, except thermal and sweep technologies. The least
affected seems to be the ultrasound technology. Some tests with specific types of dirt

(earth dust, metallic dust, wooden dust, fine sand, oil, hairs and ink) are described in
[Dra34] (Fig. 2.27).
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Fig. 2.27: Fingerprints acquired under the influence of various factors [Dra34].

Veridicom 5" Sense

Oiled finger

Latent fingerprints [Dra21][Dra31] are a security hazard for a biometric system. At

. Such latent fingerprint could be made visible and copied, i.e. an imitation or an
ificial finger could be produced and used for deceiving the sensor (see please chapter
n fact, it is possible to reactivate a fingerprint by optical, capacitive or e-field tech-

or moist fingers are very typical cases of influencing factors at nearly all finger-
ognition systems. For example, the measurements of skin resistance (see the ex-
in chapter 4 or [Dra06]) have shown that the values of resistance range from
2 10 MQ, what means that there is very close connection with the humidity of
face; low values of skin resistance correspond to moist fingers, and vice versa,
of skin resistance correspond to dry fingers. Technologies sensitive to moist
ECIS are: optical, capacitive, e-field and partly thermal. Electro-optical, pressure
_ d_..e'S.peCially ultrasound technologies are less influenced. Any of the extremi-
SIve dryness or wetness — leads either to indistinct papillary lines (the gray-
fidges and valleys are quite similar) or overlapping of ridges (become thick and

dmage is an extreme case when certain users do not accept biometric tech-
NOt wait to use it. They feel that the best possibility how to take a biomet-
UL of service is to destroy or damage an input unit — the scanner. It is very
nt 5_‘-‘101_1 damaging, because none of these technologies is resistant enough
ks. However, two of them are available in a special robust vandal-
_hamely optical and ultrasound technologies, whereas the ultrasound
Mostresistive against attacks on the functionality.
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Vibrations are not harmful for any of the sensor technologies, only some internal
components or mechanical parts could be unfastened, what could lead to the situation that
the device is out of order. Nevertheless, there is another factor, which is linked to the vi-
brations — if the device vibrates, then the finger position slightly changes on the scanner
surface and the resulting fingerprint image can be blurred. It is therefore not recommend-
able to use a fingerprint recognition technology in a strongly vibrating environment.

Non-cooperative behavior of the user is typical for those cases when a user tries to
play with the system or to find the limits of its functionality (it is not a very dangerous
situation) or when a user hates the biometric technology and therefore tries to confuse the
device, e.g. by placing his finger wrongly on the scanner surface so that he is not recog-
nized, or when he causes some irreversible changes at the device (this latter behavior
leads often to a damaged scanner). These cases also include the use of wrong fingers
(which are not enrolled), placement of a correct finger on the sensor under a totally wrong
angle (when compared with an enrolled template) or making the finger dirty.

Temperature is a factor which normally has no influence on the scanning process, i.e.
small changes of temperature have really zero impact on the fingerprint quality. Only one
technology is sensitive to temperature changes — it is the thermal technology. However, if
‘we consider an outdoor usage in winter (e.g. at the Arctic Circle) where the temperatures
fall under -40°C or in summer (e.g. in a desert) where the temperatures can raise above
C, we have to think about the ability of the technology, i.e. whether some special
itomotive or military) components should be used etc. It is known that the ultrasound

hnology doesn’t operate properly at very low temperatures.

Bergdata FCAT-100
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Clor is the pressure. The pressure change might be used for the detection of
hapter 4). however, the pressure change during the scanning process is not
the Papillary lines can have different thickness in comparison with an en-
(the minutiae could be wrong) and any movement during the scanning

0 blurred parts in the fingerprint image. Very strong pressure exerted on
15¢ damage on the scanning device.
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2.4 Skin Diseases

Skin diseases represent a very important, but often neglected factor of the fingerprint
acquirement. It is impossible to say in general how many people suffer from skin dis-
eases, because there are so many various skin diseases — please refer e.g. to
[23][65][121][123][50], but we must admit that such diseases are present in our society.
When discussing whether the fingerprint recognition technology is a perfect solution ca-
pable to resolve all our security problems, we should always keep in mind those potential
users who suffer from some skin disease. What should we do for example with a user who
is a respectable person wanting to get a visa to the USA, but who is also suffering from
some skin disease which attacked his/her fingertips and is therefore unable to pass suc-
cessfully through the process of fingerprint acquirement? Should his/her visa application
be refused only because his fingers are not acceptable for the required process? Nearly the
same question could be put in other fields — e.g. industry. If some industrial company
would like to implement an access control system based on fingerprint recognition and
some potential users are hard-working operators with their papillary lines on fingertips
damaged, abraded or affected by a skin disease (what is quite frequent situation for man-
ual workers), what should we do with them?

‘The fingerprint recognition systems are usually used only for adults. There is almost
no information from appropriate tests with children. Although we know that papillary
lines emerge on infant’s fingers already in the mother’s uterus [112], i.e. we might be able
: ognize the fingerprints of infants, the common fingerprint recognition systems are
 for adults only (due to the area and resolution of fingerprint sensors, etc.).

It should not be forgotten that a skin disease in early childhood could have an influ-
on the skin in adult years (see an example of incontinentia pigmenti [5] on a small
hand, Fig. 2.29), i.e. there could be some problems with fingerprint acquirement

iese are divided into three subcategories: diseases affecting a) only the
UCture, b) only the skin color and c¢) both papillary line structure and
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The subcategory of skin diseases affecting only the skin color are the least dangerous
for the quality of the fingerprint image. In fact, only one fingerprint technology can be
considered as sensitive to such diseases — the optical technology, but if FTIR-based opti-
cal sensors are used, the change of skin color may have no influence on the quality of the

resulting images.

The case of the other two subcategories is different. If the structure of papillary lines
has changed, it is often impossible to recognize the original curvatures of papillary lines
and therefore it is impossible to decide whether the claimed identity is the user’s identity.
Unfortunately, there are many such skin diseases which attack papillary line structure.
Nearly all sensor technologies, namely optical, capacitive, e-field, electro-optical, pres-
sure sensitive and thermal are exposed to such risk. Only one sensor technology is miss-
ing here — the ultrasound technology. This technology has an advantage: the ultrasound
waves can penetrate under the upper skin layer to the curvatures in epidermis forming the

papillary lines structures and therefore it might be possible to reconstruct the real finger-
print image. but only if the disease has not attacked this underlying structure. If yes, there
is no chance to get an original papillary lines structure.
The situation after successful recovery of a potential user from such skin diseases is,
however, very important for the possible further use of fingerprint recognition devices. If
the - disease has attacked and destroyed the structure of papillary lines in the epidermis
yer of the skin, the papillary lines will not grow in the same form as before (if at all) and
re such user could be restricted in his/her future life by being excluded from the
of fingerprint recognition systems, though his fingers don’t have any symptoms of a
disease any more.

- Change of Papillary Line Structure

furuncle [40] is an acute, round, tender, circumscribed perifollicular staphylococcal
that generally ends in central suppuration. Certain systematic disorders may pre-
erson to the furunculosis: alcoholism, malnutrition, blood dyscrasias, disorders
il function, iatrogenic or other immunosuppression and diabetes (Fig. 2.30a).
[123]: children, adolescents and young adults; it is more common in boys.

0: a) St&phylococcal abscess in a diabetic patient [40];
b) “Music box™ spine keratoderma [40].
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Spiny keratoderma [40] of the palms, known as “music box spines™ (Fig. 2.30b) is a
distinet variant of the punctate keratosis.

Pitted keratolysis [40][123] is a bacterial infection of the plantar stratum corneum
(Fig. 2.31a, Fig. 2.31b). The thick, weight-bearing portions of soles (seldom palms) be-
come confluent, forming furrows. Men with very sweaty feet/palms carrying rubber boots
or gloves in hot, humid conditions are most susceptible. No discomfort is produced,
though the lesions are often malodorous.

Keratolysis exfoliativa [23] or recurrent focal palmar peeling is a common, chronic,
asymptomatic, non-inflammatory, bilateral peeling of the palms of the hands and occa-
sionally soles of the feet (Fig. 2.31c). The eruption is most common during the summer
‘months and is often associated with sweaty palms and soles. Scaling starts simultaneously
from several points on the palms or soles with 2 or 3 mm of round scales that appear to
have originated from a ruptured vesicle, however, these vesicles are never seen. The scal-
mg continues to peel and extend peripherally, forming larger, roughly circular areas that
resemble ringworm, whereas the central area becomes slightly red and tender.

mar pits [123]; ¢) Keratolysis exfoliativa [23].

Fingertip eczema [23]: a) An carly stage; b) A more advanced stage;
¢) Full inflammation.

e{:m. [23] is a very dry, chronic form of eczema of the palmar surface of
f-‘-j:_h_e resqlt of an allergic reaction or may occur in children and adults
Omenon of unknown cause. One finger or several fingers may be in-
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volved. Initially, the skin may be moist and then may become dry, cracked and scaly (see
Figures 2.32 and 2.33). The skin peels from the fingertips distally, exposing a very dry,
red, cracked, fissured, tender, or painful surface without skin lines. Fingertip eczema may
last for months or years and is resistant to treatment.

i - oo KR £ -;,,,4 . | ’41.&1-. -
Fig. 2.33: Fingertip eczema [23]: a) Asteatotic eczema; b) Chronic eczema;
¢) Another form of chronic eczema.

Acanthosis nigricans associated with malignancy [40][123] — the “malignant” type of
thosis nigricans may either precede (18%), accompany (60%), or follow (22%) the
t of the internal cancer. Tripe palms [40] (acanthosis palmaris) are a type of acantho-
and are characterized by thickened, velvety palms with pronounced dermatoglyphics
2.34a). In 40% of these cases, tripe palms are the presenting sign of an undiagnosed

a) Tripe palms [40]; b) Side view of a pyogenic granuloma [23].

¢ &ranuloma (lobular capillary hemangioma) [23] is a benign acquired vas-
the skin and mucous membranes that is common in children and young
b) It often appears as response to an injury or hormonal factors. Lesions
2 Gm), rapidly growing, yellow-to-bright red, dome-shaped, fragile protru-
_ i_llStening, moist-to-scaly surface. They are most commonly seen on the
“&lon and on the extremities, especially the fingers.

5 [40] — common warts are a significant cause of concern and frustra-
tents (Fig. 2.35a). Common warts occur largely between the ages of 5

L
2
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and 20 and only 15% occur after the age of 35. Frequent immersion of hands in water is a
risk factor for common warts. Meat handlers (butchers), fish handlers, and other abattoir
workers have a high incidence of common warts of the hands. The prevalence reaches
50% in those persons with the direct contact with meat.

Pityriasis rubra pilaris (PRP) [23] is a rare, chronic disease of unknown etiology
with a unique combination of features. PRP often has a devastating impact on the lives of
patients. PRP can occur at any age, but classic adult PRP begins insidiously, usually in
the fifth or sixth decade of life, with a small, indolent, red scaling plaque on the face or
upper body. The plaque slowly enlarges over days and weeks, the palms and soles begin
to thicken, and bright red-orange follicular papules appear on the dorsal aspects of the
proximal phalanges, elbows, knees, and trunk as the disease evolves and progresses into a
grotesque generalized eruption (Fig. 2.35b).

Fig. 2.36: a) Blistering distal dactylitis [121]; b) Scleroderma [123].

; 21] is manifested by tender, warm, erythematous plaques with ill-defined
onally, linear red macules proximal to the large plaque are seen too. Cellu-
SCIps (Fig. 2.36a) often in infants is called blistering dactylitis [121] and
ay be involved.

23] isa multisystem disorder characterized by inflammatory, vascular,

esioigge skin and various internal organs, especially the lungs, heart,
£. 2.36Db).
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2.4.2 Change of Skin Color

Hand-Foot-and-Mouth disease (HFMD) [40] is usually a mild illness. It primarily af-
fects children from 2 to 10, but exposed adults may also develop the disease. In 90% of
cases oral lesions develop, lesions on the hands and feet are asymptomatic red papules
that quickly become small, gray, 3 to 7 mm vesicles surrounded by a red halo. They are
often oval, linear, or crescentic and run parallel to the skin (papillary) lines on the fingers
and toes (Fig. 2.37a).

Hyperlinear palmar creases [23] (Fig. 2.37b) is very typical for atopic patients. This
accentuation may be present in infancy and become more prominent as age and severity
of skin inflammation increase. The changes may be initiated by rubbing or scratching.
Patients with accentuated skin creases seem to have more extensive inflammation on the
body and experience a longer course of disease.

Xanthomas [123] are yellow-brown, pinkish or orange macules, papules, plaques,
nodules or infiltrations in tendons. A special art attacking hands is normolipemic plane
xanthoma [123] (Fig. 2.37¢c). which consists of diffuse orange-yellow pigmentation and
slight elevations of the skin. There is a recognizable border. These lesions can be idio-
patl lic or secondary to leukemia.

.37 a) Hand-foot-and-mouth disease [40]; b) Hyperlinear palmar creases [23];
¢) Plane xanthoma [123]; d) Infective endocarditis [123].

endocarditis, sepsis and septic shock [123] (Fig. 2.37d) are very serious sys-
ons with high associated morbidity and mortality rates. Clinical findings
In onset and relatively nonspecific in nature. Groups of risk [123] are peo-
f30 to 40, elderly people with valve sclerosis and patients with intravascu-

the hand [23], known as tinea of the dorsal aspect of the hand (inea

38a) has all the features of tinea corporis [23]: tinea of the palm has the
as r_the‘ dry, diffuse, keratotic form of tinea on the soles. The dry keratotic
Ptomatic and the patient may be unaware of the infection, attributing
3_( surface to hard physical labor. The usual pattern of infection is in-
Ot and two hands or of two feet and one hand. Fingernail infection
ection of the dorsum of the hand or palm.

ACO 'V'Z"' .
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Epidermolytic hyperkeratosis [121] (Fig. 2.38b). an autosomal dominant disorder, is
characterized by extensive scaling at birth, erythroderma, and recurrent episodes of bullae
formation. The blisters represent lysis of the epidermal granular layer, and secondary in-
fection with staphylococcus aureus becomes a major difficulty in the neonatal period and

during infancy.
Epidermolysis bullosa [121][123] is a term used to describe a group of inherited skin

conditions associated with blister formation after mild trauma (Fig. 2.38c). This condition
can be associated with defects of many different proteins present at the junction of the
dermis and epidermis or within the epidermis or dermis. Generalized epidermolysis bul-

losa is shown in Fig. 2.38d.

ig. 38: a) Tinea of the hand [23]; b) Epidermolytic hyperkeratosis [121]; ¢) Epidermolysis bul-
losa simplex [121]; d) Generalized epidermolysis bullosa [123].

3 Change of Papillary Line Structure and Skin Color

d eczema [23][121] is an inflammation of the hands (Fig. 2.39a, Fig. 2.39b).
rmatitis [65] causes discomfort and embarrassment and, because of its location,
significantly with normal daily activities. Hand dermatitis is common in indus-
ions: it can threaten job security if inflammation cannot be controlled. Irritant
natitis [23][40] (known as housewive’s eczema, dishpan hands or detergent
e most common type of hand inflammation. Some people can withstand long
Tepeated exposure to various chemicals and maintain normal skin (Fig. 2.40a).
€nd of the spectrum, there are those who develop chapping and eczema from
hl:ng_(Fig. 2.40b). Patients whose hands are easily irritated may have an

(Fig. 2.39c¢).

ymmetric vesicular hand and foot dermatitis (Fig. 2.41a-c). Moderate to
recedes the appearance of vesicles on the palms and sides of the fingers.
'_I:Gd and wet with perspiration, hence the name dyshidrosis. The vesi-
¢in 3 to 4 weeks and are replaced by 1 to 3 mm rings of scale. Waves
Y appear indefinitely. Pustular psoriasis [102][121] (Fig. 2.41d) of the
1ay resemble pompholyx, but the vesicles of psoriasis [102][121] are
tl_ﬂ_?S ;lo not evolve and disappear as rapidly as those of pompholyx.
Olyx is unknown, but there seems to be some relationship to stress.
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Fig. 2.39: a) Early irritant hand dermatitis with dryness and chapping [23]; b) Subacute and
chronic eczematous inflammation with severe drying and splitting of the fingertips [23];
c) Atopic diathesis [65].

:F'; o % k¢

a) Numerous tiny vesicles suddenly appeared on these chronically inflamed fingers [23];
b) Irritant dermatitis from chronic handwashing [40].

T
* a-¢) Different variants of pompholyx [23]; d) Pustular psoriasis [65].

»

m?r—rhagic telangiectasia (HHT) [40][123] also known as Osler-Weber-

_] 18 characterized by small tufts of dilated capillaries scattered over the

es  0f the skin (Fig. 2.42a). These slightly elevated lesions develop

ongue, palate, nasal mucosa, ears, palms, fingertips, nailbeds and

145€S tend to increase in number in middle age, however, the first ap-
dersurface of the tongue and floor of the mouth is at puberty.
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Purpura fulminans [40] also known as purpura gangrenosa, is a severe, rapidly fatal
reaction occurring most commonly in children after an infectious illness. The sudden ap-

pearance of large ecchymotic areas, especially prominent over the extremities, progress-
ing to acral hemorrhagic skin necrosis is characteristic (Fig. 2.42b).

Fig. 2.42: a) Hereditary hemorrhagic telangiectasia [40]; b) Purpura fulminans [40]

Subacute cutaneous lupus erythematosus (SCLE) [23] (Fig. 2.43a) encompasses the
cal spectrum of cutaneous LE between the chronic, destructive discoid LE and the
hema of acute cutaneous LE. The individual lesions of SCLE may last for months.

patients with SCLE are white females. SCLE may be induced by a variety of drugs,

j'n_o-t-abl_}[ hydrochlorothiazide and calcium channel blockers.
Scarlet fever (scarlating) [23] (Fig. 2.43b) is an endemic, contagious disease pro-
d by a streptococcal, erythrogenic toxin. The infection may originate in the pharynx
d is most common in children (aged 1 to 10 years) who lack immunity to the
W waves of scarlet fever are associated with an increase in frequency of strepto-

s pyogenes clones.

15 g 2.43: a) Erythema and telangiectasia [23]; b) Scarlet fever [23].
I ]‘1a.re prur1t1c papules on the abdomen, hands, ﬂexural surface of the

lmnent on the hands, feet and gemtaha This form of scabies is called
es [121] (Fig, 2.44a),
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Psoriasis [121][123] (Fig. 2.44b) is thought to be a hereditary disorder that requires
an interplay of genetic and environmental factors for full clinical expression. Psoriasis is a
clinical diagnosis based on the presence of thick, silvery scales on at least some lesions,
the characteristic distribution, nail involvement, and the presence of the isomorphic phe-
nomenon. Psoriasis vulgaris [123] is a silvery-white plaque, sharply demarcated, of ir-
regular configuration. On palms and soles the lamellar scales are more adherent than on
other parts of the body and only their removal will reveal the reddish inflammatory base.

Fig. 2.44: a) Norwegian scabies [121]; b) Psoriasis [121].

Raynaud’s disease (Raynaud’s phenomenon (RP)) [123] is digital ischemia that oc-
exposure to cold and/or as a result of emotional stress (Fig. 2.45a). Afflicted are
adults or women at menopause. RP may occur in persons using vibratory tools,

utters, typists and pianists. Precipitating factors are cold, mental stress, certain oc-

ns and smoking.

) Ra 3

#8aynauld’s phenomenon — acrogangrene [123]; b) Secondary syphilis on palms [123].

_,-_J"h"'lis [1.23] appears 2 to 6 months after primary infection, 2 to 10 weeks
: Qf'the primary chancre, 6 to 8 weeks after healing of chancre. In the Fig.
€ €Xposure of secondary syphilis — disseminated papulosquamous erup-
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2.4.4 Recapitulation

At the end, we have to discuss the range of influence and importance of the above
mentioned skin diseases. It is clear from each subchapter that either the color of the skin
or the structure of papillary lines on the fingertip could be influenced. If only the color
has changed, some of optical fingerprint scanners might be influenced and so this change
is not crucial. On the other hand, the change of skin structure is very significant, because
if papillary lines are damaged, it is impossible to find the minutiae and therefore to recog-
nize the person. If we are unable to recognize/enroll a person, then such person cannot use
the biometric system based on the fingerprint recognition technology. and therefore the
implementing company has a big problem — how to authorize such person, if they don’t
want to use PINs (Personal Identification Numbers) or other authorization methods.

Some of these diseases are only temporary, i.e. after the healing of such disease, the
papillary line structure or color is restored and the user is again able to use his/her fingers
for the fingerprint recognition in authorization tasks in security systems. However, some
diseases leave irrecoverable finger damage restraining a new growth of papillary lines and
ective user is then unable to use his/her fingerprints for appropriate recognition tasks
itomated fingerprint security systems.

‘We, as developers and users of biometric systems, need to keep in mind possible
problems connected with such users and be prepared for solving them. Each biometric
1 should include an option for the additional authorization of such users in a differ-
way. because only very small finger damage (e.g. scratch or cut) could lead to the
- when respective user will not be recognized (accepted) by the system, even if
as been properly enrolled. One of the possible solutions might be the implementa-

multimodal biometric system [20][13][33].
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3. Quality of Fingerprint Images

The quality of an image containing a fingerprint is essential, because the resulting ex-
tracted features (biometric template) will strongly depend on the quality of the source
signal [97][98][8][53]. There are many factors which can influence the input signal (see
chapter 2.3). It is possible to use some methods for quality improvement, although a sig-
nal with very poor quality is nearly impossible to enhance [120].

Before we start with the definition of fingerprint image quality, we should briefly in-
troduce the functionality of a biometric system (Fig. 3.1), i.e. its elements important for
the following text.
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Fig. 3.1: Diagram of general biometric system [30].

a 1ilﬁb_mfet:ri‘c system consists of the following components [61][Dral4][62]
N them play an important role in the subsequent methods for fingerprint qual-

'ometpic measure provided by the user and captured by the data col-
stem as an image or signal (e.g. a fingerprint is a sample in our case).

mathematical representation of the information extracted from the
9 leby the signal processing subsystem that will be used to create en-
: nplates or to compare with such templates (e.g. minutiae are features in
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e Template | Model: A user’s stored reference measure based on features extracted
from enrolment samples. A reference measure is often a “template” comprising
biometric features from an ideal sample provided by the user. More generally, the
stored reference will be a “model” representing the potential range of biometric
features for that particular user.

e Matching score: The degree of similarity between features derived from a pro-
vided sample and a stored template, or a measure of how well these features corre-
spond to a user’s reference model. A match / non-match decision may be made ac-

cording to whether this score exceeds a decision threshold.

e Decision: The determination of probable validity of a user’s claim to his/her iden-
tity / non-identity within the system.

e Transaction: An attempt by a user to validate a claim of identity or non-identity by
consecutively submitting one or more samples, as allowed by the system decision

policy.
- Before we start to discuss the subject matter of fingerprint recognition, we should de-
fine some basic terms and introduce the procedure of common fingerprint recognition.

- Authentication is a frequently used term in the field of biometrics, sometimes used as
1 synonym for verification; in fact, to authenticate a user means, in the information tech-
ogy language, to let the system know the user’s identity regardless of the mode (verifi-
cation or identification).

- Perhaps the most fundamental distinction in the biometrics is between the verification
identification. Nearly all aspects of the biometrics — performance, benefits and risks
oyment, impact on privacy and cost — differ when passing from one type of this
1 10 another.

erification systems answer the question, “Am I who I claim to be?” by requiring that
laims his/her identity before a biometric comparison is performed. After a user
s/her identity, he or she provides appropriate biometric data which are then com-
his/her enrolled biometric data. Depending on the type of the biometric sys-
ntity claimed by a user might be a username, a given name, or an ID number;
°r returned by the system is “match” or “non-match”. Verification systems can
ens, thousands, or millions of biometric records but biometric data provided
VE user are always compared only with his/her own enrolled biometric data.
| Systems are often referred to as 1:1 (one-to-one) biometric systems. The
iding a username and biometric data is referred to as the authentication.

on systems answer the question, “Who am I?” and do not require that a
her identity before biometric comparisons are performed. The user pro-
biometric data which are then compared with data from a database of po-
wo_t‘der to find a match. The answer returned by the system is a specific
aton such as a name or ID number. Identification systems can contain
or millions of biometric records. Identification systems are often re-
) e_"tO'N Or one-to-many) biometric systems, because specific biometric
d with multiple (N) records.
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Let’s assume that a stored biometric sample or template is the pattern P’ = S(B’) and
an acquired sample is the pattern P = S(B). Then, in terms of a testing hypothesis, we

have null (invalid) and alternative (valid) hypotheses:

H,: B= B, the claimed identity is correct (3:1)

H,: B# B', the claimed identity is incorrect (3.2)
Certain rate of similarity s = Sim(P, P’) is often defined and the decision leads to Hy
if s> 7T, and correspondingly to H; if s <7},, where T} is the decision threshold. The rate
of similarity s is also referred to as the matching score. When P = P, s is called a match-
ing score and B and B’ are called a matching pair. When P # P, s is called a non-

With regard to the expressions (3.1) and (3.2), the decision Hy, when H, is true, gives
a false acceptance; the decision H;, when Hj is true, results in a false rejection. Both
False Acceptance Rate (FAR — proportion of non-matching pairs resulting in false accep-
) and False Rejection Rate (FRR — proportion of matching pairs resulting in false
ection) together characterize the accuracy of a recognition system for a given decision
shold. Any change of the threshold in one direction can reduce FAR with regard to
and vice versa. In the Figure 3.2, FAR corresponds to the area under the density
on H; on the right side of the threshold and FRR corresponds to the area under the
function Hyon the left side of the threshold. In a more general framework, we can
these two errors as False Match Rate (FMR) and False Non-Match Rate (FNMR)

T;a

N

p(s)
p(s | H =true)

Genuine
Distribution
P(s | H =true)
Impostor
Distribution
FRR Y AR
F 1 8

Fig. 3.2: Impostor and genuine distributions [Dra21].

Err, r Rate (EER) corresponds to the situation at some specific threshold
FAR, ie. when the areas under the two curves (see Fig. 3.2) are
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Rather than showing the error rates in terms of probability densities as in Fig. 3.2, it
is desirable to report the accuracy of respective system using a Receiver Operating Curve
(ROC) [Dra31][Dra21][56]. ROC is related to 7p — (FAR, FRR) (Fig. 3.3):

ROC(T,)) = (FAR(T,,), FRR(T})) (3.3)

Note that in a typical recognition system, all the information contained in the prob-
ability distribution functions (PDF) is also contained in ROC. ROC can be directly de-
rived from the probability density functions [Dra21][Dra31] as follows:

Ty
FAR(T,) = Prob(s 2T, | H, = true) =1~ [p(s| H, = true)ds (3.4)
0

Ty

FRR(T,)=Prob(s <T,|H, =true) = Ip(s | H, = true)ds (3.5)
0

~ Ifwe let 7 go to zero, then FAR goes to one and FRR goes to zero; if we let 7 go to
Tinax then FAR goes to zero and FRR goes to one.

The Failure to Acquire Rate (FTA) is defined as the expected proportion of trans-
actions for which the system is unable to capture or locate an image or signal of sufficient
lity. FTA may depend on adjustable thresholds for image or signal quality [Dra31].

I

FAR(TD)
- Fig. 33: Receiver Operating Curve (ROC) [Dra21].

FRR(T,)

FAR
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Although the fingerprint category information and other global pattern configurations
such as the number and positions of core and delta points and the ridge count may indi-
cate, to a certain extent, the individuality of fingerprints, the uniqueness of a fingerprint is
exclusively determined by the local ridge characteristics and their relationships. Finger-
print matching depends on the comparison of local ridge characteristics and their relation-
ships to determine the individuality of fingerprints. A total of 150 different local ridge
characteristics, called minutia details, have been identified [14]. These local ridge charac-
teristics are not evenly distributed. Most of them depend heavily on the impression condi-
tions and quality of fingerprints and are rarely observed in fingerprints. The two most
prominent ridge characteristics, called minutiae, are a) ridge ending and b) ridge bifurca-
tion. A ridge ending is defined as the ridge point where a ridge ends abruptly. A ridge
bifurcation is defined as the ridge point, where a ridge forks or diverges into branch
ridges. Minutiae in fingerprints are usually stable and robust and do not depend, in gen-
eral, on fingerprint impression conditions. Normally, they can be easily identified. Exam-
ples of minutiae are shown in Figure 3.4 [Dra30]. For a given fingerprint, a minutia can
be characterized by its type, its x and y coordinates, and its direction [Dra21].

e e e — —
==——=c==c=-15
E=——————

4: Minutiae examples (line ending, single bifurcation, double bifurcation, triple bifurca-
L, interval, hook; single whorl, double whorl, through line, crossing, side contact, single
bridge, twin bridge) [Dra30].

ole process of fingerprint recognition could be divided into five main steps —
3.5 (with results of processing) [Dra21][62]:

uirement of fingerprint. The quality of acquired fingerprint is important for the
rint recognition. It is recommended to use a fingerprint sensor with a very
uality which could tolerate miscellaneous skin types, dryness or humidity
finger grain.

Print enhancement. This step should enhance the structures of papillary
damaged images. However, it is difficult to develop an algorithm which
€ able to enhance all types of defects in fingerprint images.

_:im‘ cZassiﬁcatz’on. It relates to the assignment of any fingerprint to the cor-
CIas:s [Dra21]. The classification is very demanding process, because
:_a_ses_ it is difficult to say which class some fingerprint belongs to. The
On is based on the method of analysis of the orientation field [Dra21].

___i??f_clction. In this step the structure of papillary lines is examined and
iens are detected and extracted as features (minutiae). There are many
OIS in the structure of papillary lines but only two of them are used for

x,n Images -
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access systems, namely the ridge ending and ridge bifurcation. All arts of the mi-
nutiae points are used for the dactyloscopic system. At the same time, some other
algorithms also exist which do not use minutiae points but certain image parts as
patterns.

5) Fingerprints Matching. The process of matching is based on the comparison of
two fingerprints. The first fingerprint is the assumed original of the second one
and is usually saved as a template (e.g. on a smart card). During the process, the
saved minutiae points in the template and the extracted minutiae points from the
newly acquired image are compared. The matching process actually corresponds
to the application of pattern comparison algorithm on extracted parts of images.

Orientation Extracted Thinned Minutiae

At the end of introduction, let us show some examples with a problematic quality. In
e Fig. 3.6, there are shown two examples of changed image quality in comparison to the
ed image (left) and insufficient image quality due to dry skin (right).

a) Temporary change of fingerprint image quality [35]; b) Images from the same user
with a poor quality [35].

Vvery crucial factor in fingerprint recognition systems is the data storage. In
__S;'tems, only templates with minutiae (eventually with additional meta-data)
’!de_l'fltiﬁcation systems (e.g. AFIS) use often fingerprint images, which have
'Ehls case, the image data compression method plays very important role.
Possible suitable compression algorithms that are used for the compres-
HILS at the moment: JPEG, JPEG-2000 and WSQ (Wavelet Scalar Quanti-
ndard) E15][54]. The more detailed description of the compression method
- g };1 [15][54]. An example of images compressed by different meth-

Ot the information included in this chapter have been proposed to be in-
41S of the standards [Dral9] ISO/IEC JTC 1/SC 37/29794-1 (Biometric
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Sample Quality — Part 1: Framework) and ISO/IEC JTC 1/SC 37/29794-4 (Biometric
Sample Quality — Part 4: Fingerprint Sample Quality Data) in 2007.

Fig. 3.7: Fingerprint compression [39]: a) an uncompressed fingerprint image; b) portion of im-
‘age compressed using a generic image compression algorithm JPEG; c¢) portion of image com-
pressed using WSQ.

- In the following subchapters, various methods for fingerprint quality estimation

1apter 3.1) and methods for fingerprint quality enhancement (chapter 3.2) are discussed
the end some experimental results regarding the methods for previously presented
estimation (chapter 3.3) are provided. Each subchapter in chapters 3.1 and 3.2

bes a separate method either for the fingerprint image quality estimation or en-

icement.
Methods for Estimation of Fingerprint Image Quality

1

The exact definition of the quality of a fingerprint image is difficult and nearly im-
. Different types of information are important for various cases — e.g. once it is
t, another time the continuality of trajectory of some papillary lines or resulting
uality, etc. In general, it is impossible to formulate one definition covering all

in case of fingerprints, we can find some common properties and, on the basis
-l properties, we are able to define some quality requirements.

Image Contrast

' Contrast could be defined in a variety of ways. In the field of fingerprint

0 options for the image contrast are available. In these two options, the
defined as relative local differences in pixel intensities. The definitions

Michelson contrast: Chtichetson = gmax . E‘“i“; oo
g T ‘min

ol (3.7)

. ”":?:;‘-’ 6011!3'38'{: CWebel‘ S
L
’ ﬂ-Lmin in the Michelson contrast are the intensities of the foreground
banSIOHHd (gaps between papillary lines, called valleys), respec-
ndS to the region with the highest intensity. In the Weber contrast L
ity of the background and AL is difference between foreground and

46
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background intensities (ridges vs. valleys). The difference of both contrasts is small when
small variations of foreground and background intensities are observed, and vice versa,
with increasing intensity variations of foreground and background the difference is in-
creasing, too. The complete image contrast could be computed as the mean value of all
local intensity differences.

Other possible method is to analyze the intensity differences in specific discrete basic
intervals: the difference of intensities /(7,/) between the intensity / and the intensity j,
where 7 <j, could be separated from “basic intensities”.

In the image with high contrast, nearly all intensity differences are uniformly repre-
sented. This is the situation when all pixels show a maximal intensity difference. If the
distribution of intensity differences becomes less uniform, the global contrast decreases,

100.

It could be said that the degree of similarity with the uniform intensity distribution is
a measure for the image contrast determination. If we consider the intensity differences as
a vector in a vector space which is separated due to discrete basic intervals, then the im-
e contrast could be specified as a scalar multiplication of the retrieved vector with a
-vector in the direction of uniform intensity distribution.

Mean Value of Grayscale Levels

1.2.1 Histogram

1§ ¢ meaning of the histogram in this context is the representation of frequencies with
€cial characteristic, e.g. such histogram makes possible to track the luminosities (gray
fimage pixels on the horizontal axis.

ie horizontal axis is divided into 256 channels depending on the grades of gray-
channel with the value 0 corresponds to the lowest luminosity (black) and the
th the value 255 corresponds to the highest luminosity (white). Other values of

lie between these two limit values. The histogram is made in such a way
Bh image pixel one is added to the sum (or probability distribution function
ch corresponds to the luminosity of a given pixel. If we go through the whole
€ obtain a luminosity histogram or histogram of gray grades for a specific fin-

an define the histogram as follows:
X n
== k=012, L1 -

k) is the discrete function of the histogram, 74 is the k" gray grade value,
f}:.uxels in the channel 4, L is the number of gray grades and # is the
€ Image (e.g. 261,144 image pixels for the resolution of 512x512 pix-
of such histogram is shown in Fig. 3.8.
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Fig. 3.8: Example of a fingerprint histogram [Dra31].

2.2 Normalization

OF the comparison of histograms of fingerprint images from various sensors, it is
rmalize these histograms. It is necessary to find a maximum (on the y axis) in
e.g. the maximum in Fig. 3.8 lies near the gray grade value 200. All other
h particular gray grade value) are sorted using this maximum value, i.e. all
the interval <0,1>. The maximal value is normalized to the new value of

ther values are scaled in a corresponding way. The normalized histogram is
9:

€an Value

halyze the histogram shown in Fig. 3.9, we can identify two appreciable peaks.
- corresponds to the ridges (papillary lines) and the right one to the back-
 light background is considered). The papillary lines in fingerprint images
S l_y in dark colors and the valleys (gaps among papillary lines) in light
INVerse representation is also possible. The presented histogram is
Jnfortunately, it happens very often that both peaks are not so well
Parable. In general, either one peak is missing or the gray grades are
lightly rolling curve spreads across the histogram.
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Fig. 3.9: Normalized histogram [Dra31].

optimal case, the mean value should be exactly in the middle of the histogram,
€ value 128 (if we consider 256 gray grades). If it is so, it means that the area un-
Ieft part S7 of the curve corresponds to the area under the right part Si of the curve
10).

ean value M represents a quality measure for the distinguishing of papillary
the background. The mean value M can lie in the interval <0,255>, because the
'Ignts a gray grade value. This situation is shown in Fig. 3.10. Consequently,
ides of both areas on the left and right sides from the mean value M have to be
‘€ denominate these areas as S, and Sk and then we can write [Dra31]:

255

(@) and S, = "1, (i) (3.9)

i=M
Ut mean value (at the beginning M = 128) and A, (i) are normalized prob-
n functions for corresponding grades of gray.
; ‘l_l_’the mean value is higher, i.e. moved to the right. In the opposite case

: u'-j €an value is lower (moved to the left). If S; = Sk, then the computation of
an be considered as completed.
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We should also take notice of the limits of the histogram. Let us denote the beginning
of the histogram Bp, and the end Bjg. The mean value should obviously lie between
Bpark and Byign,. We can compute the theoretical mean value M7 as follows [Dra31]:

BDGJ'k + BL

ight

3 (3.10)

=

Normalized PDF

0 50 100 150 200 250 300

Gray values

Fig. 3.10: Searching for the mean value M [Dra31].

Type lines

INVIZL

b) ) d)

€ lines; b) Delta configurations; c) Core configurations; d) Number of lines
[Dra31].

e I..
‘ 15!"-\.",;
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Using the real mean value M, we are able to compute the deviation D from the theo-
retical value My as follows [Dra31]:

M

| 4

D= -100% (3.11)

Let us show an example: the histogram starts at the gray grade value Bp, = 20 and
ends at the value Byig, = 200. Thus the expected theoretical mean value My should lie
close to the gray grade value 110. However, the mean value M is 140. We can compute
the deviation D between these two values. The result is D = 127%, i.e. the overrun is
27%, what deviates from the predefined tolerance limit range +20% (a user-defined

Tange).
3.1.3 Number of Papillary Lines (“RIP Count”)

In the literature, the “RIP Count” is used for the computation of the number of papil-
lary lines lying between the fingerprint core and a delta point [Dra31][Dra21], see Fig.
.11 (so called type lines). This number could be determined in the so called dactylo-
ic fingerprints nearly without any problem, because they cover bigger area, including
lelta point. The “tip™ fingerprints, which are scanned only by putting the finger on the
er platen (access control), cover smaller area, i.e. the delta point in the fingerprint is

== l-" o |
Fig. 3.12: Numbers of horizontal and vertical papillary lines [Dra21].

the fingerprint image in vertical and horizontal directions, we are able to
Of papillary lines in each row or column, i.e. how many papillary lines
y the. abscissa running from one edge to the other in the given row or
1ECIprint image. From the mathematical point of view, the maximal num-
Nes should be found near the core (center) or similarly in homocentric
_g_h‘?'sft'number of such crossings lies near the center of all of them. We
e quite precisely not only the center of the fingerprint [Dra21] but also




| . . ~
| ] Brno University of Technology

Faculty of Information Technology

|
ﬂl - Department of Intelligent Systems

A larger fingerprint area contains more unique information which can be then ex-
ploited for the comparison of fingerprints. The larger the area, the higher number of papil-
lary lines is contained in the fingerprint. It leads to the conclusion that the more papillary
lines (in horizontal and vertical directions) we are able to detect, the better results offers

the sensor.
One outstanding influence which can affect the count of papillary lines in both direc-
tions is either strong blurring (due to a small contrast ratio between papillary lines and

background or finger movements during scanning) or merging of two papillary lines to-
gether (due to strong pressure or moisture on the finger during scanning). Despite of such

influences, the data on the amount of papillary lines are in general stable and reliable.

3.1.4 Failure To Acquire (FTA) Rate

The error rate FTA (Failure To Acquire) indicates the percentage of sensor failure
occurrences. This error rate is obviously valid for all sensors, not only for fingerprint
scanners. The calculation of FTA value could be done as follows [Dra31]:

P = Nrae 1009 (3.12)

Total

‘where Nrginge 1s the number of sensor failures (defects) and Nz, is the total amount
Il acquirements (both successful and unsuccessful). This factor is usually presented in
ts (most frequent case) or as a fraction. The more the result tends to zero, the better
sensor for fingerprint scanning. And vice versa, the more the result tends to the
of 100%, the less reliable is the sensor in practice. At higher percentage values, the
ailures are more frequent, i.e. the user has to put his finger repeatedly to the scan-
n, and this reduces the trust of users to the fingerprint technology.

Sinusoidal Shape of a Papillary Line Crosscut

Ie fingerprint consists of a copy of papillary lines. In the usual fingerprint image,
have pixels in various grayscale levels. If we make a crosscut (cross-section)
€ whole image, preferably through the center of the image (if possible in the
ore), so that we include the maximal amount of papillary lines both in the
hori__zontal directions, and if we examine this crosscut (sideward) for the am-
-13). we can find that the curve of amplitude is similar to a sine function
[Dral5][Dral1]. From this curve of the amount of papillary lines in the
€ can deduce some very interesting conclusions about the separability of
Iy l.me.ﬁom the background, i.e. we can actually assess the suitability of some
HEETprint scanning.
€ available a crosscut through the fingerprint, then we can compare this
ideal (theoretical) sine function curve. The sine function curve represents
Cly the “right” crosscut through the papillary line — the crossing between
‘should correspond to the grayscale values plotted on the axis y (see
.ihe I{laximum (sin = 1) should correspond to the black color (ridge =
the minimum (sin = —1) should correspond to the white color (valley),

.

fithe inverse mode).
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pYi Valley
(background)

. Ridge
2 (foreground)

Fig. 3.13: Crosscut of the fingerprint (axis x = pixels, axis y = grayscale values) [Dral0].

The concrete computation should be done as follows. First of all, the crosscut of a fin-
rprint should be normalized in order to compare it with the sine function curve. The
t possibility is to convert it to the range <-1, +1> or <0, 2>. The conversion to the
1ge <0, 2> can be realized by adding the value 1 to the actual function. It is sufficient to
t only one part of the sine function (on the axis x) in the interval <-#/2, 3#/2> and
part we can apply to the crosscut of the fingerprint — see Fig. 3.14.

S

I 134 130 1an van ez s i 1en 1aa - £ =3 I

.14: Application of the sine function to the crosscut of the fingerprint [Dral0].

e right positioning, we are able to measure the deviation (difference/variation
) from the “right” theoretical curve. This deviation can be computed as follows

—1}-100%, (3.13)
J7 (), (3.14)
|

(3.15)

) corresponds to the deviation of the papillary line crosscut from the
ative result signalizes that the curve of the papillary line is lower than
Ve and, on the contrary, a positive result means that the curve of the
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papillary line is higher than the sine function curve), Arp is the area under the function
flx), i.e. the crosscut of the papillary line, 4, is the area under the function sine in the
interval <—m/2, 37/2>, the points xs and xz denote the beginning and end (on the axis x) of
the curve (it results from the function sine that xg = -2 and xz = 37/2). Some similarity
of the papillary line cut is mentioned in the draft of the new standard ISO/IEC SC37

N1954 WD 29794-4, but no tests or deep analyses have been performed yet.

3.1.5.1 Thickness of Papillary Line

It has been defined in the literature [Dra31][14] that the “RIP Count” indicates the
number of papillary lines between the center (core) of a fingerprint and the delta point.
This number could be easily counted in the so called dactyloscopic fingerprints which are
relatively large (with many papillary lines). In the “tip” fingerprints, which result only
from the imposition of a finger on the scanner plate, the area is much smaller — it leads
often to the situation that the delta point is totally missing in the fingerprint. Hence, the
above mentioned computation of the “RIP Count” could not be realized.

L

S

19 13 14 1z 146 148

Fig. 3.15: Determination of the thickness of ridges (foreground) [Dra10].

an deduct some derived criterion from the classical number of papillary lines be-
core and delta point — distances among papillary lines and their thicknesses. It
1 the references [16][Dra21] that the average thickness of a papillary line is
the same is true for valleys (gaps) between papillary lines (brief description
2 Wldth estimation could be found also in [44]). We know the rate of reso-
of each sensor. Further, we can count the number of pixels Np;, in the
which represents a ridge or a valley — for the border calculation, see
From these two factors, we can calculate the thickness 7% of the ridge /

(results are in centimeters, see Fig. 3.15) [Dral0]:

Vo [cm)] (3.16)

' om, hence the value 2.54 is in the numerator. In relation to the thick-
¢ defined in the literature [16][Dra21] as 0.33 mm, we can calculate

BErprin [mages
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the deviation D7y, of the calculated thickness 7% from the above defined value (0.033 is
the value of ridge/valley thickness in centimeters) [Dral0]:

Th
D =7 _1].100% 3.17
g (0.033 ) ° (247

If Dy, > 0, then the papillary line obtained from a scanner is displayed thicker as the

defined one. And vice versa, if Dy, < 0, then the papillary line from a sensor is displayed
thinner as the defined one. Naturally, we speak only about the graphical representation of
papillary line. If 7/ = 0, then the scanned papillary line corresponds to the defined one.

On this place, we can extend the analysis — we can test the ability of a sensor to sepa-
rate a papillary line from the background (valley). It may appear that the contrast differ-
ence between the papillary line and the background is too small and the papillary line may
be displayed thicker or thinner in comparison with the valley. The thickness should be

always approximately 0.33 mm.

31,52 Steepness of Papillary Line

Furthermore, we can calculate another factor from the crosscut of the fingerprint. If
we carefully analyze Fig. 3.15, we can see that we are able to calculate the steepness of
ard and downward sections of the curve. The beginning of the upward section is the
local minimum and the end is the closest local maximum. And vice versa, the be-
g of the downward section is the closest local maximum and the end is the closest
um. This situation is shown in the Fig. 3.16.

..... i }
: 13 138 140 142 144 146 148 150 152 154 155 158 160 182 184

5 1 o ;
3.16: Determination of upward and downward sections of the curve [Dral0].

e Sstablish the number of points from the beginning of the upward section

10 the perpendicular in the local maximum (peak), or from the perpen-
al maximum to the end of the downward section (point on the right). We
teresting angles from these data [Dral0]:

(3.18)

SCIprint Images
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P
] (3.19)

= arcsin| —=—
4 {,/le +P,

Both angles represent the steepness of upward and downward sections. As an ideal
case, we can consider an equilateral triangle, i.e. the deviations from these angles could

be computed as follows [Dral0]:

D,= o« ;020°| -100% (3.20)
Dﬁ=l'8;%1e100% (3.21)

where D, is the deviation of the upward angle and Dy is the deviation of the down-
ward angle from the ideal case, i.e. 60°.
At the end it should be mentioned that these metrics for the estimation of quality of
papillary lines are strongly influenced by the overall quality of the image. If the image is
e.g. strongly compressed, the degree of quality for the papillary line will be different
when compared with the case of non-compressed image.

3.1.6 Acquisition Performance Metrics

~ In the following subsection, there are defined the following three metrics from
125][58], which are linked to the above mentioned metrics:

o Image quality score (chapter 3.1.6.1) — is defined as the degree of accuracy at
which an automated fingerprint recognition system can extract unique features for

~ subsequent recognition.

* Usable range (chapter 3.1.6.2) — is defined as the range of the finger skin condi-
tion over which acceptable quality fingerprints can be acquired.

> Consistency (chapter 3.1.6.3) — is defined as the rate at which the quality of fin-
gerprint obtained varies with the applied method or with the duration of operation.

In age Quality Score

Image quality score [125] should be defined as the degree of similarity be-
*Image and the actual fingerprint pattern. The fingerprint local structure consti-
€ m; exture-like pattern of ridges and valleys in a local region. Since a minutia
(_mtinuity, the local structure is a suitable measure for the definition and clar-
tia. On the other hand, the valid global structure puts the ridges and valleys
Ow. The flow pattern is characterized by ridges. Thus the global structure
asure for the definition and clarity of the ridges (Fig. 3.17).

Hiere are defined the Orientation Certainty Level (OCL) and the Ridge-

(RVS) for the estimation of the image quality score. The former is com-
- SHergy ratio between the tangential and normal direction of the ridge
*b€_= obtained from the ratio of the eigenvalues of the covariance matrix of
t. RVS is computed by the ridge-valley fidelity, measured by the ridge

¢
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frequency ridge-to-valley ratio and ridge thickness. The number of blocks (S;) with OCL
and RVS exceeding predetermined thresholds will indicate the quality. Another two main
measures were also proposed to quantify the global structure [125]. These are the orienta-
tion continuity (Sgp) and ridge-valley uniformity (Sgz). The former is given by the num-
1 ber of foreground blocks in the local structure with uniform ridge-valley structure. The
Image Quality Score (OS) is then given by the weighted value of all these measures [125]:

oS = (9"1 S, + 850 + &Sy )X o :imTBL ) (3.22)

where a+tantas=1, T is the total number of blocks, 7 is a number of blank blocks
and Apiy 18 the predetermined minimum number of blocks for foreground.

Local pattern

Global pattern

Fig. 3.17: Global vs. local pattern.

6.2 Usable Range

sable range parameter [125] measures the performance of the sensor across the
us finger types due to skin condition, such as wet, normal or dry. However, the accu-
Ietermination of the degree of wetness or dryness of a finger is currently difficult.
C fingerprint images are classified into three main classes — normal, dry or wet.
veighted average percentage of number of fingerprints achieving a minimum
evel of OS in each class will indicate the usable range.

ven M classes of skin type, the usable range (UR) is defined as follows [125]:

S

dx=|

nl

i ] .
5, 00 (3.23)
Mgy is the number of fingerprints in the class x with OS > T,, n,, is the total
gerprints in the class x, and 7, is the minimum image quality score for the
HINgerprint quality.
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3.1.6.3 Consistency

The consistency metric C [125] measures the variation of the image quality score
measured over time and usage. Effectively, this metric determines the change in the im-
age quality from its initial value after the fingerprint sensor has been used for a fixed time

P. We can define [125]:
C:[I—M}-lﬂo (3.24)
oS,

where OS; is the image quality score at the time 0 and OSp is the image quality score
after the time P.

3.1.7 Image Quality as a Predictor of Matcher’s Performance

The following subsection describes another approach from [92] for the computation
- of image quality, using different metrics. This image quality is then used as a predictor of
‘matcher’s performance.
A fingerprint is a pattern of friction ridges on the surface of a fingertip. A good qual-
ity fingerprint has distinguishable patterns and features that allow the extraction of fea-
tures that are useful for subsequent matching of fingerprint pairs. A minutia based auto-
tic fingerprint matching algorithm uses the comparison of local ridge characteristics
utiae) of two fingerprints (biometric samples) x,(; and x,; and produces a real valued
ilarity score [92]:

ikl (xgtrwxpw)
_ vhere subscript g(i) denotes i gallery (collection of fingerprint images/templates)
d p(j) denotes j”’ tErobe and s; is the similarity (matching) score of the i gallery
diched against the /" probe.
We call similarity scores s; of a genuine (i.e. the same) person match scores, and
ty scores s, i# of an imposter (i.e. different person) non-match scores. For a gal-
€ G, with the assumption that there is one and only one biometric sample for
cct enrolled in the system, for each probe image x, there is only one match
G-1 non-match scores sy, i#. Let s,(x;) denotes the match score for sample
y) non-match scores of x,) and x, while iz,
er ZISitnilarity score is considered to indicate a higher likelihood that the samples
1 the same individual. Let M(s,,) denotes the cumulative distribution function
match scores, and N(s,) the CDF of non-match scores. The Detection Error
acteristic (DET) is a plot of the false non-match rate [92]
M(s.) (3.26)
> false match rate [92]
= N(s,) (3.27)
. 1SS of 5, and s,. The DET, and the equivalent ROC (Receiver Operating
~I€ MOst common expressions of performance of a verification system.

(3.25)
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We define the fingerprint image quality as a predictor of a matcher’s performance.
Before advancing any further, we need to quantify the matcher’s performance. The simi-
larity score is the ultimate expression of expected performance: in conjunction with the
underlying match and non-match distributions it yields likelihood for the samples coming
from the same person or different people. The match and non-match distributions are re-
sults of complex non-linear algorithms and are not usually random but strongly dependent
on the internal algorithm and how its parameters are set.

It is common for a match distribution that it is wider than a non-match distribution
[92]. It is also quite typical for two distributions that they overlap. The overlapping of
match and non-match distributions means that a given sample x; will match falsely, if its

match score s,(x;) is lower than some non-match scores s,(x;), su(x:) < s4(x;), i#f. If the
quality measure ¢ is to be predictive of matcher performance, good quality fingerprints
must be those with high match scores and well separated from the non-match distribution.
Similarly, poor quality fingerprints are those with lower match scores, in particular those
where their match scores are in the region of overlapping with non-match scores.

Therefore, the quality measure g [92] should indicate the degree by which the match
distribution M(s,,) is separated from the non-match distribution N(s,). Specifically, we can

define the quality g, of the biometric sample x; to predict [92]:

) 0 Els,(x, )J, Vx, e VIl (3.28)
O-(Sn(x[,i))

where I is the gallery (collection of fingerprint images/templates), IT is the probe set,

E[] is the mathematical expectation, o) is the standard deviation, s,(x;) is the match

re, and s,(x;) are the non-match scores of sample x;, Vj, i#j. Comparing a probe sam-

with an internal gallery of G samples, which include one and only one sample from
same subject (person), results in a vector of G scores, s. Only one element of the vec-
is the match score of x;, and the other G-1 elements are its non-match scores. E[] is
ed by computing the mean of all non-match scores of the probe sample x; to all
On-matching gallery entries. Likewise, o) is the standard deviation estimated solely
e non-matching elements of 5. We call o(x;) the normalized match score of sample
cally, we are comparing the subject’s biometric sample to the claimed match sam-
0 other non-matching samples, and adjusting the raw score on the basis of the

“Xamples of pairs (the left image is original, the right image is an algorithm assessment
[Tepresentation) with a) a good quality and b) poor quality [92].
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For each fingerprint, we define its image quality as the predictor of its normalized
match score. Similarity scores as defined by Eq. (3.25), and also normalized match scores
as defined by Eq. (3.28), are a function of both probe and gallery samples, but the quality
as defined here is a scalar value which is measured for each sample separately. Therefore,
the pair wise quality q as defined below should predict the recognition performance of the

pair (xr; xz) [92]:
(3.29)

g =min(qr, qr)
In an operational setting, if it is ensured that the enrolled samples have a high quality,

then a measurement of quality of a subject’s biometric sample (probe) can be sufficient to

predict its normalized match score.
We measure the (scalar value) quality ¢; for a biometric sample x;, first by computing

a feature vector v;, which contains appropriate signal or image fidelity characteristics of x;
and then finding some (nonlinear) mapping from v; to o(x;). Mathematically speaking

[92]:
v, = L(x,) (3.30)
(3.31)

‘],— = a(xf‘) = ](Vl')

The function Z() will be realized by computing characteristics and features of x; that
onvey information for a matching algorithm. The application of L() to a sample x; results
| n-dimensional feature vector v;. For fingerprints, this includes the measured clarity
of ridges and valleys, size of image, and number and quality of minutiae. The function /()
results from a mapping from the space of feature vectors v to normalized match scores

0(). Finally, o(x,)is the predicted value for o(x;).

31.8 Overall Quality Quantification

- The precise fingerprint image acquisition up to the minutiae has some peculiar and
allenging aspects, many of them caused by contact problems, specifically [124]:

® Inconsistent contact: The act of sensing distorts the finger. Determined by the
pressure and contact of the finger on the imaging surface (e.g. 2D glass platen),
E.he 3D shape of the finger is mapped onto the 2D surface. Typically, this mapping
1S uncontrolled and results in different inconsistently mapped regions across im-
Pressions.
N n"—ui.’uform contact: The ridge structure of a finger would be completely cap-
>d .lf the ridges of all imaged parts of the finger were in complete optical con-
with the glass platen. In practice, due to various reasons, this is not the case.

r_'oducible contact: Manual work, accidents, etc., inflict injuries on the finger,
)y changing the ridge structure of the finger either permanently or semi-
manently. This may introduce additional spurious minutiae or “minutiae-like”

a

© act of sepsing itself adds noise to the image. For example, residues leftover
= SI€ previous fingerprint capture (so called latent fingerprints).
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o A typical imaging system distorts the image of the sensed finger due to imperfect
imaging conditions.

All these factors contribute to poor samples and feature extraction artifacts during
image processing and hence increases false accept/reject rates. Most of the poor quality
' prints are due to a non-uniform and inconsistent contact. Among the prints with inconsis-
tent contact, the undesirability of the differently distorted impressions (due to application
of different pressure on the finger) is very difficult to assess without actually matching the
prints and hence is not within the scope of quality assessment. Many quality assessment
systems, however, do detect the size of the print area and relative placement/orientation of
the finger. These systems can provide a simple feedback to the user about proper place-
ment of the finger to the image acquisition device but cannot quantify the quality of the
fingerprint image itself. More sophisticated systems have an explicit method of quantify-

ing the quality of the fingerprint being captured.

The dryness of the finger skin, skin disease, sweat, dirt, and humidity in the air all
contribute to a non-uniform and non-ideal contact situation: some parts of the ridges may
not come in a complete contact with the platen, and vice versa: regions representing some
valleys may come in contact with the glass platen. Non-uniform contact manifests itself in
dry prints (too little ridge contact) or smudgy prints (neighboring ridges touching each
other obliterating the intervening valleys) or in prints with combinations of such effects.
Non-uniform contact may result in “noisy” low contrast images and could lead to many
feature extraction artifacts, e.g. spurious minutiae or missing minutiae. For instance, in a

~dry fingerprint, the ridge is in intermittent contact with the platen, hence dryness of the
fingerprint manifests itself in the significant variation of pixel intensities along a dry fin-
ger ridge. In extreme situations, there is no particularly dominant direction of a very dry
idge, because too small a fraction is in contact with the platen.

On the other hand, in a smudgy portion of the fingerprint, the neighboring ridges
uch each other, thus completely obliterating the intervening valley. As a result, the
lation in pixel intensities across the ridge direction is significantly lower than a typical
pected variation across an ideal ridge. In extreme situations, the directionality of ridges
erated due to a large number of ridges touching each other (this is analogous to
hage saturation).

For the pattern recognition task of fingerprint representations, prints have been (im-
HEILy or explicitly) modeled as smoothly owing directional textures (ridges) that can be
Cted by typical fingerprint feature extraction algorithms. Since the directionality of
lges is an essential attribute of its image texture, it was proposed in [124] that this
Y €an constitute a basis for assessing the overall quality of the fingerprint.

Sampling and blocking [124]: For efficiency reasons, the quality analysis uses a
7_1‘6(1 @mage. The analysis samples the image at the rate s in x and y directions. The
pled image is further divided into the square blocks of size B.

on and foreground estimation [124]: This step determines whether a given
CtS a portion of a fingerprint and extracts a nominal direction from a foreground
h pixel in a given block, a number of pixels is selected along a line segment
ntation d and pre-specified length / centered around that pixel. A variation in
S of the selected pixels is then determined by computing the sum of intensity
Oalif) between the given pixel and the selected pixels [124]:
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D, (. ))= X |f @)=, ) (332)
(i".1)

where d=0, 7/n, ... mand f{i,j) is the intensity of pixel (i) and f,(i’, j") are the inten-

sities of the neighboring pixels (i,/) in the direction d. This indicates the summation of

differences between a given pixel of interest, the pixel (i,j), and a number / neighboring

pixels in each of the directions. The variation in intensities is computed for n discrete ori-

entations. The orientation at a pixel d is the orientation of the line segment for which the
' intensity variation thus computed is minimal.

' Regions of background and portions of impressions having faint residual leftover of
earlier captured prints on a dirty input device usually exhibit small intensity variation
| around their neighborhoods. To determine whether an image pixel belongs to the back-
ground, the intensity variation D(i,7) at the pixel (i,) of interest is subsequently obtained
by summing up the differences in the » directions with [124]

D(i, j) =, D, (i, )) (3.33)

and when D is smaller than a background threshold 7 for each 4, the pixel is classified
as a background pixel. When more than a fraction of pixels in a block are background
pixels, the block is regarded as background block.

Using a connected component analysis, foreground components that are smaller than
a certain threshold fraction of the total image area are considered spurious. A print with
no legitimate foreground area is of the poorest quality.

 Dominant direction: After the foreground blocks are marked, it is determined whether
the resulting direction for each block is prominent. The idea is that a block with a promi-
nent direction should exhibit a clear ridge/valley direction that is consistent with most of
til pixel directions in the block. The existence of a dominant direction can be assessed by
co mputing a histogram of directions Dy at each pixel in a given block. If the maximum
Value of the histogram is greater than a prominent threshold, the block is said to have a
dominant direction, and is labeled as prominent. Bifurcations of ridges may often result in
ominant directions in a block. Therefore, if two or more directions of the direction
Ogram are greater than a bifurcation threshold, the corresponding block is labeled as a
ion block. A post-processing step removes blocks that are inconsistent with their
vors. If a “directional” block is surrounded by “non-directional” blocks, it is rela-
- as a non-directional block. Similarly, a non-directional block surrounded by
ring directional blocks is changed to a directional block. Regions of dominant
With an area smaller than a threshold number of blocks are discarded.

ality computation: Since regions (or accordingly minutiae) near the centroid are
# 10 provide more information for biometric authentication, the overall quality of the
“Print image is computed from the directional blocks by assigning the relative weight
15 foreground block 7 at the location x; [124]:

(3.34)
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The overall quality Q of a fingerprint image is obtained by computing the ratio of to-
tal weights of directional blocks to the total weights for each of the blocks in the fore-

ground [124]:

Z” 2 (3.35)
Z W,

where D is the set of directional blocks and F is the set of foreground blocks. The
quality Q is used as a measure of how much reliable directional information is available
in a fingerprint image. If the computed Q is smaller than the quality threshold 7, the im-
age is considered to be of poor quality.

Dryness and smudginess: Once it is determined that the fingerprint is of a certain
poor quality, it is desirable to identify a more specific cause of the low quality. A method
for distinguishing smudged poor quality prints from dry poor quality prints is described in
[124], based on simple statistical pixel intensity based features. The idea is that for a
smudged impression, there are a relatively large number of blocks with a very small con-
trast. Similarly, for a dry impression, there are a relatively large number of blocks where
the contrasts of their neighbors vary significantly (see Fig. 3.19).

0=(0.9,0.0,0.0) 0=(0.6,0.0,0.4) 0=(0.3,0.0,0.4) 0=(0.1,0.2,0.5)
Fig. 3.19: Qualities of different images [124], legend: O(overall quality, smudginess, dryness).

3.19 Biometric Sample Quality Scoring

As it has been defined in the beginning of this chapter, a sample is a biometric meas-
d its quality is very significant for the further algorithmic processing. The biomet-
hple (i.e. fingerprint in our case) quality takes in consideration [2][38]:

* Character (inherent features). It is the description of “inherent” quality of a bio-
metric sample. It includes, e.g. blur, shadows or poor lighting in the image.

> Fidelity (accuracy of features). It is the description of “inherent” quality of a bio-
‘metric sample, too. The fidelity means e.g. a good image of the wrong human
body part.

‘ 1Uﬂlll'y (predicted biometrics performance). If the compared images match better,
_13 they have lower error rates, then the samples are better (Fig. 3.20). The utility
depends on the matching algorithm, and does not allow the quantification of “in-
Aerent” quality.

"011. to the sample quality, a recommended sample size can be defined. More
i€ biometric sample size definition can be found in [18].
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Fig. 3.20: Comparison of worse and better matching samples [2].

The biometric quality assessment method (BQAM) [91] derives a numerical quality
value from an input biometric sample. The quality value is related to the biometric error
rates that are likely to be realized when the sample is matched. Even if this predictive

function is imperfect, it is likely to be valuable.
There is a need to summarize quality values computed across all retained samples in
an enterprise into a single quality value representing the overall quality of the enterprise.

A quality summarization supports monitoring [91]:
e over time (to expose seasonal variation, or trends)
e for each sensor (to identify defective devices)
e at each site (to identify problem locations)
of officials or attendants (to assess adherence to operating procedures)
per user basis (to identify users that consistently yield low quality samples).
Quality values should be computed across all retained samples in an enterprise. This

 the computational cost of BQAM execution during enrollment or verification

® whether or not the samples are retained (in the verification, they may not be)

® whether the matching scores or decisions themselves constitute a reportable opera-
tional performance measure

® the timescale for production of quality summaries.
Once values have been collected in a central location, these should be aggregated.
rovider of a quality assessment algorithm should supply a function to aggregate val-
a summary statistic. The quality summary statistics of BQAM should be within
ange [0,100]. For verification applications, quality summarization functions should
-m'_;the native quality values to reflect the mean expected false non-match rate
0d question is why we worry about low quality biometric samples. The answer is
Metric samples with low quality have less “biometric information™. The biometric
ton could be defined as follows [2][1]: the decrease in uncertainty about the iden-
€Ison due to a set of biometric measurements. The biomefric information is a

& entropy D(p||q) [2]:
i (3.36)
X
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where D measures the extra information in p and ¢, p(x) is the distribution for an in-
dividual and ¢(x) is the distribution for the population. In this case, the following distribu-
tion models could be used [2][1]: Gaussian models, PCA features and regularization.

The quality of a biometric measure can be defined as follows [2]:
i e )
20, Ja,) Do Ja, )f

AD(p|g) =—L"—
=X i(D (p;, ”‘1 s ))2
=

E where Ny denotes the number of features and f'and g denote different “instruments™

for the acquirement of biometric samples. AD(p||q) is the sample quality difference be-
tween two measurement “instruments™ used for the acquirement of the biometric sample.

(3.37)

3.1.10 Minutiae Quality Scoring

The following subsection is based in principle on [11]. The performance of finger-

print verification systems depends very much on the fingerprint image quality. Due to
 predictable factors such as thin ridges and scars, as well as unpredictable factors such as
dry/wet fingers and moving fingers, fingerprint images are sometimes of low quality. This
“may harm the reliability of fingerprint authentication systems by the extraction of false
‘minutiae.
- Minutiae quality scores produced by the Local Ridge Pattern (LRP) algorithm [46]
are calculated based on statistical data of the inter-ridge distance around the genuine and
minutiae. Although the LRP algorithm is originally designed for ridge skeletons
tracted using the binarization and thinning algorithm, the approximate ridge skeletons
talled walked map produced by a direct gray scale algorithm [11] may be more desirable
l me cases because of its high computational efficiency. This algorithm has been
fore extended [11] by using direct gray scale images as an input and investigating the
nsistency of ridge information around a minutia in direct gray scale images instead of
ed and thinned images.
om Fig. 3.21b, it could be noticed that ridge skeletons extracted by binarization and
g are more stable and regular, and thus the ridge information around minutiae is
liable and suitable for the LRP algorithm. However, the ridge skeletons extracted
et gray scale images by “walking” along the ridges show significant dithering.
skeletons showed in Fig. 3.21c are relatively less reliable in presenting the real
0t ridges.
idering such a difficulty, a fingerprint image enhancement step for achieving
ar ridges is necessary for improving the ridge skeleton quality in the direct
Walked map. An efficient Gabor filtering algorithm has been applied in [11]
Minutiae extraction and minutiae quality evaluation. According to Fig. 3.21e,
skeletons extracted after the image enhancement are even more regular than
€ binarization and thinning algorithm. Therefore, the enhanced direct gray
ﬂ{e suitable for performing LRP algorithm to evaluate minutiae quality.
utiae quality scores are calculated on the walked map of the enhanced fin-
8¢ using the LRP algorithm.
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(a) (b) (c)

(d) (e)

Fig. 3.21: a) Original fingerprint; b) Ridge skeletons extracted by binarization and thinning algo-
rithm; ¢) Ridge skeletons extracted by direct gray scale algorithm; d) Enhanced fingerprint image
using Gabor filters; e) Ridges extracted by direct gray scale algorithm after Gabor filter based
fingerprint image enhancement [11].

It was found in [11] that around 30% of the minutiae cannot be assigned with legal
quality scores. Parts of these minutiae are located near the edges or core point of the fin-
gerprint images so that inter-ridge parameters cannot be found for a minutiae quality scor-
ing because of the incomplete ridge information or dramatic ridge direction changes. In
Order to overcome this problem, there has been adopted an image correlation-based ap-
proach to address the minutiae quality scoring. The inspiration of this approach comes
from the fact that the correlation of fingerprints performs satisfactorily in certain match-
ng tasks.

To achieve the optimum matching of different fingerprint minutiae patterns, some of
¢ dlgorithms use complicated methods to shift, rotate or even deform the minutiac pat-
5. Four relatively more straightforward minutiae matching strategies were proposed in
d some minutiae quality scores can be embedded into them as follows:

* In Basic Fingerprint Matcher (BFM), every minutia from two fingerprints will be
stored in two lists accordingly. At each time, a minutia will be selected from each
list. These two minutiae are the candidates to form a candidate pair. For the candi-
Qate to be matched, preliminarily, they should have a tolerable difference for the
following three parameters: distance and orientation of the minutiae with respect
g'the core point and also the direction of the minutiae [11]. At the same time, both
ffcheir quality scores should exceed an acceptable threshold. If any one of them
@ quality score lower than the threshold, they will not be regarded as a
hed pair. If they satisfy the matching criterion described above, the two minu-
~ € matched. Then, the matching score of the two fingerprints will be in-
€d by one and both minutiae candidates will be removed from the candidate
_ The whole process continues until one of the lists becomes empty. If more
3 80% of total minutiae of two fingerprints are matched, the two fingerprints
id to be matched.
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o Best-Pair-Come-First Fingerprint Matcher (BPM). This algorithm is basically a
variation of BFM. The use of minutiae quality scores in this algorithm is similar to
that of BFM. However, unlike the basic matcher, instead of finding a first matched
pair, BPM algorithm aims at finding the best matched pair from all possible minu-
tiae pairs. It is based on a belief that first matched minutiae pairs are not always
the correct matched pairs. After it first finds a match pair similar to BFM, instead
of removing them from the candidate lists, it would continue to match all other
possible pairs until the pair with the highest matching score (the best matched
pair) for that minutia is found. The matching process will be continued for all

other minutiae.

e Score Filtering Before Fingerprint Matching (SFBM). Intuitively, high quality
minutiae pairs should contribute more to the fingerprint matching score. However,
in the previous two matching strategies, low quality minutiae pairs contribute
equally to the fingerprint matching score. Furthermore, for low quality minutiae,
their parameters may be seriously affected by image noises. Thus, it is expected
for fingerprint matching to be more reliable, if some of these uncertainties could
be eliminated. Therefore, so as not to match minutiae with uncertain or low qual-
ity, minutiae with low quality scores will be removed before matching in SFBM.

o Minutiae Quality Averaging (MQOA). As mentioned before, around 30% of minu-
tiae cannot be scored using the LRP algorithm. However, such minutiae cannot be
simply ignored, as it would cause fingerprint features loss. Besides, some minutiae
may have extremely low quality scores due to image noises, which is unfavorable
to minutiae quality evaluation. Under the assumption that the minutiae quality
within a small fingerprint area should be consistent, the quality scores of minutiae
which cannot be scored or have extremely low quality scores can be approximated
by averaging the quality scores of their neighboring minutiae.

More details and results to the minutiae quality scoring could be found in [11][46].

3.2 Methods for Image Quality Enhancement

_ Currently the most widely used and the most accurate automatic fingerprint verifica-
Hon/identification techniques use minutiae-based automatic fingerprint matching algo-
- Reliably extracting minutiae from the input fingerprint images is critical to finger-
atching. The performance of current minutiae extraction algorithms depends heav-
1 the quality of input fingerprint images [78]. In an ideal fingerprint image, ridges
Valleys alternate and flow in a locally constant direction and minutiae are anomalies
dges. In practice, due to variations in impression conditions, ridge configurations,
L Conditions (dryness, moist finger, aberrant formations in epidermal ridges of finger-
Ostnatal marks, occupational marks, skin diseases), acquisition devices, and non-
live attitudes of subjects, etc., a significant percentage of acquired fingerprint im-
Proximately 10% according to [78]) is of a poor quality. The ridge structures in
Uality fingerprint images are not always well defined and hence they cannot be

Otrectly detected. This could result in failures of minutiae extraction algorithms;
ant number of spurious minutiae may be created, a large percentage of genuine
ziﬁ be undetected, and a significant amount of error in position and orientation
: uced.
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To ensure that the performance of the minutiae extraction algorithms is robust with
respect to the quality of input fingerprint images, an enhancement algorithm, which can
improve the quality of the ridge structures of input fingerprint images, is thus necessary.
Generally, for a given fingerprint image, fingerprint regions can be assigned to one of the
following three categories (Fig. 3.22) [78]:

) o Well-defined regions, in which ridges and furrows are clearly visible for a minutia
extraction algorithm to operate reliably.

e Recoverable corrupted regions, in which ridges and furrows are corrupted by a
small amount of creases, smudges, etc. But they can still be correctly recovered by
an enhancement algorithm.

e Unrecoverable corrupted regions, in which ridges and furrows are corrupted by
| such a severe amount of noise and distortion that it is impossible to recover them.

Fig. 3.22: Examples of ﬁngerprmt regions [78]: a) Well—deﬁned region; b) Recoverable region;
¢) Unrecoverable region.

The interoperability among sensors from different vendors, or using different sensing
technologies, plays a relevant role. The resulting images from different technologies vary
very much in the representation of the grayscale levels, sharpness of valleys and ridges
and resolution. Fortunately, it is often possible to compensate these factors to achieve a
£00d interoperability among such sensors, e.g. see [41].

- Based on filtering domains, most fingerprint enhancement schemes can be roughly
lassified using two major approaches [43]: spatial-domain and frequency-domain. The
ing in a spatial-domain applies a convolution directly to the fingerprint image. On
er hand, the filtering in a frequency-domain needs the Fourier analysis and synthe-
us a fingerprint image is transformed, then multiplied by filter coefficients, and in
Inverse-transformed by Fourier coefficients back to an enhanced fingerprint im-
ct, if the employed filters are the same, enhancement results from both domains
Id be exactly the same according to the signal processing theorem. However, in a
tical implementation, these two approaches are different in terms of enhancement
1d computational complexity of algorithms.

the followmg subchapters, some important and often used fingerprint enhancement
Will be introduced. Nevertheless, the list of such methods cannot be complete, as
of such methods exceeds the scope and possibilities of this thesis.

image Filtering Using Gabor Filters

_ bor filter [4] can be thought of as a complex plane wave modulated by a 2D
Velope [81]. These filters optimally capture both the local orientation and
Hitormation and their development has been initiated by observing the linear
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response of the receptive field in simple striate cortex cells. By tuning a Gabor filter to a
specific frequency and direction, the local frequency and orientation information can be
obtained. Thus, they are well suited for extracting the texture information from images.
An even symmetric Gabor filter has the following general form in the spatial domain

[81]:

ll:_t,z N 2 }
Gy (xy)=e % *cos(2nf)

and x'=xsin@ + ycos@, y' =xcosf — ysind

where f'is the frequency of the sinusoidal plane wave at the angle @ with the x-axis,
- and & and &, are the standard deviations of the Gaussian envelope along the x and y axes,

-
(h) 22.5° (¢) 45° (d) 67.5°
(e) 90° (f) 112.5°

Fig. 3.23: Gabor filters in spatial domain with eight different orientations [81].

(3.38)
(3.39)

respectively.

{a) 0°

(h) 157.5"

Spatial Domain Filtering Algorithm
atial domain filtering algorithm [78) adaptively enhances the clarity of ridge
Structures using a bank of Gabor filters (see the previous chapter) that are
¢ local ridge orientation and ridge frequency. The local ridge orientation and
Cy are estimated directly from input images in the spatial domain. The main
* énhancement algorithm are shown in Fig. 3.24 and are listed below [78]:

alization. An input image needs to be normalized so that it has a pre-
ed mean and variance. The normalization is a pixel-wise operation, in
=1 dn output pixel value depends only on the corresponding input pixel. It does
Change _the clarity of the ridge and valley structures. The main purpose of nor-
ONL1s to reduce the variations in gray-level values along ridges and valleys

acilitates the subsequent steps.
€ orientation estimation. The local orientation indicates the major ridge
HOn tendency in a local neighborhood. It represents an intrinsic property of

t image and defines an invariant coordinate for ridges and valleys in a
iborhood. In neighboring ridges, the local ridge orientation shanges
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: slowly. Therefore, it is usually a specified block-wise property. In addition, there
is no difference between a local ridge orientation of 90° and 270°, since the ridges
oriented at 90° and the ridges oriented at 270° in a local neighborhood cannot be
differentiated from each other.

e Local ridge frequency estimation. Local ridge frequency is the frequency of the
ridge and valley structures in a local neighborhood along a direction normal to the
local ridge orientation. The ridge and valley structures in a local neighborhood,
where minutiae or singular points appear, do not form a well-defined sinusoidal-
shaped wave. In such situations, the frequency is defined as the average frequency
in the neighborhood. The local ridge frequency represents another intrinsic prop-
erty of a fingerprint image.

o FEstimation of region mask. The region mask is used to indicate the category of
: pixels. A pixel could be either a non-ridge-and-valley (unrecoverable) pixel or a
ridge-and-valley (recoverable) pixel. A pixel (or a block of pixels) in an input fin-
gerprint image could be either in a recoverable region or in an unrecoverable re-
gion. The classification of pixels into recoverable and unrecoverable categories
can be performed based on the assessment of the shape of the wave formed by lo-
cal ridges and valleys.

e Filtering. A bank of Gabor filters tuned to the local ridge orientation and ridge fre-
quency is applied to the ridge-and-valley pixels in the normalized input fingerprint
image to obtain an enhanced fingerprint image.

L
I Filtering

18.3.24: The flowchart of the spatial domain fin gerprint enhancement algorithm [37].

‘requency Domain Filtering Algorithm

11no

Iprint enhancement approach in a frequency domain introduced in [43] con-
Oncatenated processes: discrete cosine transform of sub-blocks of partition-
tidge orientation and frequency parameters estimation, filtering in DCT
OSIne Transform) domain and inverse discrete cosine transform of sub-blocks.
HAEES of the proposed approach are as follows [43]:

Print ridges form a natural sinusoid image — its spectrums are packed or
2 frequency domain. Hence these spectrums can be easily shaped or
glﬂ this domain. Moreover, a filter can be specially designed in order to

gh Curvature ridge area such as singular points. This is a great advan-
I the spatial-domain filtering approach.

Il OV
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®  When comparing with the discrete Fourier transform, the discrete cosine trans-

form performs better in terms of energy compaction. Moreover, DCT coeffi-

cients are real numbers in comparison with complex numbers of discrete Fourier

' transform (DFT) coefficients. Therefore, we can handle DCT coefficients easier

than DFT coefficients. Besides, the fast DCT requires less computational com-

' plexity and less memory usage when comparing with the fast Fourier transform
(FFT).

] ® By partitioning a fingerprint into sub-blocks, the proposed approach utilizes the
spatially contextual information including the instantaneous frequency and orien-
tation. Intrinsic features such as ridge frequency, ridge orientation, and angular
bandwidth can be simply analyzed directly from DCT coefficients.

Conventional fingerprint enhancement schemes, when applied with non-overlapping
blocks of partitioning fingerprint, often encounter blocking artifacts such as ridge discon-

32.3.1 Intrinsic Parameter Estimation on DCT Domain

The ridge frequency, ridge orientation, and angular bandwidth can be analyzed from
CT coefficients directly. Therefore the DCT analysis yields an appropriate domain to
torm the fingerprint enhancement and provides filtering parameters at the same time.,

ge frequency estimation: The ridge frequency py is simply obtained by measuring
nce between the origin (0,0) and the highest DCT peak of a high frequency spec-
it suggests the following equation [43]:

Vil + v (3.40)

M€ (249,v9) is the coordinate of the highest peak of a high-frequency spectrum.

=

(d)

@)+ ¢) Blocks of a fingerprint model with different frequencies [43]; b) + d) DCT coef
ficients related to figures a) and c), respectively [43].

(a) (b)

Orientatiop estimation: The dominant orientation of parallel ridges @ is closely
' =angle ¢ in DCT coefficients, where ¢ is measured counterclockwise (if
_,_]10rizonta1 axis to the terminal side of the highest spectrum peak of high
~ SPectrum js pot included). However, @ and ¢ relationship is not a one-to-
; e ridge orientation, with @ varying in the range of 0 to 7, is projected into

e

s With ¢ varying in the range of 0 to 77/2. The relationship between 6 or the
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ridge orientation in spatial domain and ¢ or the peak angle in frequency domain is de-
scribed by the following equation [43], and presented in some examples in Fig. 3.26.

Z_OJ’ ¢ =

0

T
P

==N\NIIZZ
e e o 8 S B

i Q=0 Op=Tw8 O34 04=5n/8 OGy=n'2 O7F3n/8 O=n/4 07=n'8

¢, =tan™" , where 0<6, <7 (3.41)

N

BN

- Fig. 3.26: Examples of the relationship between ridge orientation in spatial domain and peak-angle
in DCT domain, all ridge angles relate to the horizontal axis and DC coefficient is set to zero in
order to show a high-frequency spectrum [43].

In order to identify the quadrant and avoid the influence of interference, two 2D per-
pendicular diagonal vectors, ¥, and V; [43] are formed, with their size 5x3 pixels and
their center at the peak position. The average directional strengths of each vector (S.5»)
are then computed by the following equation [43]:

ZV,(uo + m,v, +n)

m=—2

S, = max ', where i=1,2 (3.42)

n=-1,0,1 S
[Then the quadrant can be classified and the actual fingerprint ridge orientation can be
ehtified as shown in the subsequent equation [43]:

(_{ 7l2—¢ S 28,

. : (3.43)
\Z—(n/2-¢) otherwise

the estimated ridge frequency and orientation of each local region is trans-
a frequency field and an orientation field. Then the Gaussian filter is applied
th both global fields in order to reduce noise effect.

Sular bandwidth estimation: In the singularity region, the ridge spectrum is not an

Ut it spreads bandwidth out. Therefore, the desired filter of each block must be
*pending on its angular bandwidth. This non-coherence factor represents how
orientation can be in the block that has more than one dominant orienta-
or is in the range of 0 to 1, where 1 represents a highly non-coherent or
region and 0 represents a non-oriented region. The non-coherence factor
Piessed by the following relation [43]:

sin(é?(uc,vc) —0(u,,v, )]
W xW

) is the center position of the block, (u;,v)) are the i and /™ positions of

g, cki within W<, and the angular bandwidth (#z) can be estimated by
= fquation [43]:

1
: -*‘:f. = Z(rt,f)ew

(3.44)
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By (u,,v,) =sin~ (NC(u,.v,))

(3.45)

3.2.3.2 Enhancement Filtering in DCT Domain

In the DCT domain, the filtering process is not simply the same as in the DFT domain
[43] which required only the multiplication of coefficients. The Gabor filter is modified in
order to cooperate with the DCT domain based on the Cartesian-form representation. The
enhancement filtering in the DCT domain can be divided into two arithmetic manipula-

tions, i.e. multiplication and convolution.
Filtering by Multiplication [43]: The enhancement filter can be expressed in terms of

the product of separable Gaussian functions what is similar to the frequency-domain fil-

tering technique [43]:
Fu(p.¢)=F(p.9)H (p)H ,(§) (3.46)
where F(p,¢) are DCT coefficients in polar-form representation, directly related to

DCT coefficients F(u,v) in rectangular-form representation. FyA{p,¢4) are DCT coefficients

of the filtering output. The H{(p) filter, which performs the ridge frequency filtering in

Gaussian shape, is given by [43]:

" (P-Pn)z
H (o0, 2)=¢ > | py =t + V2 . Puin < Py < Py (3.47)

- where M and o, are the center of the high-peak frequency group and the filtering

width parameter, respectively. The pmin and Omay parameters are minimum and maxi-
ut-off frequency constraints which suppress the effects of lower and higher fre-
es such as ink, sweat gland holes or scratches in the fingerprint. Z is a filtering

ization factor depending on the filtering energy result.
Ihe H¢) filter, which performs the ridge orientation filtering, is given by [43]

(¢=¢)°
T B cr'" h 2
Uolpopb)=fe = PHZ0n (49
otherwise

1
¢ is the peak orientation for the bandpass filter, oy is the directional band-
neter, and gy is the angular bandwidth, given by Eq. (3.45).

g by Convolution [43]: Since @ and 76 ridge orientation coefficients are pro-
¢ same DCT domain region, both directional coefficients still remain from
filtering. In order to truncate inappropriate directional coefficients, two di-
T filters are exploited by the convolution operation. The finally enhanced

=Hicients are given by [43]:

V)= F (u,v) * H, (u,v) (3.49)

U.v) are enhanced DCT coefficients in rectangular-form, Frfu.v) is the

_Qf enhanced DCT coefficients in rectangular—form converted from FyAp, )
1€ quadrant correction filter, Hy(u,v), is given by [43]:
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i u+v)?
cos[(u + v)rr} e_( 207
208 2% | E
H, (u,v) = 2 | 027, (3.50)
(=) —("2_'2’ otherwise
COSI:TJ e

where oy is the quadratic parameter and cos(n77/2) can attain only one of the three fol-
lowing values: -1, 0 or 1. Indeed, this convolution operation requires less computing be-
cause most of bandpass filtered coefficients are truncated to zero from the previous opera-
tion. In case of highly curved ridges, the transformed coefficients are projected into
widely curved sub-band of the DCT domain as shown in Fig. 3.27.

\ B R O R

0 ?L 6,
i e e
6
Spatial Domain DCT Domain

Fig. 3.27: Highly curved ridges in spatial and frequency (DCT) domain. The signal is localized in
4 widely curved sub-band which can be classified as either the principal region (R,) or the reflec-
tion region (R,) [43].

From Fig. 3.27, we can approximate the otientation range from &, to & by a non-
toherence factor from Eq. (3.39). The curved sub-band can be classified as one of two
ons, either the principal region (R;) or the reflection region (Ry). The principal region
contains only one diagonal component (45° or 135°) as mentioned before. The 45° or
* diagonal components correspond to the phase pattern of the oriented ridges in the
0f 0° to 90° or 90° to 180°, respectively. The reflection region Rj is composed of
®and 135° diagonal components from the reflection property of DCT coefficients.
€ convolution is applied only in the principal region.

then possible to compute a quality index of the fingerprint in the frequency do-
EL 2] which gives us the information about the fingerprint image quality.

Experimental Results

hapter contains the introduction of experimental results from the tested devices
tion kit Suprema SFM3000 EVK which was used for the image quality test-
d'f%velop1nent kit base board which can cooperate with other sensor units listed
Wing overview (Fig. 3.28). The evaluation kit including all four sensor units
ent by the company Digitus' and all components have been placed in the bio-
tatory at the Department of Intelligent Systems, FIT BUTZ,
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At the beginning of this chapter, there is a short description of used devices (Fig. 3.28
and Tab. 3.1) followed by the description of biometric samples collection (corpus collec-
tion, i.e. a database of fingerprints) and the achieved results are shown in the end.

Fig. 3.28: Suprema scanners (SFM3000, SFM3010, SFM3020, SFM3050).

| Tab. 3.1: Features of Suprema sensor units.
| Model / Features SFM3000 SFM3010 SFM3020 SFM3050

' Sensor FingerLoc AF-S2 | FingerChip by | not known TouchChip®
| by AuthenTec Atmel® TCS2 by UPEK
| Technology [Dra25] e-field thermal, sweep |  optical capacitive
~ Power supply 3.3V (DC) 3.3V (DC) 3.3V (DC) 3.3V (DO)
- Take-off current 100 — 300 mA 4.5 mA not known not known
Resolution [DPI] 250 500 500 500
Sensor size [mm| 13x13 11.6 x 0.4 16 x 19 10.4 x 14.4
Module size 55x40% 8 55x40 % 8 55 x40 % 8 55x40x 8
WxDxH] [mm]
mage size [pix.] 128 x 128 360 x 500 | 272 x 320 256 x 360

e results of fingerprint acquirement have been saved into a database of fingerprints.
tabase includes the fingerprints from 30 users; each person has provided the fin-
ts from both hands and all fingers except of little fingers (these are generally not
the access system — it often happens that these fingers are placed wrongly on the
{_-.‘,,laten due to their size; a small finger contains a smaller amount of significant
ion). Each user put all four fingers on both hands 5 times on each sensor. Thus

- provided 160 fingerprints which have been stored in the database. The size of

abase is 4,800 fingerprints (its volume is approximately 650 MB).

gerprint images have been visually checked one by one; the criterion for rejec-

-'."@‘.ﬁilgerprint area smaller than one half of the image (images containing fin-

Hree quarters of the area were preferred). The second factor for rejection was
|th smudged or blurred papillary lines (due to the high perspiration of hands).
Of rejected images for each sensor is shown in Tab. 3.7.

Mination of Contrast Ratios

EJson contrast (Eq. (3.6)) was used for the computation of contrast in the
metrlCS The values of local intensity differences have been computed
definition. A fter averaging them we obtained the global image contrast.

thh
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The local intensity differences were determined on specific parts (regions) of the im-
age in a predefined range. What concerns various input sizes, it has been decided to de-
termine the local differences in corresponding sizes of partial regions; their size was set in
accordance to the size of the whole image. The exact values are shown in the Tab. 3.2.

Tab. 3.2: Region sizes [Dral6].
utput re
128 x 128
360 x 500
272 % 320
256 x 360

| Region

Generally, it is very difficult to determine the exact contrast values which should be
contained in the images. It depends strongly on the quality of the recognition algorithm,
‘which should be able to recognize the images correctly with low contrast ratios. Thus the
more contrast the sensor provides, the better is the separation of papillary lines from
background and therefore the higher quality is achieved at the input of the recognition
algorithm. The maximal value for the contrast is 1.0. The more these sensors can ap-
proach this value, the better image output is achieved. The fingerprint quality is closely
related to this metric. The bigger finger area is scanned, the higher contrast is reached and
herefore the image quality is also better.

- The measured values are shown in Tab. 3.3. The enclosed image examples contribute
) the visualization of this concept. These images correspond to the individual values for
ich sensor. The distribution of global contrast ratios for all sensors is shown in Fig. 3.29.

- Tab. 3.3: Contrast ratios for all sensors (maximal, minimal and average) [Dral6].

rast | A con

0.88245

31206
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[ SEM3020_ 0.50792

0.80456

SFM300(0 === SFM3010 - - - - - SFM3020 - - - - -

196 261 326 391 456 521 586 651 716 781 846 911 976 1041 1106 1171
Sequence number of the fingerprint

Fig. 3.29: Michelson contrast ratios for all sensors [Dral 6][Dra09].

¥lean Value of Grayscale Levels

_'t_hod expresses the ability of the sensor to distinguish background and papil-
H1om each other. Two clearly recognizable peaks can be found normally in the
O8ram, which represent the background and papillary lines.

hs presenting the complete deviation values in all measured samples are
; 3_-,30 through 3.33 (the blue color corresponds to the mean value of gray
ach image from respective sensor; the violet color corresponds to the average
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. 3.30: The mean value of grayscale values for the sensor Suprema SFM3000 (average = 43)

120

80 4
60

40

[Dral6][Dra09].

1 47 93

139 185 231 277 323 369 415

461 507 553 599 645 691 737 783 829 B75 921 967 1013 1059 1105 1151 1197

Sequence number of the fingerprint

.3.31: The mean value of grayscale values for the sensor Suprema SFM3010 (average = 40)

120

[Dral6][Dra09].

Sequence number of the fingerprint

:3.32: The mean value of grayscale values for the sensor Suprema SFM3020 (average = 28)

[Dral6][Dra09].

4 83 13g g5

231 277 323 369 415 461 507 553 509 646 691 737 783 829 875 921 987 1013 1059 1105 1151 1197

o

m

Sequence number of the fingerprint

The mean value of grayscale values for the sensor Suprema SFM3050 (average = 21)

[Dral6][Dra09].
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The real evaluation rank of each sensor may not be clearly visible from the above re-

sults. Although some sensors have shown great deviations and therefore would not pass
through the tolerance limit of 20% (see chapter 3.1.2.3), their histograms show insuffi-
cient resolution. The results come out from a precise histogram analysis where the
method does not offer suitable resolution in sparse histograms. These histograms have
strong non-uniform distribution but both peaks which determine papillary lines and back-
ground are nevertheless visible, whereas other smaller peaks are nearly insignificant. It is
therefore very important to interpret the histograms correctly. The fully relevant results
have been achieved only with the sensor SFM3050 which provides the outputs with a
fully valuable histogram.

I“Te_tb. 3.4: Maximal, minimal and average deviation values for mean values of grayscales [Dral6].

fiA !Uoﬂ -

100.0

user 03, right hand, ring finger, image 02

user 15, left hand, thumb, image 04

user 02, left hand, thumb, image 04

user 01, right hand, index finger, image 01

user 12, left hand, thumb, image 02
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Avg | 39.8 user 01, left hand, middle finger, image 05

user 01, right hand, thumb, image 01

user 02, left hand, middle finger, image 02

user 18, left hand, middle finger, image 01

user 28, right hand, index finger, image 01

user 03, right hand, index finger, image 02
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Avg | 20.6 user 02, right hand, index finger, image 03

Fig. 3.34: Histogram of the sensor SFM3050 (only a half of the x-axis is used)
[Dral6][Dra09].

s the expected curve but when subjected to a detailed analysis, it can be seen that
second value is zero. The effectiveness of the sensor is evidently not influenced by
act, but the question is why the sensor performs such a strict filtering.

lhe delta point is often missing here). The term “RIP Count” will not be considered
ned in chapter 3.1.3 but the definition for calculation of the amount of papillary
0 horizontal and vertical directions will be exploited. In general, it can be stated that
the density of papillary lines in the image is, the more accurate is the process of
On — this reflects the relationship to the amount of information in the image (see
-3). The density depends directly on the scanning area of the sensor.

emal values may not correspond to the real state. Due to a lower quality of
ages, it was not possible to exploit the fully automatic detection of papillary
Problems described in chapter 3.1.3. It is necessary to say that the application
'€ filter would improve this situation but this exceeds the scope and purpose of
! addition, the application of such filter would distort the information about real
es supplied by the sensor. The measured values of the number of papillary
Ontal and vertical directions are summarized in the Tab. 3.5.
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Tab. 3.5: Average, maximal and minimal numbers of papillary lines [Dral6][Dra09].

' _ SEM3000 | SFM3010 | S 20 | SFM3050
| 6.00 6.00 9.00
12.86 19.30 19.93
| 23.00 27.00 30.00
5.00 3.00 11.00
13.26 33.18 22.79
24.00 51.00 31.00

Tab. 3.6 depicts specific fingerprints corresponding to the minimal, average and
maximal numbers of papillary lines from Tab. 3.5.

- Tab. 3.6: Specific fingerprints corresponding to the significant numbers of papillary lines [Dral6].

tINgerprint Images
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Amount of papillary lines
&
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1 40 79 118 157 196 235 274 313 352 381 430 489 508 547 586 625 Ge4 703 742 781 820 B59 898 937 476 1015105410311!21171

Sequence number of the fingerprint

Fig. 3.35: Numbers of papillary lines for the sensor SFM3000 [Dra]6][Dra09].

Sequence number of the finge rprint

Fig. 3.36: Numbers of papillary lines for the sensor SFM3010 [Dral6][Dra09].

Sequence number of the fingerprint

Fi.
118.3.37. Numbers of papillary lines for the sensor SFM3020 [Dral6][Dra09].
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1 40 79 118 157 196 235 274 313 352 301 430 469 508 547 586 625 664 703 742 781 820 859 898 037 978 10151054 1083 1132 1171
Sequence number of the fingerprint

Fig. 3.38: Numbers of papillary lines for the sensor SFM3050 [Dral6][Dra09].

The determination of one concrete value of the number of papillary lines in the de-
fined direction is very specific and this value is sometimes impossible to determine.
However, it is possible to compute a long-term average for each sensor. If the actual value
from the presented finger differs from such average, it could mean that the provided fin-
gerprint does not have a sufficient quality and therefore a new fingerprint should be ac-
quired once again (see Fig. 3.35 to Fig. 3.38).

33.4 FTA Rate

The satisfaction of users is closely associated with the FTA rate, but it depends also
on the algorithms for fingerprint processing which follow after the phase of acquirement.

- The users, who participated on the creation of the database of fingerprints, recorded
the events when the sensor had not responded to scanning and/or had not acquired any
e or the image had not contained a fingerprint although the user applied a finger on
canning area of the sensor. Some of these users recorded strongly biased or damaged
gerprints without feeling any responsibility for such results. All these results have been
ttogether in Tab. 3.7.

Tab. 3.7: The FTA rates and ra09].
| ."J—F,_;' ‘t,e T T A 10/1 "

est results have been achieved with the sensor SFM3020, the second best was
the third SFM3000 and the worst was SEFM3010.

Compatibility

‘}Tbn to the comparison of quality of the outputs from individual sensors, the in-
ility of fingerprint templates among individual sensors was tested. The base sta-
U0 EVK, which processed and analyzed the fingerprints, was the same for all
scanners, i.e. the structure of the template was in any case the same. The only

hich could have been changed were the resolution of the sensor and the way
1 (contrast, etc.) of the fingerprint.

0]
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The information about the internal structure of the template has not been made avail-
able to us. Therefore, this test was done only on the experimental level, i.e. the user was
registered by one sensor and respective template was transferred to other three sensors.

The test was realized only with three samples — it was sufficient with regard to the re-
sult which has been achieved. The following procedure was applied in the test: the enrol-
ment of all relevant fingerprints on one concrete sensor was done first of all; further the
scanner module was replaced by another scanner module one by one and it was tested
whether the relevant information from the enrolled fingerprint (stored in the template)
enables a successful authentication on a specific replaced scanner module currently in
use. This procedure was performed for all combinations of sensors and tested users. The
results are summarized in Tab. 3.8. The letters have no quality-related meaning; they
serve only as a connection to the legend.

Briefly summarized, it was not possible, with a single exception, to make a successful
verification on another sensor. This single exception was the combination of sensors
SEM3050 (enrolment) and SFM3020 (authentication). With approximately 50% probabil-
ity, it was finally possible to verify certain samples but only after a maximum effort and
multiple repetitions. The conclusion is that the modules do not provide sufficiently reli-
able compatibility required for the replaceability (interoperability) of individual sensors.

Small remark at the end — nearly all sensors had problems with biased (slightly dis-
torted) images. The deformations emerge after the application of finger on the scanner
area and subsequent small movement, what is a quite frequent phenomenon. A very small

novement resulted already in so big fingerprint deformation that the sensors were not
ble to process the fingerprint.

Tab. 3.8: Evaluation of the interoperability of the sensors [Dra09].

Verification (authentic

ation

IS  SFM S )20
A
Enrolment == A -]; -
. T — G 5
Legend:

> Quick and comfortable enrolment and verification, perfect hit rate
More demanding enrolment for the user; possible rotations +90°; verification
1cally without problem
Fingers had to be placed in the same position and direction
ijfthe finger is placed in an ideal position and the fingerprint has a good quality
KS; possible rotations +50°

>

-
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4. Liveness Detection

The biometric systems using fingerprint recognition technologies have been intro-
duced in the previous two chapters. The functionality of such systems is influenced not
only by the used technology, but also by the surrounding environment (including skin
diseases). Biased or damaged biometric samples (fingerprint images in our case) could be
rejected after revealing their poor quality, or may be enhanced, what leads to the situation
that samples, which would be normally rejected, are accepted after the enhancement proc-
ess. But this process could present also a risk, because the poor quality of a sample could
be caused not only by the sensor technology or the environment, but also by using an arti-
' ficial biometric attribute (imitation of a finger(print)). Such risk is not limited just to the
deceptional technique (see chapter 4.1), but if we are not able to recognize whether an
acquired biometric sample originates from a genuine living user or an impostor, we would
then scan an artificial fake and try to enhance its quality using an enhancement algorithm.
After a successful completion of such enhancement, such fake fingerprint would be com-
pared with a template and if a match is found, the user is accepted, notwithstanding the
fact that he can be an impostor! Therefore the need of careful liveness detection, i.e. the
gnition whether an acquired biometric sample comes from a genuine living user or
is crucial.

This chapter is organized in a logical manner. First, the basic risks related to a bio-
netric system and reasons for the liveness testing necessity are discussed. Then the basic
nation on certain measurable human body attributes, suitable for liveness detection,
oduced, together with concrete liveness detection methods applicable for fingerprint
tion systems. At the end, some experimental results achieved in our biometric
Joratory are presented.

Basic Risks and Need for Liveness Testing

0 satisfy identification or verification tasks, biometric systems have to withstand
IS types of attacks. Nevertheless, the convenience and speed are often preferred to
[48]. However, it is reasonable to seek a compromise between acceptable
ecurity and convenience.

——
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Each component of a biometric system presents a potentially vulnerable part of such
system. The typical ways of deceiving a biometric system are as follows (Fig. 4.1)
[20][36][3][21]:

1. Placing fake biometrics on the sensor. A real biometric representation is placed
on the device with the aim to achieve the authentication, but if such representa-
tion has been obtained in an unauthorized manner, such as making a fake gummy
finger, an iris printout or a face mask, then it is considered as a deceiving activ-
ity.

2. Resubmitting previously stored digitized biometric signals (replay attack). A
digitized biometric signal, which has been previously enrolled and stored in the
database, is replayed to the system, thus circumventing the acquisition device.

3. Overriding the feature extraction process. A pre-selected template is produced in
the feature extraction module using a Trojan horse.

4. Tampering with the biomelric feature representation. During the transmission
between the feature extraction and matching modules, a fraudulent feature set
replaces the template acquired and processed by the device.

5. Attacking the enrollment center. The enrollment module is also vulnerable to
spoof attacks such as those described in the previous points 1 to 4.

6. Attacking the channel between the enrollment center and the database. During
the transmission, a fraudulent template replaces the template produced during the
enrollment.

Tampering with stored templates. A template, previously stored in the database
(distributed or not), can be modified and used afterward as corrupted template.

Corrupting the matcher. A pre-selected score is produced in the matching extrac-
tion module using a Trojan horse.

9. Attacking the channel between the stored templates and the matcher. During the
transmission between the database and the matching module, a fraudulent tem-
plate replaces the template previously stored.

0. Overriding the final decision. The result of the decision module can be modified
and then used for the replacement of the output obtained previously.

- Attacking the application. The software application can also be a point of attack
and all possible security systems should be used to reduce the vulnerability at
this level.

M the above list of possible attacks we can deduce that most security risks or
quite common and could be therefore resolved by traditional cryptographic
Shcryption, digital signatures, PKI (Public Key Infrastructure) authentication of

tting devices, access control, hash functions, etc.) or by having vulnerable parts
location, in tamper-resistant enclosure or under constant human supervision

dlegitimate user has already registered his finger in a fingerprint system, there
Ways how to deceive the system. In order to deceive the fingerprint sys-
=t may put the following objects on the fingerprint scanner [64][3][79]:
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L o Registered (enrolled) finger. The highest risk is that a legitimate user is forced.
e.g. by an armed criminal, to put his/her live finger on the scanner under duress.
Another risk is that a legitimate user is compelled to fall asleep with a sleeping
drug in order to make free use of his/her live finger. There are some deterrent
techniques against similar crimes, e.g. to combine the standard fingerprint authen-
tication with another method such as a synchronized use of PINs or identification
cards; this can be helpful to deter such crimes.

o Unregistered finger (an impostor’s finger). An attack against authentication sys-
tems by an impostor with his/her own biometrics is referred to as a non-effort for-
gery. Commonly, the accuracy of authentication of fingerprint systems is evalu-
ated by the false rejection rate (FRR) and false acceptance rate (FAR) as men-
tioned in the previous chapters. FAR is an important indicator for the security
against such method (because a not enrolled finger is used for authentication).
Moreover, fingerprints are usually categorized into specific classes [14]. If an at-
tacker knows what class the enrolled finger is, then a not enrolled finger with the
same class (i.e. similar pattern) can be used for the authentication at the scanner.
In this case, however, the probability of acceptance may be different when com-
pared with the ordinary FAR.

o Severed fingertip of enrolled finger. A horrible attack may be performed with the
finger severed from the hand of a legitimate user. Even if it is the finger severed
from the user’s half-decomposed corpse, the attacker may use, for criminal pur-
poses, a scientific crime detection technique to clarify (and/or enhance) its finger-
print.

¢ Genetic clone of enrolled finger. In general, it can be stated that identical twins do
not have the same fingerprint, and the same would be true for clones [64]. The
reason is that fingerprints are not entirely determined genetically but rather by the
pattern of nerve growth in the skin. As a result, such pattern is not exactly the
same even for identical twins. However, it can be also stated that fingerprints are
different in identical twins, but only slightly different. If the genetic clone’s fin-
Berprint is similar to the enrolled finger, an attacker may try to deceive fingerprint
Systems by using it.

ificial clone of enrolled finger. More likely attacks against fingerprint systems
“use an artificial finger. An artificial finger can be produced from a printed
Iprint made by a copy machine or a DTP technique in the same way as forged
uments. If an attacker can make then a mold of the enrolled finger by directly

ling it, he can finally also make an artificial finger from a suitable material.
4y also make a mold of the enrolled finger by making a 3D model based on
idual fingerprint. However, if an attacker can make an artificial finger which
Cive a fingerprint system, one of the countermeasures against such attack is
5ly based on the detection of liveness.

- In some fingerprint systems, an error in authentication may be caused by

‘hoise or flashing a light against the fingerprint scanner, or by heating up,
4own, humidifying, impacting on, or vibrating the scanner outside its en-
t?li tglerances. Some attackers may use such error to deceive the system.
_.O,d 1 well known as a “fault based attack” (e.g. denial of service), and

'5'*'_ tion 38
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may be carried out by using one of the above mentioned techniques. Furthermore,
a fingerprint image may be made protruding as an embossment on the scanner sur-
face, if we spray some special material on such surface.

" Many similar attacks are documented in the literature, including all the above men-
tioned types. In this chapter, however, we will focus only on finger(print) fakes. One ex-
ample of the attack on fingerprint technology has been presented in [57]. Hackers in the
club-magazine “Die Datenschleuder” (4,000 copies in one edition) have printed a finger-
print of the thumb from the right hand of the German minister of the interior — Dr. Wolf-
gang Schéuble, and invited readers to make a fake finger(print) of the minister and to try
to pretend that their identity is those of the minister. This could be considered as a bad
joke, as a fingerprint also serves as a conclusive proof of a person’s identity. A hacker has
acquired this fingerprint from a glass after some podium discussion. Nevertheless, bio-
metric travel documents (issued in Germany starting from 2007, to be issued in the Czech
Republic from 2009), enforced not only by Dr. Schiuble, should be protected just against
- this situation. The implementation of fingerprints into the travel documents was pre-
seribed by a direction of the European Union in 2004.

It is clear from [64] that the production of a fake finger(print) is very simple (see
chapter 4.3.1). Our own experiments have shown that to acquire some images (e.g. from
glass, CD, film or even paper) is not very difficult and, in addition, such image could be
nced and post-processed, what leads to a high-quality fingerprint. The following pro-

on process of a fake finger(print) is simple and can be accomplished in several hours.
ter that, it is possible to claim the identity as an impostor user and common (nearly all)
gerprint recognition systems confirm this false identity supported by such fake finger.

Therefore, the application of liveness detection methods is a very important task, and
fould be implemented (not only) in all systems with higher security requirements, such
s border passport control systems, bank systems, etc. The biometric systems without the
¥eness detection could be fooled very easily and the consequences might be fatal.

Lhe security of a biometric system should never be based on the fact that biometric
ements are secret, because biometric data can be easily disclosed. Unlike typical
phic measures where a standard challenge-response protocol can be used, the
f a biometric system relies on the difficulty of replicating biometric samples
S quality known as the /iveness ensures that the measured characteristics come
human being and are captured at the time of verification. We should realize
ting of liveness is worthless unless the capture device and communication
secure. Due to the fact that a biometric system uses physiological or behavioral
nformation, it is impossible to prove formally that a capture device provides
€ measurements. Consequently, it cannot be proven that a biometric system as
I-proof [48]. Each solution of this problem has its own advantages and dis-
1L is more suitable for a certain particular type of the biometric system and
‘rhan for other. Some solutions are software-based; other require a hardware
£thods which combine both approaches can also be used.

‘tibility to Fakes

ake Samples™ (e.g. fake finger(print)) [48][64] may be widely used with
- :Illetr-lc samples which are used to deceive biometric systems. However,
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the term “artificial samples” (e.g. artificial fingerprint) [48][64] (Fig. 4.2) corresponds to
biometric samples which are entirely artificially produced. Mathematically, “artificial
ples” represent a subset of “fake samples™, because the set “fake samples™ may also
include modifications of live samples [48][64], e.g. “artificial samples™ are fingerprints
oroduced from a mold, but the set “fake samples”, contains also injured or otherwise
modified live fingers and biometric samples. In addition, the term “/ive samples” [48][64]
notes biometric samples which represent a part of living bodies and the term “spoofing”
8][64] denotes the process of defeating a biometric system through the introduction of
ce samples.

In the case of either an incorrect liveness testing implementation or a vital quality ab-
at all, there are two basic risks [48][36]: attacks in the enrollment phase and attacks
e verification phase.

The traditional authentication used during the enrollment process should be stronger

all subsequent verifications, because each of the subsequent verifications depends
the strength of authentication and the quality of biometric samples acquired during
liment. However, in many biometric implementations the enrollment process may
e a weak link.

since the enrollment process associates the user’s identity with captured biometric
adversaries can use two general ways to exploit or misuse the enrollment proc-
terwards to defeat a biometric system using the following methods [48]:

come the former problem, a high level of assurance in the initial authentica-
SS must be guaranteed. Most biometric systems employ a trained enrollment
ator to guard verification of the user’s identity based on exogenous identifiers
Ver, the trained personnel may also be corrupt. In such cases or when a bio-
m relies on self-enrollment, a liveness testing should be implemented. It
aintained that the strength of initial verification is always higher than the
ubsequent verification, or otherwise adversaries can establish a false relation-
Veen the user identity and biometric samples. As a result, they can use the bio-
SIeM as an entrance for dishonest purposes without any problem.

Ough the initial verification process was honestly performed, there still re-
stificant risk which could be employed by the attacker. This is a type of risk,

erated master template would not exactly represent the subject. The master

| %]
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aplate, this way affected, may be too “quiet” or too “noisy”. Both of which would al-
an adversary to pose an “evil rwin” [48] of the individual with the poor template. For
ple, a “quiet” master template would be created if there were poor lighting condi-
during enrollment in the case of a facial recognition system. If a biometric system
allowed to create such master template then an adversary could darken the lighting
ons (e.g. switch off the lamp) during verification to easily impersonate the enrol-
_The “noisy” template is similar to the above mentioned, i.e. significant movement of

ubject during enrollment could allow someone to pose as an “evil twin” by moving
y during verification. In these cases, the template matching algorithm might ac-

rt'wo blurred samples as a match.
Poor templates are closely related with the FTE (Failure To Enroll) category, where
ser’s injury or disability prevents the generation of normal master templates. Also
nment modifications (e.g. heat, weather, humidity etc.) during enrollment could
a random element into templates that adversaries could exploit later. A principal
on against the threats or risks discussed is a suitable quality control during the initial
s of biometric sample acquisition (chapter 3.2). If the quality is insufficient, the
re device must repeat the capture of respective biometric sample. If it is possible, the
environmental conditions and also the same type of capture device should be guar-
to minimize differences between enrollment phase and subsequent verifications.
rtheless, from our point of view the liveness testing could also pose a partial solu-
en e.g. during verification an impostor moves his finger to present a blurred fin-
and to impersonate the enrollee, but the liveness detection module could not
¢ pulse and therefore, a biometric system determines the finger as an artificial one
ransmits a negative decision.
nplications of this demonstrable susceptibility to spoofing — defeating a biomet-
through fake biometric samples (e.g. Fig. 4.3) — include the following [28]:
Fake finger attacks may be mounted against existing enrollments in order to gain
access to a protected facility, computer, or other resource.
‘ H fake finger may be used for authentication at a given computer or border cross-
1ng in order to fraudulently associate an audit trial with an unwitting individual.
A fake finger may be used to enroll in a biometric system and then be shared
dacross multiple individuals, thereby undermining the entire system.
individual may repudiate transactions associated with his account or enroll-
ment — claiming instead that they are the result of attacks — due to the inability of
the biometric system to ensure liveness.
¥en biometrics® widespread acceptance [28] as a solution for a range of public and
Ctor applications such as civil identification, network security, border control,
"Of_ sale authentication, the question of liveness detection in leading biometric
S must be addressed.
ept of liveness detection can be framed by considering the detection of live-
the detection of non-liveness [28]. Biometric systems are comprised of acqui-
IS and processing elements. Acquisition elements record, image, or other-

Taw data: fingerprints, facial images, photographs, etc. Processing elements
™ 1w data for distinctive or identifiable characteristics. The liveness detection
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may take place at the acquisition stage, such that non-live data are not acquired, or at the
processing stage, such that non-live data are not processed. If one places an eraser on an
optical fingerprint sensor, an image appears but no feature extraction takes place: the de-
tection is at the processing stage. In most silicon systems, the same eraser would not pro-
duce an image, such that detection would take place at the acquisition stage.

Fig.4.3: Examples of fake fingers produced by the company Vernet® (however papillary lines are
E missing here — nevertheless these could be “added™).

1.2 Attacks During Verification/Identification and Human Monitoring

Let us assume that the enrollment process was properly performed and the user has

tered his biometric sample, without which it is pointless to assure the system in the
fication/identification phase. In general, three basic attacks are feasible whenever the
eness detection is not well implemented [48][36]:

® Presenting artificial samples of the registered user is the most common and
most important threat or risk in this category because of the relative easy ef-
fort and variety of ways in which such an attack could be realized. Artificial
samples could be produced in many ways from many materials, what poses a
problem for detection countermeasures. Dishonest acts with artificial samples
could be divided into two classes: artificial samples produced with the assis-
tance of the registered user and artificial samples produced without his assis-
tance. The former class mostly provides better quality than the artificial sam-
ples from the latter class, but the latter ones are still able to defeat biometric
Systems.

* A latent sample reactivation risk relates to touch fingerprint systems. The
Tarely used sweep sensors do not have to address this problem, because the
method for imaging includes a self-cleaning function during each capture. In
addition to the Iiveness detection, touch fingerprint systems should include a
Cleaning mechanism after each imaging. Some vendors protect their devices
(eg Siemens ID Mouse Professional version 4) by implementing latent print
Ieactivation (LPR) algorithms, which are designed to reject any print that is

ntical to the earlier authenticated one. But depending upon the technology
hay be relatively easy for an attacker to insert a small amount of noise to
LPR algorithms but still close enough for acceptance. It is worth noting
biometric system should reveal under no circumstances the information
= ascore or threshold) to the user that could be useful for attackers. Addi-
“onally. before initiating another transaction, a biometric system should clear
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all biometric data from the memory, to ensure its security in a case when the
attacker gains control of the system.

e Last but not least, a severed sample fiom the registered user could be pre-
sented. This attack consists of severing the user’s biometric samples from the
registered user or his cadaver. In some cases the user’s half-decomposed
corpse may be used for such purposes.

To overcome the above mentioned threats or risks, the liveness detection should be
implemented. In an environment where a higher level of security is required, a biometric
system should be a part of two- or three-factor authentication solution. There are other
attacks at the sensor level but they are possible whether or not liveness quality is imple-
mented.

L3 Dilemma of Liveness Detection

A biometric system may solve the liveness problem either as liveness detection,
the system checks that one or more qualities of a biometric sample are coincident
1€ qualities related to live biometric samples, or as a non-liveness detection, where

S is similar but the qualities related to non-live biometric samples are checked

Veness testing may take place at the acquisition stage, when non-live data are
fquired, or at the processing stage, when non-live data are not processed. For exam-
> case of a fingerprint system with pulse checking, the entire artificial finger
€ acquired, so the detection is at the acquisition stage. On the other hand,
e fingerprint system with perspiration checking, fingerprint images have to be
IMine perspiration, so the detection takes place at the processing stage.

Very important feature for the security and proper working of a biometric
O assure that the capture of the biometric sample and measurement of liveness
Same point in space and time [48]. Otherwise, an attacker may present his
CS {0 pass the liveness testing and then he may deceive the verification proc-

€. Last but not least, user acceptance, ease of use and other characteristics
efore taking a decision about liveness testing.
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Unlike regular cryptographic systems, where algorithms and methods of operation are
well known and security is based only on the key protection, biometric systems are
mostly presented and treated as black boxes. Such an industry’s closed approach known
as security by obscurity [48] has been discussed and two different opinions by different
groups are maintained. Manufacturers and vendors claim that regardless of the liveness
testing methods used, if the algorithm is known, an attacker may exploit the information
to thwart it. But it is well known that the secrecy of methods at best increases the time
taken for the completion of an attack, because the reverse engineering may be involved.
On the other hand, mostly security and cryptography experts have long called to break
through the manufacturers’ unwillingness and to open critical functions and methods for
inspections, analysis, criticism, and improvement. Today, nearly all liveness testing algo-
rithms are at some point reliant on one or more secrets, which pose a risk in a case of dis-
closure and are rightly considered as a nearly non-existent capability. Manufacturers and
vendors have to realize that any liveness detection methods can be defeated, and the only
way to build stronger methods is to open such methods to third-party inspections.

The liveness detection relates to another problem which can be called unrealistic per-
rmance claims [48]. Such a problem poses the overstated and sometimes misleading
formation not only about the liveness testing quality. The biometric industry should
 towards rigorous implementation standards and realistic independent inspections to
pvercome the problems mentioned above.

$2 Liveness Testing in the Fingerprint Recognition Technology

Securing automated and unsupervised fingerprint recognition systems used for the
control is one of the most critical and most challenging tasks in real world scenar-
Basic threats for a fingerprint recognition system are repudiation, coercion, contami-
and circumvention [Dral7][Dral3]. A variety of methods can be used to get an
orized access to a system based on the automated fingerprint recognition. If we
attacks on the algorithm, data transport and hardware (all these attacks demand
knowledge), one of the simplest possibilities is to produce an artificial fingerprint
silicon, gummy and plastic material or similar substances [64][93]. The finger-
a person enrolled in a database is easy to acquire, even without the user’s coop-
tent fingerprints on daily-use products or on sensors of the access control sys-
may be used as templates.

liScourage potential attackers from presenting a fake finger (i.e. an imitation of
mp and the papillary lines) or, even worse, to hurt a person to gain access, the
st be augmented by a liveness detection component [Dral7][Dral3]. To pre-
acceptance we have to recognize if the finger on the plate of the fingerprint
0 referred to as fingerprint scanner) is alive or not.

section a description of different liveness detection methods is presented and
ated to the fingerprint recognition system. Speaking in terms of the liveness
_ has to overcome the fact that the outmost layer of the human skin (epidermis)
* dtad material [48] and therefore it has to focus on other characteristics of the

S Detection
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\ 4.2.1 Perspiration

} A non-invasive biomedical measurement for determination of the liveness for use in
fingerprint scanners was developed by the Biomedical Signal Analysis Laboratory at
Clarkson University/West Virginia Univelrsi‘[y3 [88]. This software-based method proc-
esses the information already acquired by a capture device and the principle of this tech-
nique is the detection of perspiration as an indication of liveness (see Fig. 4.4).

It is worth noting that the outmost layer of the human skin houses around 600 sweat
glands per square inch [88]. These sweat glands diffuse the sweat (a dilute sodium chlo-
ride solution) on to the surface of the skin through pores. The position of skin pores does
not change over time and their pore-to-pore distance is approximately 0.5 mm over fin-
gertips.

1,

¥ 1{'/
7
?f

7
y ‘;'jl—." L\
d 7 1 i‘-\& \

Vo il
£
§
s

-'“\\' \\"N

Time
Fig. 4.4: Example of live fingerprint images acquired some time apart [Dra04][88].

- The perspiration method is based on a high difference in the dielectric constant and
ical conductivity between the drier lipids that constitute the outer layer of the skin
ind the moister sweaty areas near the perspiring pores. The dielectric constant of sweat is
ound 30 times higher than the lipid, so the electrical model of the skin thanks to perspi-
10n can be created.
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‘3"‘f.0'p pair shows captures of an artificial finger acquired 0 and 5 second apart and the
bottom pair shows the same for a cadaver finger [48].
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due to perspiration. The algorithm works with two consecutive fingerprint images cap-
tured in 5 seconds (Fig. 4.6). The first one typically looks “patchy”, because perspiration
in the live finger starts from the pores, either completely covering them or leaving the
pore as a dry dot in the center of the sweating source. The second image is more affected
by perspiration, because during that time sweat diffuses along the ridges, making the
semi-dry regions moister and darker in the image. In Fig. 4.5 we can see that in a cadaver
or artificial images such a perspiration process does not occur and therefore scans with
~ the same 5 seconds time separation are nearly identical.
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Fig. 4.6: Live fingerprint signals (bottom), where the solid line shows initial reading and the
dashed line shows the reading after five seconds [48].

The algorithm develops one static measure and four dynamic measures [48][88]. First
ge Fourier transform of the first image’s signal is computed to quantify the en-
static measure. The following step is the computation of four dynamic measures.
measures also use the variation of minimums. For live fingerprint signals, the
15 are fairly constant, but the minimums are higher in the second capture as
ed with the first. The final classification can be based on each of the individual
ut in such a case the algorithm reaches higher equal error rates of the liveness
tionality. However, a much better classification can be made, when the deci-
ed on a combination of all the above mentioned measures. In that event a Back-
@nhlfeural (BPN) network with one static measure and four dynamic measures
ilized.

in advantage of this non-invasive and perspiration-phenomenon—based ap-
S purely software implementation. Due to the small size and reasonable price
€ sensors they are popular and widely used in portable devices (i.e. mobile
91-" ?Ild hand-held computers, etc.). In devices of this type the perspiration
0d, without any additional hardware, could be implemented.

L hand, many questions must be addressed and improvements [48] made
L the perspiration liveness method into practice. Further, the research into
disorders (finger too moist or too dry) and other abnormal skin conditions

i lection
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must be performed. Furthermore, testing against fake samples which try to imitate a real-
perspiration phenomenon should be performed. Another subject designed for further in-
vestigation and improvements is the algorithm’s speed. Is it necessary to put a five second
gap between two acquisitions or could the algorithm use more than two captures? The
compromise between precision and speed of the perspiration liveness method will need to
be addressed.

The sweat creation and ascent from sweat pores during the scanning with 4x zoom
factor could be seen in Fig. 4.7.

Time-

Fig. 4.7: Ascent of sweat from sweat pores on a fingertip (4x zoomed).

422 Spectroscopic Characteristics

The technology discussed in this section was developed by the Lumidigm® company
83|[48] from Albuquerque and is based on the optical properties of human skin. This
are method may be regarded not only as a liveness detection mechanism but also as
ividual biometric system with an inherent liveness capability.

s Fig. 2.2 shows, the human skin consists of multiple layers and contains mixtures
icals and structures such as sweat glands, hair follicles and others. These charac-
vary in many ways (i.e. pigmentation, thickness of the layers, density of collagen,
/ beds etc.) for each person’s skin when compared to any other’s skin and addi-
these spectral characteristics are also capable of distinguishing live human skin
I “spoof” materials or dismembered human skin. This means that they may be
iometric and liveness detection purposes [48].

. human skin has certain unique optical characteristics due to its chemical com-
which predominately affects optical absorbance properties, as well as its multi-
Cture, which has a significant effect on the resulting scattering properties
collecting images generated from different illumination wavelengths passed
- different subsurface skin features may be measured and used to ensure that
18 living human skin. When such a multispectral sensor is combined with a
fingerprint reader, the resulting sensing system can provide a high level of
the fingerprint originates from a living finger.

‘ ple O_f this technique lies in passing light of different wavelengths through a
Ie,asunng the light returned, which is affected by the structural and chemical

—
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properties of the sample. Different wavelengths have to be used to measure the sample
satisfactorily, because diverse wavelengths penetrate to different depths into the sample
and are differently absorbed and scattered [48]. For example, when we put a flashlight
against the tip of a finger only the red wavelengths can be seen on the opposite side of the
finger. This is because shorter (mostly blue) wavelengths are absorbed and scattered
quickly in the tissue, unlike longer (red and very near infrared) ones, which penetrate
deep into the tissue. The measurements can be transformed into a graph (Fig. 4.8) that
shows the change in all measured wavelengths after interacting with a sample and is
known as a spectrum. Next, the proper analysis of tissue spectra, based on multivariate
~ mathematical methods has to be done to provide correct results.
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.8: Spectrographic properties of different components of living tissue (suitable for detection
of spoofing attacks on iris recognition) [94].

Figure 4.9 shows the layout of an optical fingerprint sensor that combines a conven-
frustrated total internal reflection (FTIR) fingerprint reader with a multispectral
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Fig. 4.9: FTIR and multispectral imager [82].

the optical resolution requirements for this application of a multispectral
atively modest [83]. Because of the highly scattering nature of skin, the
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multispectral imager needs not have a greater resolution than that used for the conven-
tional fingerprint image, typically 250-1,000 pixels per inch. Assuming a nominal one
inch sensing surface, a readily available VGA (Video Graphics Array; 640x480) or 1.3
megapixels array provides the adequate resolution for most applications.

The key components of a multispectral imager [82][83] suitable for imaging fingers
are shown in Fig. 4.10. The light sources are LEDs of various wavelengths spanning the
visible and short-wave infrared region. Crossed linear polarizers may be included in the
system to reduce the contribution of light that undergoes a simple specular reflection to
the image, such as light that is reflected from the surface of the skin. The crossed polariz-
ensure that the majority of light seen by the imaging array has passed through a por-
of skin and undergone a sufficient number of scattering events to have randomized
the polarization. The imaging array is a common silicon CMOS or CCD detector.

Platen

L

Polarized Light (90°)
N ®a, Linear

| \ s
{ = | Polarizer (0°) %\ﬁ%
. r (0‘}

L
i 7 A
¥ Unpolarized
Light Source

Fig. 4.10: Multispectral imager (MSI); re-drawn from [82].

can be seen, both sensors (Fig. 4.9 and Fig. 4.10) can view a finger placed on
surface without interfering with each other. The multispectral imager can thus
significant new biometric information without requiring any different or addi-
ctions on the part of the user. An example of a conventional fingerprint image and
tral image of the same finger is illustrated in Fig. 4.11a, whereas the real mul-
dl image data are shown in Fig. 4.11b.

ase, the skin of the subject’s finger is relatively dry, causing a noticeable de-
0 the contrast and continuity of the lines in the conventional fingerprint im-
ast, the multispectral pseudo-color image shows spectral and spatial features
efined and consistent with a living finger. In addition, the fingerprint image
ble in the multispectral data, which can be used to further authenticate the con-
llected fingerprint pattern as well as to augment missing or poorly defined

> Ol the conventional fingerprint.
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Fig. 4.11: a) Conventional and multispectral (A, s= 475, 500, 560, 576, 625 nm)
fingerprint image [83]; b) Real multispectral image data [82].

A highly realistic artificial finger made by Alatheia Prosthetics [83] was one of a
number of different spoof samples used to test a multispectral imager’s ability to dis-
criminate between real fingers and spoofs. Figure 4.12 shows the results of a multivariate
spectral discrimination performed to compare the consistency of the spectral content of a

Multispectral image data can clearly discriminate between a living finger and an ultra-
alistic spoof. The graphs on the left side show how similar the spectral content of each im-
age is to that expected for a genuine finger [83][94].

n-human tissue or “spoof” material has very different optical properties than
ated human skin, computed spectrum can be used to distinguish living from
amples (Fig. 4.12). Additionally, excised or amputated samples undergo rapid
chemical properties, distribution of fluids and other physiological changes
IS¢ a corresponding modification to the resulting spectrum. And because the
nal is based on the characteristics, which are believed invariable over time,
of liveness testing could work simultaneously with many biometric systems.

.T?QaCh can be used as a liveness testing module simultaneously with many
111__3}1_*1'0 systems or as an individual biometric system with an inherent liveness

t-iSf)’ the application needs. Sensors can be demgned to operate on nearly
10f the skin,
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Another approach of the liveness detection using the wavelet analysis in images is
presented in [87].

4.2.3 Ultrasonic Technology

In this paragraph, a biometric system using an ultrasonic technology with inherent li-
veness testing capability will be described. This technique is being developed by the com-
pany Optel5 from Poland and is based on the phenomenon called contact scattering. An-
other ultrasonic biometric device is offered by the company Ultra-Scan® from the USA,
which is the second and last vendor of this technology principle in the market at the mo-
ment.

i f
F ." ™
Sound wave | { - Seoremcre—
pulse transmission = ]

Sound wave echos,
captured to produce images:

Echo #1 4— 1 '; )

Echo #2 4— Mlll‘llﬁll
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} structure
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Platen contamination

Echo #3 ¢—

Desired image depth
is selected by range gate

Fig. 4.13: Schematic of ultrasonic pulse/echo principle [95].

andard ultrasonic methods [48] use a transmitter, which emits acoustic signals to-
 fingerprint, and a receiver, which detects the echo signals affected by the inter-
the fingerprint (Fig. 4.13). A receiver utilizes the fact that the skin (ridges)
(valleys) have difference in acoustic impedance; therefore the echo signals are
diffracted differently in the contact area. This approach with inherent live-
capability among its foremost principles uses the fact that sound waves are
7 ected and diffracted, but are also subject to some additional scattering and

Mation. This phenomenon is called contact scattering [48] and it was discovered
* SCaltering is, to a significant extent, affected by the subsurface structure of the
}ajéct. Hence, the class corresponding to the live tissue could be modeled and
the received acoustic waves are inconsistent with this class, they are rejected.
lem here is not to obtain clear signals, but to analyze and to make a recon-
nternal structures from signals which are very difficult to interpret.

: i;,tection
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The ultrasonic device reached the following conclusions [48][7]:

e As the inner structure of the live skin compared with spoof samples differs, the
character and the amplitude of acoustic signals also differ significantly. Hence, it
is possible to distinguish between live and artificial fingers.

e There is no need to deal with the problem known as latent print reactivation be-
cause the signal level from the latent print is at least 30 dB lower than the signal
given by the real finger. Even when the soot or metal powder is used in order to
enhance the quality of signal, the previous is true.

e This method is much less sensitive to dirt, grease and water compared with other
methods (see Fig. 4.14). In addition, fingers with damaged surface give a rela-
tively clear image, because their inner structure seems to be visible.

Since this approach scans the inner structure of the object, it has the ability to check
for pulse by measuring volumetric changes in the blood vessels [7].

2. 4.14: Index finger with newsprint to demonstrate the finger contamination (from left: con-
taminated original, ultrasound image, optical image) [95].

Physical Characteristics: Temperature

simple method measures the temperature of the epidermis during a fingerprint
ition. The temperature of the human epidermis of the finger moves in the range of
nately 25-37°C (see Fig. 4.15). However, this range usually has to be wider to
system usable under different conditions. In addition, there are many people
€ problems with blood circulation, a fact which leads to deviations in the body’s
and hence to wrong liveness module decision. The only way how to improve
tuation is to make the working range broader again or simply warm the user’s
former will increase the likelihood that the system will be deceived while the
0 be applied to fake samples. In the case where an attacker uses a wafer-thin
ngerprint glued on to his finger, this will result in a decrease by a maximum of
1a06] compared with an ordinary finger. Since the difference in temperature is

* Water-thin sample will comfortably fall within the normal working margin. In
HICE, this method is not a serious security measure at all.
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gertips acquired using a thermo-camera FLIR.

4.2.5 Physical Characteristics: Hot and Cold Stimulus

This technique is based on the fact that the human finger reacts differently to thermal
stimuli compared with other artificial, non-living material.

ORGANISM INFORMATION

STIMULUS CONTROL
CGONVERTING SECTION

SECTION

ORGANISM INFORMATION | _5
ANALYZING SECTION
5= |

ORGANISH
IDENTIFICATION SECTION

Fig. 4.16: Functionality principle of the device measuring hot and cold stimulus [99].

The designed liveness testing module [48][99] is working as follows (Fig. 4.16). A
Nlus-giving section gives a stimulus (it may cover a cool and a hot stimulus) to the
by a contact plate with which the finger makes contact. Next, typical information
Mmeasured by an organism information-measuring section, which is produced by

Nger in response to the stimulus. Concretely, the amount of the fluctuation for
1ate of the blood flowing in the peripheral vascular tracts varies according to the
ence, as peripheral vascular tracts of the tip of the finger are extended or con-
€ amplitude value of the blood flow is measured and processed by an organism
f-measuring section. Under hot stimulus the amplitude of the blood flow in-
'16 it decreases under cool stimulus. Moreover, according to the autonomic
€m, the amplitude is delayed a little with respect to the application of the
ce these facts are typically observed when the live fingers are measured, they
loyed to distinguish live among artificial and dead samples. After the proc-
> such information is transferred to a determining section, where together

Information related to stimulus (i.e. the time intervals, the strength of stim-
° al_llatEd. Finally, a determining section analyses how the amplitude of the
“UCluates in Tesponse to the stimulus to make the right decision.
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Since the human peripheral nervous system is Very sensitive, it is able to react to
weak cool and hot stimuli without being noticed by the person whose fingerpring g
checked. This fact should also reduce success spoofing ratio. More information about the
method discussed here can be found in [99].

4.2.6 Physical Characteristics: Pressure Stimulus

The principle of this method lies in some changes in characteristics of the ljve skin,
which are realized due to pressure applied to the finger [48][ 101]. Since the structure and
the characteristics of artificial and dead samples are different, when compared with a live
finger, this phenomenon could not be seen if such samples were used.

The color of the live skin of the finger not under pressure is usually reddish but be-
comes whitish when pressure is applied to the skin of the finger. It has been shown that
the spectral reflectance of the light in the red spectral range (i.e. the light wavelength of
approximately 640-770 nm) [101] does not show a substantial difference between the
pressed state and the non pressed state. On the other hand, the spectral reflectance of the
light in the blue and green spectral range (i.e. the light wavelength of approximately 400—
600 nm) [101] in the not pressed state is much smaller than in the pressed state. Hence,
for the purposes of the device discussed in this section it is suitable to measure the spec-
tral reflectance in the blue and green spectral range (see Fig. 4.17).

.

Fig. 4.17. Images of the fingertips pressed tightly (left subpart) and slightly (right subpart) to the
sensor [Dra04].

A liveness testing module is proposed in [101] (see Fig. 4.18) and consists of a trans-
Nt plate, a light source, a light detection unit and a determining section. Since the
It Source and the light detection unit are placed under the plate, this plate has to be
Sparent to enable light to be sent towards the finger and receiving the reflected light.
L source projects a light beam towards the surface of the placed finger. Next, de-

1€ on the pressure or non-pressure state, the reflected light is measured by the light
N unit,

¢d on such measurements the determining section returns the right decision, i.e. as
changes its state from non-pressure to pressure, the color of the skin changes
dish to Wwhitish, what leads to a change in the spectral reflectance. As a result, the
tion unit can detect that the spectral wavelength of the spectral ranges is in-

| 104 |
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Fig. 4.18: Functionality principle of device measuring pressure stimulus [101].

Another method using pressure based characteristics is discussed in [100] (see Fig.
4.19), but unlike the method described in the previous paragraph, this technique employs
the change in fingerprint ridges width. When the fingerprint changes its state from non-
pressure to pressure, the fingerprint ridges change, i.e. as the pressure becomes stronger,
the fingerprint ridges flatten out, and therefore their change of width could be measured.
nly objects which demonstrate the typical change in fingerprint ridge width due to pres-
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Fig. 4.19: Two functionality principles of device measuring pressure stimulus [100].

approach to the fake finger detection based on skin elasticity analysis has been
in [42]. When a user puts a finger on the scanner surface, the scanner captures
¢ of fingerprint images at a certain frame rate. The acquired image sequence is
e fake finger detection. One or more of them (at the end — see Fig. 4.20) can be

. e
fingerprint authentication.
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For each image sequence, there are computed two features: the correlation coefficient

, of the fingerprint area with an average signal intensity and the standard deviation of the

. fingerprint area extension in x and y axes. Finally the Fisher linear discriminant is used to

determine the final “real” or “fake” results. The flowchart of different phases of the ap-
proach from [42] is shown in Fig. 4.21.

Fingerprint

- T A ——results—»
4 N real authentication
{‘ | Fingerprint ! \ 3 Liveness
| | scammer | delection
\ h y

-V T x fke K Reject

| | Ml &
oo r;nl e Extract features: ‘
3sclJu —_— . z the correlation coefficient feature Corr| | g Fisher Linear
|F, }(qf | ) and the image extension feature Std, Discriminant
V] conr
: V=(Corr.Std)

Fig. 4.21: A flowchart showing different phases of the approach [42].

It has been shown (e.g. in [126] that fake fingers are generally more rigid than skin
and the deformation is lower even if made of highly elastic materials. The elasticity is the
basis for discriminating fake fingers from real ones. When a real finger moves on the
_—-anner surface, it produces larger distortion than fake fingers. The Thin Plate Spline
(TPS) model is introduced in [126] to describe the finger distortion.

- In order to describe the distortions produced by the finger, the user is required to first-
ly place a finger onto the scanner surface without any superficial tension, then to apply
pressure in four directions: 0°, 90°, 180° and 270° respectively. A sequence of ac-
d fingerprints is captured for each finger, including the natural fingerprint and the
rted ones. Before the computation of the TPS distortion model, the acquired finger-
images are enhanced and analyzed to extract relevant features related to skin distor-
When the fingerprint is distorted, its minutiae, as the most popular local features in
gerprint, have different removal according to their locations. If the minutiae dis-
¢ almost symmetrically all over the fingerprint, their displacement can represent the
listortion. More information could be found in [126].

7 Physical Characteristics: Electrical Properties

me methods of liveness testing are based on the fact that the live human skin has
It electrical properties compared with other materials [48]. The suitable fingerprint

On system could be extended by an electrode system and an electrical evaluation
S€ sections are the main parts of the liveness testing module where the electrical
Unit can evaluate the change in the state in the electrode system. The sensing
trical change should take place simultaneously with the recognition of the fin-
- ‘herefore, these parts of biometric systems should be designed in such a way
ultaneous measurements cannot disturb each other. Furthermore, such a sys-
-a_ble to measure more than one of the fingerprint liveness characteristics re-
Tical properties (e.g. conductivity, dielectric constant).

SS Detection
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The conductivity [48] of the human skin is based on humidity, which is dependent on
people’s biological characteristics and environmental conditions: some people have dry
fingers and others have sweaty ones; also during different seasons, climatic and environ-
mental conditions, humidity differs significantly. As a result, the span of permissible re-
sistance levels has to be big enough to make the system usable. In such a situation it is
quite easy for an intruder to fool the system. Moreover, the intruder can use a salt solution
of a suitable concentration or put some saliva on the fake finger to imitate the electric
properties of the real finger.

The relative dielectric constant (RDC) [48] of a specific material reflects the extent to
which it concentrates the electrostatic lines of flux. Many advocates claim that the RDC
has the ability to distinguish between real and artificial samples. However the RDC is
highly dependent on the humidity of the sample, so the same situation as in the case of
conductivity arises. To fool this method an attacker can simply use an artificial sample
and dip it into a compound of 90% alcohol and 10% water. In [76] we can read that the
RDC values of alcohol and water are 24 and 80, respectively, while the RDC of the nor-
mal finger is somewhere between these two values. Since the alcohol will evaporate faster
than the water, the compound will slowly turn into the water. During evaporation, the
RDC of spoof samples will soon be within the acceptance range of the sensor.

- We have run a small test series with 10 people, each finger, horizontal and vertical
measurement strips, and 5 measurements per finger — conductivity (resistance) measure-
s — see chapter 4.4.4. The range of values we found was from 20 kQ to 3 MQ
[Dra06]. A paper copy or an artificial finger made of non skin-like material have higher
electrical resistance, but for example, soft silicon (moisturized) shows resistance values
close to the range found in our experiments.

42.8 Physical Characteristics: Bio-Impedance

Bio-impedance [63][22][17] describes the passive electrical properties of biological
als and serves as an indirect transducing mechanism for physiological events, often
S where no specific transducer for that event exists. It is an elegantly simple tech-
¢ that requires only the application of two or more electrodes. The impedance be-
0 the electrodes may reflect “seasonal variations in blood flow, cardiac activity, re-
volume, bladder, blood and kidney volumes, uterine contractions, nervous activity,
@ vanic skin reflex, the volume of blood cells, clotting, blood pressure and saliva-

npedance 7 [22] is a general term related to the ability to oppose AC (Alternating
“ent) flow, expressed as the ratio between an AC sinusoidal voltage and an AC sinu-
ent in an electric circuit. Impedance is a complex quantity because a biomate-
lition to opposing current flow, phase-shifts the voltage with respect to the cur-
time-domain.

_llductivity of the body is ionic (electrolytic) [22], because of the presence of
&Rd CI" in the body liquids. The ionic current flow is quite different from the
Conduction found in metals: the ionic current is accompanied by a substance
ransport of substance leads to concentrational changes in the liquid: locally
‘Cctrodes (electrode polarization), and in a closed-tissue volume during pro-
Direct Current) current flow.

Detection
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The body tissue is composed of cells with poorly conducting, thin-cell membranes.
Therefore, the tissue has capacitive properties [22]: the higher the frequency, the lower
the impedance. The bio-impedance is frequency-dependent, and impedance spectroscopy,
hence, gives important information about tissue and membrane structures as well as intra-
and extracellular liquid distributions.

M1 M PU1

CCi1

cc cc2

Fig. 4.22: Three skin surface electrode systems on an underarm [22]. Functions: M — measuring
and current carrying, CC — current carrying, PU — signal pick-up.

Fig. 4.22 shows three most common electrode systems. With two electrodes, the cur-
rent carrying electrodes and signal pick-up electrodes are the same. If the electrodes are
equal, it is called a bipolar lead, in contrast to a monopolar lead. With 3-(tripolar) or 4-
1: trapolar) electrode systems, separate current carrying and signal pick-up electrodes are
ed. The impedance is then transfer impedance [22]: the signal is not picked up from the
of current application.
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Fig. 4.23: Typical impedance spectrum obtained with four equal electrodes attached
to the skin of the underarm [22].

3 shows a typical transfer impedance spectrum obtained with the 4-electrode
om Fig. 4.22. It shows two dispersions [22]. The transfer impedance is related
lely determined by, the arm segment between the PU electrodes. The spec-
ined by the sensitivity field of the 4-electrode system as a whole. The lar-
12 between the electrodes, the more the results are determined by deeper

; ?Petection -
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tissue volumes. Even if all the electrodes are skin surface electrodes, the spectrum is, in
principle, not influenced by skin impedance or electrode polarization impedance.

4.2.9 Physical Characteristics: Pulse

Scanners based on this technique try to detect whether the scanned object exhibits
characteristics of the pulse and blood flow consistent with a live human being [48]. It is
not very difficult to determine whether the object indicates some kind of pulse and blood
flow, but it is very difficult to decide if the acquired characteristics are coincident with a
live sample. As a result, it is difficult to create an acceptance range of the sensor, which
would lead to small error rates. The main problem is that the pulse of a human user varies
from person to person — it depends on the emotional state of the person and also on the
physical activities performed before the scanning procedure. In addition, the pulse and
blood flow of the attacker’s finger may be detected and accepted when a wafer-thin artifi-
cial sample is used.

One of the sensors usually detects variation in the levels of the reflected light energy
from the scanned object as evidence of the pulse and blood flow [48]. First, the light
- source illuminates the object and then a photo-detector measures the light energy re-
flected from the object. Finally, there is the processing instrument (which also controls
the light source) which processes the output from the photo-detector. Since there are some
‘ways how to simulate pulse and blood flow characteristics (e.g. by flashing the light or by
‘motion of the scanned object), scanners should have a deception detection unit [48].

finger cross
section

' — reflection i
detector [N absorption
----dispersion
| —
—
d
v

Fig. 4.24: Light absorption, dispersion and reflection by a fingerprint [Dral7].

kin is semi-permeable for light, so that movements below the skin (e.g. blood
 be visualized. One example of an optical skin property is the skin reflection
[Dra08]. The light illuminating the finger surface is partly reflected and partly
d (Fig. 4.24). The light detector acquires the reflected light which has been
I phase due to dispersion and reflection and thus has a slightly different wave-
pared to the original light source. One can try to link the change in wavelength
fic characteristics of the skin with respect to light dispersion and reflection to
ther the light has been scattered and reflected only from the fingerprint skin, or
> S0me intermediate layer between the finger skin and the light source or detec-
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Another example for optical skin feature is the saturation of hemoglobin
[Dral7][Dra08], which binds oxygen molecules. When blood comes from the heart, oxy-
gen molecules are bound to the hemoglobin, and vice versa, when blood is flowing back
to the heart, it is less saturated by oxygen. The color of oxygenated blood is different
from that of non-oxygenated blood. If we use a light source to illuminate the finger skin,
we can follow the blood flow based on the detection of oxygenated and non-oxygenated
blood, respectively [Dral7][Dra08]. The blood flow exhibits a typical pattern for a live
finger, i.e. the analysis of blood flow is well suited for finger liveness detection.

In both above mentioned examples, it is shown that the human skin has special char-
acteristics which can be used for the liveness testing. It can be argued that it is possible to
confuse such system, e.g. by using a substance with similar optical characteristics as a
human skin, or, in the second example to simulate the blood flow. Even though the argu-
ment is correct, obviously the effort to be exerted for these attacks is much higher than for
the other physical characteristics presented so far.

Absorption

Wavelength [nm]

]

500 540 580 620
Fig. 4.25: Detection of saturation of hemoglobin [105].

j@sﬁpther solution is proposed in [Dral7][Dra08] based on the analysis of movements
llary lines of the fingertips and measurements of the distance of the fingertip sur-
0 a laser sensor, respectively. The system is compact enough to be integrated with
fingerprint sensors.

advantage of this implementation is that the finger is not required to be in contact
Specific measuring device, and so it can be integrated with standard fingerprint
Moreover, the implementation could be acceptably low. This is of particular im-
as in most cases the liveness detection will be an add-on that augments already
obust and field-tested fingerprint scanners.

ethod presented in [Dral7][Dra08] requires the analysis of at least one heart ac-
:_l_% thus both the camera and the laser measurement method sketched in this sec-

d add an extra time of at least one or two seconds to the overall authorization
= Ihterya],
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4.2.9.1 Physiological Basics of Heart Activity

Let us introduce some background basics for the following liveness detection based
on heart activity measurement.

The function of the right side of the heart is to collect deoxygenated blood from the
body and pump it into the lungs so that carbon dioxide can be removed and oxygen re-
gained by diffusion. The left side collects oxygenated blood from the lungs and pumps it
out into the body [106][75].

The left ventricle is much stronger (1.3 - 1.5 cm thick) than the right one (0.3 - 0.5 cm
thick) as it has to pump blood around the entire body, which involves exerting a consider-
able force to overcome the vascular pressure. The right ventricle pumps blood to the lungs
[106][75].

The function of the heart is to pump blood around the body (see Fig. 4.26a). Every
single beat of the heart involves a sequence of events known as the cardiac cycle, which
consists of three major stages: atrial systole, ventricular systole and complete cardiac di-
astole [106]. A more detailed description of heart activity exceeds the scope of this thesis
and can be found in anatomy books such as in online medical libraries [106] or [75].

Diastolic Dysfunction

Narmal Systolic Dysfunction

The ventricles fill The enlarged venlricles
normally with blood. fill with blood. with less bicod than
normal.

B.
) 2
The venlricles pump The ventricles pump []
oul lass than 40 1o 50% oul aboul 60% of 3
the blood. of the blood. the blood. but the >

‘amount may be lowar
than normal.

6: a) (left) Demonstration of heart activity [106]; b) (right) Action potential waveforms and
agation in the human heart [68]: A. Schematic of action potentials, recorded in different
ns of the human heart, are displaced in time to reflect the temporal sequence of propaga-
tion; B. Schematic of a ventricular action potential labeled as follows: O=depolarization,
=early (fast) repolarization, 2=plateau phase, 3=late (slow) phase of repolarization, and
4=after hyperpolarization/return to the resting membrane potential (SA=sino-atrial,
AV=atrio-ventricular, RV=right ventricle, LV=left ventricle) [68].

b - activity measurements are well-known as electrocardiogram (ECG) in medicine
Fig. 426b). An example of a record on ECG-measurement, the ECG-diagram or
ity diagram, is shown in Fig. 4.27, where P denotes an atrial depolarization
&0t atrium is contracting in average time 80 ms, so-called filling phase), 7' is a
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ventricular repolarization wave (left atrium is dilating), and U is a late repolarization
wave (late left atrium dilatation) [26][Dral 7][Dra08].

I sec |
(1000 m sec)

2 sec 434 s
"‘Tﬁm‘i '___]m ‘f_’ PAPER SPEED - 25mm/sec
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Duration
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Fig. 4.27: ECG diagram example [107][75].

In [Dral7][Dra08], two approaches for measuring of fine movements of papillary
lines. based on optical principles, are suggested (Fig. 4.28). The first solution is based on
a close-up view of the fingertip acquired with a CCD camera; the second one is distance
measurement with a laser sensor. It should be noted that adding the proposed liveness
detection solution (either camera or laser based) to a fingerprint recognition system, as
proposed in Fig. 4.29 and Fig. 4.31 may significantly influence the hardware require-
ments imposed on the complete system.

Laser distance
measurement
module

High resolution
Common optical camera with
fingerprint scanner macro-objective

¥18. 4.28: Integrated liveness detection — scanner + optical and laser solution [Dra33].
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Macro-objective

Fig. 4.29: Possible integration of a camera-based measurement system for liveness detection with
optical fingerprint sensor (CCD/CMOS camera) [Dral 7].

The important aspect in our case is the analysis of the video stream. First of all, the
single frames of the video sequence are processed to find unique points (e.g. minutiae),
‘Which can be used as reference points to identify that region of the fingerprint which wil]

he sequence of images we can find the variation of those distances with time (Fig.

i

Before

b )
b) extension extension Comparison

":"7‘\ Region for analysis of fine movements [Dra17]; b) Schematic representation of skin
behavior before and after heart expansion [Dra33].
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e

1858 Detection




LAt 4 Brno University of Technology
= Faculty of Information Technology

HI‘ ] Department of Intelligent Systems

When the heart delivers blood (into the blood distribution system), each cell supplied
with blood (called adenoblast) is expanding. The volume expansion causes the increase of
distances between papillary lines [Dral7][Dra08], and vice-versa, the suction of blood
back into the heart leads to the contraction of adenoblast cells, i.e. the volume contraction
causes the decrease of such distances. In Fig. 4.30a two quadruplets of distances dj.....ds
and /y,...,/4 are shown. The quadruplet /; belongs to solid (papillary) lines and the quadru-
plet d; to the dashed lines. During the volume contraction, we measure the distances /,.
whereas during the volume expansion, we measure the d; distances.

4.2.9.3 Laser Solution

The second optical method for the liveness testing is based on laser distance meas-
urements [Dral7][Dra08]. Fig. 4.31 outlines the laser distance measurement module,
which could be integrated with a standard optical fingerprint sensor. The optical lens sys-
tem and CCD camera for acquisition of the fingerprint are the same as in Fig. 4.29. How-
ever, unlike the solution shown in Fig. 4.29, the laser distance measurement module is
placed to the right side of the glass plate, which is L-shaped here. The user places his fin-
ger in such a way that it is in contact with the horizontal and the vertical side of the glass
plate.

0

7
5
&)

NS

Finger
(front view)

NSNS\

'/
ass [

I
|

4.31: Possible integration of laser distance measurement for liveness detection with optical
fingerprint sensor (CCD/CMOS camera; aperture approx. 6 mm) [Dral7].

'Qrunderlying physical measurement principle is the same as in the video camera so-
100. We assume volume changes (expansion and contraction) due to the heart activity,
uses fine movements of the skin. The laser sensor is able, based on the triangula-
ciple (see chapter 4.4.5.3), to measure very small changes in distance down to

€ Comparison of the computed curve and a normalized standard curve (the tem-

o

Will reveal whether the measurement corresponds to a standard live fingerprint or
fake finger or another attempt of fraud. For example, the comparison between

IESS Detection
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Fig. 4.32: Photography of my optical bench for measurement by the above mentioned methods.

There are other liveness detection methods based on optical principles — see [100] and
[101]; some of them have been introduced in chapter 4.2.6. They coincide in principles
(both are optical) but differ in monitored physical characteristics.

4.2.10 Physical Characteristics: Blood Oxygenation

Sensors which measure blood oxygenation [48] are mainly used in medicine and have
also been proposed for use in liveness testing modules. The technology involves two
physical principles. First, the absorption of light having two different wavelengths by
hemoglobin differs depending on the degree of hemoglobin oxygenation. The sensor for
the measurement of this physical characteristic contains two LEDs: one emits visible red
ight (660 nm) and the other infrared light (940 nm). When passing through the tissue, the
tted light is partially absorbed by blood depending on the concentration of oxygen
d on hemoglobin. Secondly. as the volume of arterial blood changes with each pulse,
€ light signal obtained by a photo-detector has a pulsatile component which can be ex-
poited for the measurement of pulse rate.

The sensors mentioned above are able to distinguish between artificial (dead) and liv-
s Samples but, on the other hand, many problems remain. The measured characteristics
from person to person and the measurement is strongly influenced by dyes and pig-
BIES (€.9. nail varnish).

11 Other Methods

';ﬂl-,! are some other methods based on the medical science characteristics which

1 suggested for liveness testing purposes [48]. Nonetheless, they are mostly in-

“0t and bulky. One example can be the measurement of blood pressure [Dral7]

te;h!hh;]lology requires to perform measurement at two different places on the body,
(0 hands,

BUESS Detection
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We distinguish between the systolic and diastolic blood pressure [116][Dral 7]; these
two levels characterize upper and lower blood pressure values, respectively, which de-
pend on heart activity. For a healthy person the diastolic blood pressure should not be
lower than 80 mm Hg (lower values mean hypotension) and the value of the systolic
blood pressure should not be below 120 mm Hg (again, lower values mean hypotension).
People with hypertension have higher blood pressure values, with critical thresholds 140
mm Hg for the diastolic blood pressure and 300 mm Hg for the systolic blood pressure. In
fact, diastolic and systolic blood pressure values are bound up with the ranges from 80
mm Hg to 140 mm Hg and from 120 mm Hg to 300 mm Hg, respectively [116]. On one
hand, blood pressure values outside these normal ranges can indicate a fake fingerprint
[Dral7]. On the other hand we can think of configurations, where the blood pressure
measurement of a fake fingerprint glued to the finger which significantly lowers the
measured blood pressure value, can still give us a measurement value within the accepted
range. An attacker with hypertension would be accepted as a registered person in such
configuration [Dral 7].

4.3 Practical Experiments from Literature

In this subchapter, some practical experiments found in the literature are introduced,
together with some results illustrating the field of liveness detection.
43.1 Deceiving of Thermal, Capacitive and Optical Fingerprint Sensors

- The test in [122] consisted from reading of images and their analysis using the identi-
fication software. Silicon fakes and images from a dead person were used as fake fingers.
Fig. 4.33 shows the comparison of original and fake silicon finger.

"""ﬂlough there are many different functionality principles in the capacitive technol-
Y some of them were tested in [122]. However, all of them led to the sufficient
of minutiae — see Fig. 4.34a.

Ome cases, it was needed to moisturize the silicon fake to get an acceptable fin-
12. 4.34b). In other cases, the use of graphite dust on the fake finger led to the
The moisture or graphite simulated the conductivity of real skin.

hes 8 Detection
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Fig. 4.34: a) Silicon fake fingerprint scanned by a capacitive sensor, with minutiae found in the

image (left) [122]; b) Moisturized fake fingerprint scanned by a capacitive sensor [122];
c¢) Fingerprint of dead person scanned by a capacitive sensor [122].

The histograms of a moisturized fake finger and a real live finger are shown in Fig.
4.35. The dynamics (difference between the maximal peaks of grayscale values) corre-
sponds in quality with the average live fingers.

Fig. 4.35: Histograms [122]: left — moisturized fake finger; right — live finger.

It can be observed in Fig. 4.35 that the dynamics between the left and right maximum
of both curves is very similar, The histogram of the fake finger resembles the histogram
of the dry live finger. Strangely enough, the fake finger offers better quality than the live
fliiger with dry or flat skin structure. The capacitive sensor was tested also with a sample
of finger from a dead person [122] — see Fig. 4.34c. The death happened 12 hours before
scanning; the body temperature during scanning was 6.5°C. Necessary to say that with
h finger it was not possible to adjust the system to accept this “dead” finger for a suc-
cessful recognition.

Optical Technology
. e .'.

Cadaver Image Live Image Cadaver Image Clay Image Play-doh Image

Flg 4.36: Measurement of fake fingers using different scanner technologies [88].

€xamples of acquired fake fingerprints using capacitive or optical sensor tech-
| are shown in Fig. 4.36. Other examples can be found in [64].

&85 Detection
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4.3.2 Biasing Current

! It should be mentioned in conjunction with the measurement of conductivity that it is
also possible to measure the biasing current on the body which is caused by the electro-
magnetic field in the environment. The functionality of the body as an antenna has been
tested in [122] for signals with 50 Hz — see Fig. 4.37.

HiTR 5.00k5/5 208 Acqs,
K = t—1 0
1 jA: 20.6ms
i 1@ 31.2ms
| ! ‘1 C1 Freq
P o o o i 50.006 Hz
1 £ 0N 'é \"\ Tfj 3 s = :-‘%‘;:)lslll%llglaes
\ J \ ! I / / {
Ry e P T v |
N |
s v T v it
i |
i
] |
| !
‘UL | |
! I |
G AN { ]
;i \ ]
2+ i ]
| |
E et
0.

|
oms ChT - S6mV 10 Aug 2000
14:36:13

Chi 50

). amv ChZ s500mv_ M1
EiE 100mva

Fig. 4.37: Biasing current in connection with 50 Hz signals [122].

~ The channel 3 shows the alternation part of the signal [122], i.e. the incorporated por-
on of the human body. The filtered portion signal (using a bandpass-filter), which repre-
sents the biasing value, can be seen in the channel 1. When a fake finger was applied, it
Was not possible to detect this biasing signal. The problem in implementation would be
the dependence on the place of measurement — no tolerance limits are defined.

The pulse is a unique characteristic of a living organism. The liveness detection is
€d on the principle of changing mechanical and optical characteristics of blood in
d capillaries of the finger. The mechanical changes of the finger resulting from
Uise are reflected in the acquired fingerprints but a sufficient amount of images or
arts must be recorded for practical application. Fig. 4.38 shows an example with
8es per second acquired using a capacitive sensor.

1L1ihS'ta.nding the application of corresponding mathematical methods, no definite
PUIse (and thus the liveness) was achieved in the example described in [122]. It is
Hicult to keep the finger lying quietly on the finger scanner platen. On the other
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hand, it was possible to simulate the pulse by changing the pressure on the finger during
scanning — see Fig. 4.39.

Fig. 4.39: Intentional changes of pressure on the finger and resulting graph [122].
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Fig. 4.40: Optical recognition of heart pulses [122].

gth of light from the above mentioned range, we are able to measure the light
lensity changes resulting from blood transport due to heart activity [122] — Fig. 4.40.

My Practical Experiments

n this subchapter, I would like to present some practical experiments in the field of
MIESS detection which I have performed in our laboratory at the F aculty of Information
“nology, Bing University of Technology.

Production of Fake Fingers

roduction of a fake finger(print) is described in [117][64] (Fig. 4.41). We have
Mparable experiments with similar results, using professional dactyloscopic

_”—"1 Toduction of fake finger(print) consists of the following steps [117][64]:

nding a latent Jingerprint (fat residues). First of all, some suitable fingerprint
IS needed, [t is very simple to find latent fingerprints on various materials. Latent

BIESS Detection
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fingerprints with a good quality can be found especially on glass, slides,
CDs/DVDs, shiny paper or door handles.

2. Making the latent fingerprint visible. The best way is to use special dactylo-
scopic equipment (special powders and brushes). Such powder is applied to the
latent fingerprint using very soft brush. This powder keeps on the papillary lines.

3. Making the latent fingerprint permanently visible. It follows the application of a
quick-drying glue (containing cyanoacrylate). Important are here the exhalations
from cyanoacrylate, which keep on the papillary lines structures (better than us-
ing the dactyloscopic powder).

4. Result of cyanoacrylate application. White substance is built on the papillary
lines and the latent fingerprint is made visible.

5. Digitization of the fingerprint. Such fingerprint is than acquired using a digital
camera Or a scanner.

6. Enhancement and processing of the fingerprint. Because the quality of the ac-
quired fingerprint is often poor, it should be enhanced using special software.
Wrong or corrupted papillary lines might be improved in this step.

7. Application of wood-adhesive. Special glue for wood is applied to the impression
of the fingerprint on the slide.

8. Coating of the wood-adhesive on the whole fingerprint impression.

9. Crusting (curing) of wood-adhesive.

10. Cutting off the fake fingerprint. The size should be adjusted for a human finger.
L1. Finishing the fake fingerprint.

. Taking and using foreign identity...

Fig. 4.41: Individual steps of fake finger(print) production [117].
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4.4.2 Our Experiments on Deceiving of Thermal, Capacitive and Optical Finger-
print Sensors

We have successfully proven that the deceiving of fingerprint sensors (see chapter
4.3.1) with a stamped fingerprint is possible. A common office stamp set from a station-
ery shop has been used. The fingerprint stamp was made in two days and it cost 4 €.

We have tried to deceive three most used types (technologies) of fingerprint sensors.

Our tests have started with the optical technology (sensor Suprema SFM 3020-OP). We

~ have made several tens of attempts to deceive the sensor in the time period of several

weeks and every attempt was successful. An example of the captured fingerprint stamp is

shown in Fig. 4.42b and images captured from a real finger are shown for comparison in
Fig. 4.42a and 4.42¢c .

The tests have continued with a thermal technology. At first, we have tried to deceive
the sensor Suprema SFM 3010-FC. Unfortunately, this sensor has some protruding stripes
for guiding the fingerprint in the right direction which damaged the fingerprint stamp. We
have therefore tried another sensor (Bergdata FCAT 100 — thermal technology). Both
sensors are based on the Atmel’s FingerChip technology (most widespread solution for
thermal sensors). They can be fooled easily but it depends on the skills of an intruder be-
cause the work with a thermal sensor is generally more difficult than the work with other
sensors. An example of the stamp captured by a thermal sensor is in Fig. 4.42d and the
real fingerprint captured by the same sensor is in Fig. 4.42c.

2
”;'f)‘ % K. ) gy o j:-.

:4.42: Fingerprint images [Dra33] (from left to right): a) real finger captured by an optical sen-
sor; b) fingerprint stamp captured by an optical sensor; ¢) real finger captured by a thermal
sensor; d) fingerprint stamp captured by a thermal sensor.

L:The last tests have been done with the capacitive sensor Suprema SFM 3050-TC1.
ISt of all we have tried to reactivate a latent fingerprint using the method of simple
hing on the sensing area [Dra33][Dra05]. However, this method requires some ex-
ce because it is difficult to estimate the degree of such breathing. Next we have
Sitinued the tests with a fingerprint stamp. The captured image of the stamp is shown in

: 743D (the image contrast is rather poor). After breathing on the stamp, the conduc-
€ of its surface increases and the quality of captured image also increases (see Fig.
G%_This image is almost perfect (it is indistinguishable from the image of a real finger
S Fig. 4.434),

P le
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Fig. 4.43: Images captured by a capacitive sensor [Dra33] (from left to right): a) simple breath:
b) stamp; ¢) stamp and breath; d) real finger.

4.4.3 Testing of Liveness by Temperature Measurement

Now we will discuss the temperature measurement test. Using the temperature meas-
urement, it is possible to distinguish between a dead person or fake finger(print) and a
living person. The temperature of living human tissue is approximately 37°C [122]. How-
ever, an intruder can overcome the problem by warming up the fake finger to the tem-
perature of a live tissue.

The following text describes our own measurements [Dra06]. This simple method of
liveness detection measures the temperature of the epidermis during fingerprint acquisi-
tion. The temperature of the human finger epidermis is in average in the range of 25-37°C
(see chapter 4.2.4) [Dra06]. However, this range usually has to be made wider to make
the system operational under different conditions. In addition, there are many people who
have certain problems with blood circulation what results in deviations in the body tem-
perature and leads to wrong decisions of the liveness testing module. The only way to
improve such a situation is to make the working range even broader or simply warm up
the user’s finger. The former precaution could increase the likelihood that the system will
‘1" deceived while the latter one can also be applied on fake samples. When an attacker

a wafer-thin artificial fingerprint glued onto his finger, the temperature of such fake
mple may decrease only by 2°C compared with a direct application of a true finger

bly fall within the normal working margin and pass a liveness detection test.

I8 FLIR ThernaCAH

17702705 15.53,17 |e=0,97
: Thermo-scan of a finger with 4 measurement points.
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Our further experiments — measurement of human skin temperature — have been made
using one thermo-camera FLIR ThermaCAM™ PM545G (see Fig. 4.44). Users from dif-
ferent human races (European, Asiatic and African) participated in this experiment.

PR =

The thermo-scan from this thermo-camera has the resolution 320x240 pixels. In this
device, it’s possible to set five measurement points with direct indication of the tempera-
ture in the right upper corner. We used only 4 of them — see Fig. 4.44. They formed a rec-
tangle — one side of rectangle was near the end of the finger and the second one near the
phalanx.

Temperatures

Temperature [°C]

uo1 uo2 uo3 uod uos uos uo? uos uos uio
User

Fig. 4.45: Average temperature values for all users and all fingers [Dra06].

All measurements have been taken at the room temperature and humidity in one day
the reason was to preclude any changes in room temperature and humidity, in addition,
utdoor temperature can influence such measurement). The index of thermal radiation
uman skin was set to e=0.97. The room temperature was in average 26°C and humid-
out 64%. Only ten users participated in the test (these were the same people as in the
ance measurement — see chapter 4.4.4), but it was enough to get the results as indi-
4ed below. Each user was scanned only once, all ten fingers and each finger four times.

i you carefully analyze Fig. 4.45, you can see that the variations of skin temperature
SPective participants are quite high. The differences in temperature of fingers of the
articipant are not so high but distinguishable. Our observation is that the tempera-
fference between the left and right hand of one participant can be “only” approx.
This value seems to be unimportant, but the difference between live finger and
ger could be lower. The skin temperature varied between the extreme values
and 35.7°C (it should be mentioned that only healthy people (i.e. without fever)
StPated in our test).

‘ "Vgss Detection
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4.4.4 Conductivity / Resistance

The conductivity value of a finger placed between two electrodes could be used as a
sign of the living body. However, it is necessary to take in consideration the fact that the
magnitude of the conductivity can vary strongly and depends on various factors, e.g. skin
thickness, diameter of the finger, humidity of the finger surface and position and wear of
surface of both electrodes [122].

In the measurements realized in [122], the values of conductivity of a finger were in
the range 2:10° S and 3.3-107 S. The measurements of conductivity on the finger of a
dead person gave the value approx. 3.3-10% S. The measurements on the silicon fake fin-
ger gave the values close to zero. This option seems to be a very simple method for a
check measurement on the live tissue. However, it is also very simple to imitate the con-
ductivity of a real finger using a fake finger with a conductive layer (e.g. of graphite
powder).

Some methods of liveness testing are based on the fact that a live human skin has dif-
ferent electrical properties compared with other materials. A suitable fingerprint recogni-
tion system could be then adapted by adding an electrode system and an electrical evalua-
tion unit [Dra06]. These are the main parts of the liveness testing module with the electri-
cal evaluation unit which is able to evaluate any change in the state of the electrode sys-
tem. The detection of such electrical change should take place at the same time with the
recognition of the fingerprint to ensure the simultaneity.

We prepared a small experiment with the measurement of finger skin resistance of
living people [Dra06]. The scheme and arrangement of measurement point(s) is shown in
Fig. 4.46. The following instruments/equipment were used for this experiment:

e Automatic LCR Meter 4210, model 1IEW-4210, Farnell Instruments, Ltd.
Keithley 179-204 TRMS Multimeter, Keithley Instruments

Ohmmeter BS407 Precision Milli/Micro Ohmmeter, TTI

Copper slices, with the area 18x8 mm, thickness 1 mm, Rg=6,3 mQ

Copper wire, Ryy=8,7 mQ




f_ ‘ Brno University of Technology

| . |
. \
S Faculty of Information Technology
ﬂ]'—‘ ] Department of Intelligent Systems
Measurement with DC low voltage Measurement with AC low voltage
—— S[e=s="T i
R_Little R_Little ﬂt{'; - i
R_Ring R_Ring F- u !:-;
R_Middle [ R_Middle ik o ﬁ
8
i R_Index R_Index at o 8
i R_Thumb E'R_Thumb L eSS
L L Little [CS £ LLite =] |
. =
L_Ring L_Ring ~ vy [ :
L_Middle L_Middie 18 i
L_Index L_Index —e —a |5 = o st
L_Thumb L_Thumb A [ ] | _l __'.l B
a 200 400 800 800 1000
ka ke

Fig. 4.47: a) Resulting average resistances for DC low voltage measurement [Dra06] (left); b) Re-
sulting average resistances for AC low voltage measurement [Dra06] (right).

Ten users from different human races (European, Asiatic and African) participated in
the experiment. Each participant has been scanned only once, all his fingers, and each
finger five times. The averaged results of all measurements are shown in Fig. 4.47a and
Fig. 4.47b (DC and AC low voltage measurement, respectively). The name of finger and
corresponding resistances are outlined in these graphs. Generally, it could be said that the
differences among individual fingers are significant, but cannot be somehow generalized
(statistically or mathematically described).

After all tests, we have deduced two intervals for changes in skin resistance [Dra06]:
e Method 1, DC: <20 kQ, 2 MOQ>
e Method 2, AC: <20 kQ, 1.7 MQ>

Because the difference is not important, we can confirm that the type of current
(AC/DC) plays no role in the measurement. It’s clear that the use of DC is more practical,
as the most biometric devices are operated with DC. However, when using AC, it would
be better to measure the bio-impedance (see chapter 4.2.8).

The main reason for such a broad interval of skin resistance is the finger skin mois-
€. Some participants had a very dry skin what resulted in high resistance (low conduc-
). and vice versa, some had a wet skin what lead to very low resistance (high con-
vity).

: ‘We have found some interesting additional information [Dra06][Dra07]. The differ-

> Was no difference between the use of copper slices or copper wire. In both cases, the
Iesistance was always same. Pros and cons of each copper type should be discussed

h{lr-t description of pulse measurements has been done in chapter 4.3.3. It has taken
}}mately 3 seconds to acquire a set of data, i.e. the measurement has taken 3 or more
Onds. At least 3 pulse curves had to be measured — for adjustment, because the heart
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activity of different people varies slightly to marginally (e.g. in combination with some
disease).

4.4.5.1 Assumptions for Our Method of Liveness Detection Based on Pulse Measurement

According to the [Dral7], the skin on the finger expands by 13 pm in diameter
(6.5 pm in finger radius) between the systole and diastole stage.

The measurement of basic characteristics of papillary lines was done in [Dra32]
[Dra21] using a special laser device. The results were plotted in a diagram, where the

maximal amplitude was deducted from (Figure 4.61).

According to precise measurements of the ridge and valley distances and proportions
[90], the maximal distance between two neighboring papillary lines is 0.7 mm. An analy-
sis tried to answer the question how often the inter-papillary lines occur between papillary
lines. The distances between papillary lines and the proportion (width and height) of pap-
illary and inter-papillary lines had been also quantified. All the values are displayed in
Tab. 4.1.

It is clear that the inter-papillary ridges are significantly lower than papillary ridges.
Therefore, their appearance on the fingerprint image taken by optical sensor depends on
the angle of illumination of the finger. With some lower value of this angle, they might be
hidden in the shadow of the papillary edge.

The change of width of the finger during pulsation is very small. For the detection of
the change of distance between papillary lines, it is enough just to take a cut-out of the
fingerprint with one whole papillary line and one beginning edge of the neighboring pap-
illary line. As the method cannot reject a person just for his large fingers or papillary
ridge distances, the maximum possible value has been taken into calculations [Dra32].
Therefore, it is considered that the distance for successful measurement is equal to the

maximum distance between two papillary lines, i.e. 689.4 um ~ 700 wm = 0.7 mm.

Tab. 4.1: Distances of ridges and valleys [Dra32].

Measured distance

[pm] .

| Inter-papillary ridge height +£10.0 14.9 34.9
Papillary ridge height 59.0 $19.2 39.8 78.2
Inter-papillary ridge width 194.8 165.1 129.7 2599
Papillary ridge width 435.5 £574 378.1 492.9
Papillary ridges distance (incl. 610.5 +78.9 531.6 689.4
inter-papillary ridge in between)
Papillary ridges distance (without 484.9 +70.6 4143 555.5
Linter-papillary ridge)

1 First, we need to realize that the expandability of the papillary lines must be captured
dUleast by one pixel within the scanned image [Dra32]. Therefore, the size of change
be evaluated. We know that the finger changes 13 pm during the pulse in its diame-
The finger is not planar. In fact, mathematically, it is some kind of a deformed cylin-
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der. If you place a finger on a horizontal plate and make a virtual vertical cut, you will
receive roughly an ellipse. An ellipse could be simplified to a circle. The circumference
of the circle is 0=2xmxr, where r is the diameter of the circle. A half of the circumference
is oj=nxr. As the top of the skin expands by A = 6.5 pum (a half of 13 um), the circumfer-
ence is also expanding. The change of circumference (¢.) divided by the amount of papil-
lary lines (N) gives a change per one papillary line (x).

We could estimate the number of papillary lines in this way [Dra32]: We know the
sum of distance between two papillary lines and width if the line appears alone. It is
[ =700 pm = 0.7 mm. The estimation of number of papillary lines could be done in this
way. Next, let’s consider, that the width of the finger (not a thumb) is 20 mm, what makes
10 mm for its radius 7.

r=10,000 pm;d = 6.5 pum;l =700 pm

0, = x(r+A)=31,436.35um (4.1)
c.=0,—0,=nx(r+A-r)=nxA=2042um (4.2)
=% =44.78 (4.3)

¢
=—-£=0454 4.4
x=% pm (4.4)

From the previous calculation (Eq. (4.4)), we have obtained the change of skin ex-
pansion (which happens due to the pulsation wave) per one papillary line. The value is
0.454 pum, which is a very small value. In fact, this value, if it should be measured, is so
small, that it collides with the wavelength of visible light (0.39 pm — 0.7 um). This could
lead to the problem of blurring during measurements. Another problem rises from the
circle of confusion.

None of the lenses produces a precisely sharp image. When you are capturing a small
point of light in infinite distance (let’s assume a very long distance) with nearly zero di-
ameter, the point displayed on the image plane will have some (even very small) diame-
ter. This diameter is called circle of confusion [Dra32] and the effect (which happens due
10 this) is called aberration [Dra32]. Usually, the circle of confusion is being estimated as
171,000 of focal length of the lens system, or from Zeiss formula as 1/1,730 of the diame-

t of the chip [Dra32]. Another problem could be with the effect called chromatic aberra-
[Dra32]. The wavelengths of the white light are in interval from 0.39 pm to 0.7 pm.
omatic aberration phenomenon occurs when the red parallel rays from the object
intersects in a different point in the image plane than the blue parallel rays. This
em could be solved either by using a monochromatic light to illuminate the finger or

5 Further computations and estimations of optical distances, focal lengths, etc., could
€ found in [Dra32].

N For a preliminary verification of the liveness detection method proposed in
Dral7][Dra08] (chapter 4.2.9), some practical experiments have been performed with a
Mplified test setup compared to the proposed integrated liveness detection component in
2 4.29 and Fig. 4.31.
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4.4.5.2 Liveness Detection — Camera Solution

For the liveness testing based on a camera solution (see chapter 4.2.9.2), | have used
for my experiments at the beginning a video camera with macro lens having zoom factors
4 and 10. Some example frames from the video stream are shown in Fig. 4.48. The black
spots in the images were caused by dirt in the optical system of macro lens.

Fig. 4.48: Macro lens test frames with zoom factors 4 (upper row) and 10 (lower row) [Dral7].

In the images with the zoom factor 10 no minutiae or other reference points can be
identified, whereas the images with the zoom factor 4 have enough information with re-
spect to reference points. Unfortunately, the zoom factor is not high enough for detecting
the fine movements of the papillary lines. From these results, we can conclude that we
‘need a zoom factor of 10, but with a clear optical system of higher quality than the one
used in the beginning phase, so that both the fine movements and the minutiae can be
identified.

In Fig. 4.49, all used installations are shown (from left; the first prototype for patent
submission experiments, the installation for diploma thesis and finally the actual optical
bench for measurements at our faculty).

Fig. 4.49: Used optical device installations.
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In [Dra03], there are described some experiments using the resulting images (video-
sequences) from the first and second installations (Fig. 4.49). One of the results is shown
in Fig. 4.50, even when it was not possible (due to the camera resolution and dirt in the
optical system) to recognize the fine movements of the papillary lines. However, in
[Dra03] and [Dra32], there are published some contemplations and computations (per-
formed under my supervision), which lead to the improvement of the optical measure-
ment installation (see Fig. 4.49 right; the laser unit is shown in the right upper corner).
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Fig. 4.50: Screenshot from the detection application of fine movements of papillary lines [Dra03].

Within the scope of this work, fifteen videos have been acquired (covering 3 users

and 5 fingers) with the duration 15 seconds each and zooming 10x. The following equip-
ment has been used for the acquirement:

e Industrial camera Sony XCD-SX910CR (FireWire)
e Macro-objective Computar MLH-10x
e [llumination unit — LED Osram Golden Drag;on® LCW W5S8M (white)

Ty

. e S F
Fig. 4.51: Applications for manual (left) and automatic (right) distance measurement.

From these video sequences, 220 images containing each frame from the whole video
i have been extracted. These image files were subjected to an analysis using two appli-
tions or procedures (manual and automatic) implemented for this purpose — see Fig.

. :
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4.51. The application for the manual measurement of distance changes makes possible to
set manually the positions of relevant points (areas with the highest luminosity — the ana-
lyst had to find such points and to put the mouse cursor on them) in the image with papil-
lary lines extracted from the video sequences. The automatic application finds the most
sensitive points (pixels with the highest luminosity) in the image and computes automati-
cally the distances in the whole image sequence.

Always 5 distances were used (see Fig. 4.51: colors green, red, cyan, yellow and
blue), whereas the end points (circles) have been selected only by manual setting (the user
places the end points (circles) using a mouse cursor (a cross) and by clicking with the left
mouse button). In the automatic modus, these circles are shown only in the first image,
while in the following images only the abscissas are shown — the reason is to be able to
control the right positioning of the end points by the user.

It is evident that the manual setting of end points for the measurement of distance
changes is inaccurate (see an example on Fig. 4.52) — due to the inaccurateness in the
correct positioning of the mouse cursor to the always same position. It could be seen in
Fig. 4.52 that the distance changes vary significantly and do not show any periodical be-
havioral. In addition, in the real world, it is not possible to perform the liveness detection
in a manual way. On the other hand, the algorithm in the automatic application puts the
end points of an abscissa for distance measurement always to the same position (pixels
with the highest luminosity are detected automatically) — however there can be some in-
 stability in finding such end points due to the variation of luminosity in the surroundings,
what could lead to finding of the neighboring point (a tolerance box of +5 points has been

Image number

|-—— Sequence 1 —— Sequence 2 ‘Sequence 3 — Sequence 4 — Sequence 5 ]

Fig. 4.52: Example of manual distance measurement method (User 1).
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In Fig. 4.53 to 4.55, there are three examples of changes in automatic distance meas-
urement modus for all three users in the test. In all graphs, there are distortions caused by
changes of illumination during the acquirement process. These illumination changes were
caused by hand shaking — different fine shadows were formed on the papillary lines, what
lead to the fine changes in illumination. It is necessary either to fix the hand or to use
more advanced image filtering.

157

Distance change [pix.]
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Image number

[——Seauence | —Sequencez _ Sequence 3 — Sequence 4 — Sequence |

Fig. 4.53: Results from automatic measurement of distance changes (User 1).

Image number
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'Flg 4.54: Results from automatic measurement of distance changes (User 2).
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Fig. 4.56: Analysis of the sequence 3 (yellow) from Fig. 4.54.
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Although some fine changes appeared in illumination caused by hand shaking, some
periodical curve runs can be found — see Fig. 4.56.

The medical blood pressure measurement device Sanitas SBM 04 (produced by Hans
Dinslage GmbH) was used for the comparison of measured heart beats with the real ones
during all video acquirements.

You can see in Fig. 4.56 that 23 local maximal values (peaks) were found which
might correspond to heart beat impulses. These 23 peaks in a 15-second interval indicate
that the pulse rate is 92 heart beats per minute, what does not correspond to the real (con-
ventionally measured) value of 76 heart beats per minute. The difference could be caused
by the previously mentioned change of illumination, which led to the movement of the
previously found pixel to the neighboring pixel in some cases and therefore to the dis-
tance change resulting in incorrect peaks. No filtering of the curvature has been used. We
can only state that after the filtering and computation of a probable periodical behavioral,
it would be possible to make some relevant statements about the liveness of the user.
Though there was stated in 4.4.5.1 that the resolution could collide with the wavelength of
the light, it is possible to do this optical measurement of distance changes between two
papillary lines, because the changes are in some micrometers.

The situation of failure in finding of neighboring point with higher luminance (which
. is responsible for the distance changes leading to the detection of more peaks in sequence,
or in other words, to the detection of higher than the real (conventionally measured) value
of the pulse rate) is shown in Fig. 4.57 (magenta and green arrows show to the same place
in both images).

distance change measurement.

3 The result is that we need very stable finger fixation, zoom minimally 10x (preferably
12X) and a good illumination unit. In this case it would be possible to detect the fine
‘anges in papillary lines movements caused by the heart activity. This method seems to
= Ieliable, but it needs higher computational performance (capacity) in comparison to the

MOwing laser solution.
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4.4.53 Liveness Detection — Laser Solution

For the second experiment with the liveness detection based on a laser module solu-
tion (see chapter 4.2.9.3) we have used a Panasonic LM10 laser connected to an oscillo-
scope. The LM10 device is well suited for measurements with the accuracy 1 pm and
works with the wavelength 685 nm. The measurement principle is based on triangulation;
see the sketches in Fig. 4.58: The lighting equipment may be located at 4, whereas the
camera is located at B. The leg AP and the space coordinates of the object point P can be
calculated from the angles e and £ and the length of the triangle base 4B. The installation
of the laser measurement unit is shown in Fig. 4.59.

 Fig. 4,60 shows an example plot from our first tests. The curve shows the variation of
e distance of a point on the fingertip surface from the laser sensor (vertical axis) with
He (horizontal axis). We can see the expected periodic changes of the distance with time
Haused by the periodic changes of the fingertip volume.
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Fig. 4.60: Distance measurement curves from the triangulation laser sensor. Abscissa: time; ordi-
nate: voltage reflecting distance changes [Dral7].
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The new curves have been acquired using the following equipment:
® Laser module Panasonic LM10 ANR1250

¢ Control unit Panasonic LM10 ANRS5132 for the laser module

* Oscilloscope Tektronix DPO7254

One example of the acquired curv
4.61. There is very well reco

responds to the heart activity.

e (screenshot of the oscill

oscope) is shown in Fig,
gnizable periodical behavioral of th
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Within the scope of this thesis, an application for the computation of normalized and
adjusted curve from the oscilloscope diagram was implemented — see the result in F ig.
4.62.

Amplitude [v]
=
T
]
|
i

Time [s]

Fig. 4.62: Original (left) and normalized and adjusted (right) curve from the oscilloscope.

It was necessary to set the acquirement modus of the oscilloscope to very low fre-
quencies (50-100 samples/sec), because the heart beat rate corresponds approximately to
one beat per second — it is therefore reasonable to use the time interval of 1 or 2 seconds.
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An analysis of the acquired signals has been performed — see Fig. 4.63 and Fig. 4.64.
The curve in Fig. 4.63 has the following attributes:

AXis x: time, 1 second / division.
Axis y: voltage, 10 mV / division.

Amplitude of one periodical run: 6 subdivisions —s 12 mV between the minimum
and maximum values.

Time period of one periodical run: 3.8 subdivisions, what corresponds to 0.76 sec-
ond per one run; verification: 49 4 (3.8 x 13) subdivisions in 50 subdivisions (10

divisions x 5 subdivisions) — the average value should be 50/13 = 3.85 subdivi-
sions.

I3 periodical runs (heart beats) in 10 seconds (10 divisions) found — 78 heart
beats per 1 minute.

Real heart beat rate (measured by Sanitas SBM 04): 76 per min. The concordance
of computed and conventionally measured values is quite good.
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Fig. 4.64: Time analysis of the acquired curve from the oscilloscope (2 seconds/division).
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The curye in Fig. 4.64 has the following attributes:
® Axis x: time, 2 seconds / division.

® Axisy: voltage, 10 mV / division.
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* Amplitude of one periodical run: 6 subdivisions — 12 mV between the minimum
and maximum values,

* Time period of one periodical run: 1.9 subdivisions, what corresponds to 0.95 sec-

ond per one run; verification: 47.5 (1.9 x 25) subdivisions in 50 subdivisions (10
divisions x 5 subdivisions) — the average value should be 50/25 = 2 subdivisions.

e 25 periodical runs (heart beats) in 20 seconds (10 divisions) found — 75 heart
beats per 1 minute.

® Real heart beat rate (measured by Sanitas SBM 04): 70 per min. The concordance
of computed and conventionally measured values is still good.

As we can see from both graph analyses, the deviation of estimated (some periodical
runs, especially in Fig. 4.64, are not clearly recognizable) heart beat rates (derived from
the oscilloscope graphs) from the real heart beat rate values is not marginal. The real

(conventional) measurement of heart beat rate is more accurate, because it takes longer
time for measurement.

An example of the analysis of the normalized and adjusted curve from the application
is shown in Fig. 4.65. There have been found 18.7 periodical runs in 20 seconds, what
corresponds to the 56.1 heart beats in 1 minute. The real (conventionally measured) value
was 57 heart beats per minute. The concordance is clearly visible.

‘Amplitude [mV]

Time [s]

Fig. 4.65: Analysis of the normalized and adjusted curve from the application.

When summarizing the results of method for liveness detection based on the laser
Surement principle, we can say that this method is very reliable, quick (several sec-
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onds are needed for the detection of a periodical run in the curve) and does not need very
much performance from the processor, i.e. it is quite simple for computation. However,
the disadvantage of this method lies in an expensive laser module and space requirements
— it is not possible to integrate such solution in common, very small fingerprint scanners,
with perhaps one exception of optical sensors, as their physical principle of functioning
leads to bigger device constructions.

Other very interesting tests related to this topic have been presented in [85]; however,
the description of those experiments exceeds the scope of this thesis.
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S. Summary

This thesis is devoted to three important topics in the biometrical field of fingerprint
recognition. Our fingerprints will be stored in our biometrical travel documents and will
be used for our authentication of the data stored in the document on the chip. This idea is
very popular and pushed forward at the moment, however, when planning the usage of
such systems, we should think of some subparts of such biometrical system which could
bring us some troubles.

The first topic (chapter 2) describes one subpart of the fingerprint recognition tech-
nology, where some problems could arise. First of all the skin structure is explained to the
extent which is relevant to the subsequent chapters. Then it follows the description of the
functionality of fingerprint acquirement technologies: some rare technologies are also
represented. All fingerprint acquirement technologies could be influenced by various fac-
tors from the environment (e.g. surrounding light, electro-magnetic radiation, dirt on the
surface, latent fingerprint, dry or moist fingers, etc.), what could lead to the distortion or
defects of acquired images — this is discussed in the next subchapter. The main themes of
the following subchapter are skin diseases and their influence on the fingerprint acquire-
ment process. The summarization and division of such diseases into three subclasses is
one of three main contributions of this thesis to the knowledge of biometrical systems
based on fingerprint recognition. Skin diseases are divided into three subclasses — they
could change the skin color, skin structure or both. At the end of this chapter, the impacts
of skin diseases on the acquirement and recognition process are discussed.

The second topic (chapter 3) is devoted to the assessment of fingerprint image qual-
ity. The influencing factors and skin diseases described in the previous chapter can have
an impact on the quality of a fingerprint image. This is partly influenced by the user and
partly by the surrounding environment. First of all, the biometrical system should evalu-
ate the quality of an image before further processing of the image in the system. For such
quality evaluation, we need some well defined metrics. However, it is not simple to define
suitable quality metrics for all fingerprint scanner technologies. The reason is that each
fingerprint acquirement technology is based on different physical principles and therefore
the output images are different. Nevertheless, some of the metrics are applicable to all
fingerprint acquirement technologies. These are described in this chapter. In the begin-
ning, some basics in biometric systems, which are relevant for the following explanation
of the image quality estimation, are introduced. In particular, the following metrics can be
counted among the suitable parameters for quality estimation: image contrast, mean value
of grayscale levels, number of papillary lines (this could be used for the computation of
the center (not core) of the fingerprint), sinusoidal shape of a papillary line crosscut, bio-
metric sample quality scoring and minutiae quality scoring. If we have had estimated the
Quality of an image including a fingerprint, we have to decide whether such image can be
fﬁhanced or not. If yes, we can select from several practical methods for fingerprint im-
?{ge enhancement, e.g. Gabor filters, spatial domain filtering or frequency domain filter-
18 At the end of this chapter, some experimental results achieved in our laboratory are
fesented — four fingerprint acquirement technologies connected with the platform made
¥ Suprema have been used and the quality of the acquired fingerprint images has been

s Summary
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tested. The summarization of methods for estimation of fingerprint image quality, the
description of one new method for this purpose (subchapter 3.1.5) and implementation of
suitable tests represents the second of three main contributions of this thesis to the knowl-
edge of biometrical systems based on fingerprint recognition.

The last topic (chapter 4) is oriented towards the liveness detection in fingerprint rec-
ognition systems. At the beginning, certain basic threats, which can be used in an attack
on the biometric system, are described in general. One of them is the use of fake fin-
ger(print)s. Of course, the security of the biometric system is discussed here too, however,
this is rather out of scope of this thesis. This is followed by a detailed introduction to the
liveness detection and to all known methods and related principles; these include perspi-
ration, spectroscopic characteristics, ultrasonic principle and many physical characteris-
tics. At the end, several experiments on the liveness detection realized in our laboratory
are presented, including the production of fake fingers, deceiving of thermal, capacitive
and optical fingerprint scanners, skin temperature and resistance measurements and pulse
measurements, using two patented methods [Dra08]. The summarization of methods for
liveness detection, the introduction and patenting of two own methods for liveness detec-
tion (subchapter 4.2.9) and realization of the tests (subchapter 4.4) represents the third of

three main contributions of this thesis to the knowledge of biometrical systems based on
fingerprint recognition.

At the end, it could be said that these are my three main contributions to the knowl-
edge of biometrical systems based on fingerprint recognition (all of them accompanied by
many presentations at relevant conferences or workshops and publications in specialized
journals): 1) summarization of influencing factors to fingerprint recognition and summa-
rization and categorization of skin diseases and their impact to fingerprint recognition;
2) summarization of methods for quality estimation, proposal of one new method for fin-
gerprint image quality estimation and realization of tests in this field; 3) summarization of

methods for liveness detection, design of two new (patented) methods for this purpose
and realization of related experiments.
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6. Glossary

AC
H AFIS
AGC
BFM
BPM
BPN
BQAM
CCD
CDF
CMOS
DC
DCT
DET
DFT
DNA
DPI
DTP
ECG
EER
ESD
FAR
FBI
FFT

Alternating Current
Automated Fingerprint Recognition System
Automatic Gain Control
Basic Fingerprint Matcher
Best-Pair-Come-First Fingerprint Matcher
Back-Propagation Network
Biometric Quality Assessment Method
Charge Coupled Device
Cumulative Distribution Function
Complementary Metal-Oxide Semiconductor
Direct Current
Discrete Cosine Transform
Detection Error Trade-off
Discrete Fourier Transform
Desoxy-Ribonucleic-Acid
Dots Per Inch
Desk Top Publishing
Electrocardiogram
Equal Error Rate
Electrostatic Discharge
False Accept Rate
Federal Bureau of Investigation
Fast Fourier Transform
False Match Rate
False Non-Match Rate
False Rejection Rate
Failure to Acquire
Failure to Enroll
Frustrated Total Internal Reflection
Failure to Match
Hand-Foot-and-Mouth Disease
Hereditary Hemorrhagic Telangiectasia
Identification




Brno University of Technology
Faculty of Information Technology

Department of Intelligent Systems

JPEG
LED
LPR
LRP
MEMS
MQA
MSI
NIST
OCL
PDA
PDF

Joint Photographic Expert Group

Light Emitting Diode

Latent Print Reactivation

Local Ridge Pattern
Micro-Electro-Mechanical Systems
Minutiae Quality Averaging

Multispectral Imager

National Institute of Standards and Technology
Orientation Certainty Level

Portable Digital Assistant

Probability Distribution Function

Personal Identification Number

Public Key Infrastructure

Pityriasis Rubra Pilaris

Relative Dielectric Constant

Radio Frequency

Receiver Operating Curve

Raynaud’s Phenomenon

Ridge-Valley Structure

Subacute Cutaneous Lupus Erythematosus
Score Filtering Before Fingerprint Matching
Thin-Plate Spline

Video Graphics Array

Visitor and Immigrant Status Indicator Technology
Wavelet Scalar Quantization
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